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BBepeHue

Llenb [gaHHOM WHCTPYKUMM MpefoCcTaBuUTb MO/b30BATEND BO3MOXHOCTb CaMOCTOATENIbHO
BbINOJIHNTb YCTAHOBKY Mong BK/1toYas BCe KOMMOHEHTbI MH PACTPYKTYpbl B TPebyemMon KoHbUrypauuu.

MHCprKLI,I/IFI onncbiBaeT npennonaraeMbn?l nyTb NO pa3BepTbiIBAHNKO CUCTEMbI M HOCUT peKOMeHAaTEe/IbH bl
XapaKTep, KaXpaasa YCTaHOBKA YHWKaslbHa MO CBOeEMY, YaCTHble YTBEPXAEHHbIE 0CO6EHHOCTM

onepaunoHHON CUCTEMBI, OTAE/IbHbIe HABopPbl NPaB M OrpaHUYEHN.

[JoKyMeHT npegnonaraeTt pasBepTbiBaHUSA CUCTEMbI Ha 6a30BbIX o6pa3ax onepaunMoHHbIX CUCTEM 6e3

OOMOJIHUTENTbHbIX N3MEHEHU.

Ana agMuHUCTpMpoBaHus Mong 1 paboTbl C AaHHbIM AOKYMEHTOM MOJIb30BATENO HYXXHO UMETb

OonbIT NO pa60Te c:

* WHCTpPYMEHTapuneM 3anycka KOHTenHepoB: containerd, docker

+ opkecTpaTopoMm: kubernetes, B YaCTHOCTV NOHMMaTb Kak paboTaTb € noramu
« cybp: postgresql, clickhouse, redis, arangodb, victoriametrics

« BpokepoM coobleHunit: rabbitmg

+ Kew cepBepoM: redis

+ Beb cepBepoM: nginx

+ cepTudurkaTamm ssl
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NMpoeKTUpOBaHUe peLueHus

Mepeq TeM KaK Ha4yaTb NPOEKTUPOBaHME pecypcoB Ans Mong He06X0AMMO 03HAKOMUTHLCSA C 06 LIMMY
TpeboBaHMAMMU N PEKOMEHALUMAMM A8 3aMNyCKa CUCTEMBI.

Cnuncok HEO6XO,IJ,I/IMbIX KOMMNOHEHTOB:

Ha3ssaHue Bepcus
postgresql 12.15
victoria-metrics 1.91.3
arangodb 3.11.2
redis 7.0.11
rabbitmq 3.11.18
clickhouse 23.3.8
cilium 1.13.3
consul 1.8.0
kubernetes 1.26.15
nginx-ingress-controller 1.8.0

container registry* -

CSl coBmecTuMbIl storage (c nogaepxkon RWX)** -

* container registry gosixeH 6bITb coBMecTUM obpa3samu B docker popmare
** Tpebyetca RWX(readWriteMany) xpaHunuiie, ans MOAKIYEHUS [JaHHOTMO XpaHUAWULLA
B HECKOJIbKO CepBUCOB (penunk). CrUCOK COBMECTUMBIX PELEHUN MOXHO MOCMOTPETb B

odULMaNbHON OKYMEHTaLUN.

PekomeHpauunm:

o ,ﬂ,ﬂﬂ nocTpoeHns ,CI,I/ICKOBOI\/II CUCTEMbI peKOMeHAYyeTCAa MCNo1b30BaTb SSD AVNCKW.


https://kubernetes.io/docs/concepts/storage/
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+ Becb 06beM gurcka fomkeH 6bITb CMOHTUPOBaH B /.

Vicnonb3oBaHue dannosbix cuctem ext4 nnm xfs.

+ He TpebyeTcs yctaHoBKa Desktop Environment.

« Ana 3anycka arangodb Tpebyetcs npoueccop ctapwe 2011 roga Bbinycka(Tpebyetcs
noaAepKKa NpoLLeccopoM. 256 bit avx MHCTPYKLMIA: cCbinika Ha TpeboBaHuns).

[laHHOe pyKOBOJCTBO HE YYMTbIBAET PACXO[ PECYPCOB ONEPALMOHHON CUCTEMBI U AOMONHUTENbHbIX
cny6(areHTOB MOHUTOPWHIrA, PE3epPBHOrO KONMMpoBaHWs W T.A.). [ns Hanbonee TO4YHOro
NMaHMPOBaHWS PECYPCOB HEOBXOANMO MOHMMaHMe Harpy3Ku n TpeboBaHMM K 0TKAa30yCTONYNBOCTY
BbIGPAHHOIO peLleHus.

[anee B pa3gene byayT npeacTaBfieHbl Havbonee pacnpocTpaHeHHble KOHMUTIYpaLMKU YCTaHOBKY
CUCTeMbI. YKa3aHHble CUCTEMHbIE TPe6OBaHMUS pacCUMTaHbl HA OCHOBE MO/b30BATENbCKOTO OMbITA U
MOTYT OT/INYATLCS B 3aBUCMMOCTU OT XapaKTepa Uan MHTEHCUBHOCTY Harpy3Ku.

TunoBble cXeMbl pa3MeLlLeHUs KOMMNOHEHTOB

Demo o6pas

OpHa BupTtyanbHas MalwmvHa (ganee BM) c npegycTtaHoBNeHHON MHDPaACTPYKTYpOi. Bce MUKpOCEpBUChHI
3anyLeHbl B EAUHCTBEHHOM 3K3eMMispe, CUCTEMHOE NPOrpaMMHoe obecneyeHmne CKOHUTIypmpoBaHo
Ha MUHVMaNbHOE UCMO/b30BaHNE PecypCoB.

BHuMaHune! O6pa3 BM npenocTaBnseTcss B 03HAKOMUTENbHbIX LENsiX, A5 BO3MOXHOCTM
Hanbonee bbICTPON YCTAHOBKM CUCTEMBI. laHHOE pelleHne He MO AePXXNBAET FOPU30OHTalbHOE
MacwTabupoBaHue.

MyHVMManbHble pecypcbl:

VM CPU RAM Disk

Demo-VM 8 24 60

[ns BbINOIHEHMS YCTAHOBKM HEO6X0aMMO cKavaTb 06pa3 BM c odmumanbHoro cainta B hopmate OVF
no ccoiike https://mong.ru/download, nMnopTupoBaTh B cpefly BUpTyanu3aumm nyctaHoB1MTb Mong
COrNacHO VHCTPYKLUN.
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https://docs.arangodb.com/3.11/release-notes/version-3.9/incompatible-changes-in-3-9/
https://monq.ru/download
https://docs.monq.ru/docs/get-started/install/install-monq-demo/
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MuHuManbHasa KOHpUrypayus

MuHuManbHO Tpu cepsepa(BM), pydyHas nogrotoBka MHbpacTpykTypbl. [JaHHas KoHburypauus
MO3BOMUT rOPU30OHTaNbHO MacliTabupoBaTb MHGPACTPYKTYPY NPU YBENNYEHUN HArPy3KU MyTeM
pobaBneHns HoBbIX Hopa B kubernetes u nepepacnpegeneHvs Harpysku, HO He obecrneuuT
OTKA30yCTOMUYMBOCTb pelleHusi. Bce MalwmHbl sBasiTcs Hogamu kubernetes, CYB/[, 3anyLieHsbl

¢ nomMolbho statefulSet.

MUHUMaNbHbIEe pecypchl:

CepBep(VM) Hostname CPU RAM Disk
Kubernetes control-plane master 2 4 30
Kubernetes worker worker 8 24 80
Kubernetes database db 8 14 200

BHumaHMne! Hostname cepBepoB yKasaHbl AN npuMepa, U 6yayT MCNofb30BaHbl fanee B
MoLwaroBon MHCTPYKLMK. OrpaHn4eHmnii Ha Hostname HeT, HO U3MEHEHUs CeayeT yYnTbIBaTb

Nnpwv BbINOTHEHNW KOMaHA.

CxeMa pacrnosioKeHVs KOMMOHEHTOB NPeACTaBNEHA HA PUCYHKE:

MDL 5
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Client
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"nlgt[:irci clickhouse rabbitmg
J container
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app
consul —
storage
ks ks
db worker

kés
control-plane

etcd

OTKa3oycToiunBas KoHuUrypauyus

Bce koMnoHeHTbl CMO 3anycKaloTcs B peXXnMMe 0TKa30yCcTOMYMBOM pexnme (ganee HA), umeetcs
BO3MOXHOCTb MaCLLITa6I/|pOBaHI/IF| Konn4yectBa MUKpPOCEPBUNCOB, y4aCTBYHOLLMNX B o6pa60TKe OaHHbIX.
CYB/[, 3anyweHsbl B kubernetes c nomoLbto onepaTopos.

VM Hostname CPU RAM Disk

Kubernetes control-plane master-1 2 4 30

MDL 6
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VM

Kubernetes control-plane
Kubernetes control-plane
Kubernetes worker
Kubernetes worker
Kubernetes worker
ArangoDB
ArangoDB
ArangoDB
Clickhouse
Clickhouse
Clickhouse
Postgresql
Postgresql
Postgresql
RabbitMQ
RabbitMQ
RabbitMQ

Redis

Redis

Redis
VictoriaMetrics
VictoriaMetrics

VictoriaMetrics

Hostname

master-2
master-3
worker-1
worker-2
worker-3
arangodb-1
arangodb-2
arangodb-3
clickhouse-1
clickhouse-2
clickhouse-3
postgresql-1
postgresql-2
postgresql-3
rabbitmg-1
rabbitmg-2
rabbitmg-3
redis-1
redis-2
redis-3

vm-1

vm-2

vm-3

CPU RAM

2 4
2 4

[
N

24

[
N

24

[
N

24
32
32
32
24
24
24
16

0 0 o » b, b b b b O O O OO OO O O O O©

Disk

30
30
120
120
120
60
60
60
400
400
400
200
200
200
60
60
60
40
40
40
300
300
300

BHumMaHume! Hostname cepBepoB yKasaHbl AN npumepa, U 6yayT MCNONb30BaHbl janee B

MoLwaroBon MHCTPYKLMK. OrpaHn4eHmnii Ha Hostname HeT, HO M3MEHEHUs CleayeT yYUTbIBaTb

Npwv BbINOTHEHNW KOMaHA.

Cxema pacnonoXeHna KOMNOHEHTOB NpefcTaB/ieHa Ha PUCYHKe:

MDL
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oo
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T

k8s cluster

v

| nginx ingress

] !
‘ nginx ingress }—|4| nginx INgress ‘
|

RabbitMQ | | RabbitMQ| |RabbitMQ

DRBD DRBD

NFS
Storage

Consul | |Vmstorage| Vmstorage| [Vmstorage

NFS
Storage

| |

| Storage Balancer ‘

vminsert

container
registry

ClickHouse ClickHouse (ClickHouse

ST

| ClickHouse Balancer ‘

T

k&8s worker kBs worker

app

kes worker

NS

‘ internal VIP ‘

am

kés
control-plane

etcd

T ‘ Vminsert Balancer

Ncnonb3oBaHue Managed cepBucos

MpuBeaeHHble Bbille peleHns nogpasymeBatoT pyyHyto yctaHoBky CMO coBmecTHo ¢ mong. Co
CTOpPOHbI MONQg HET SIBHbIX OFpPaHWYeHU, B KaKOM BuUAe OHW OyayT pa3BepHYTbl - 3TO MOXET
6bITb YCTAHOBKA "Ha )enese”, B BUAE OTAENbHOro KOHTEHepa uan BHYTpu Knactepa Kubernetes
C NMoMolLblo onepaTopa. [NaBHoe: YTO6bl BCE TOUYKM MOAKIOYEHUS K KOMMOHeHTam CMO 6binu
[OCTYNHbI M3 KnacTepa. Bo3MoxHO mcnonb3oBaHve Managed cepBMCOB (KOPMOPATUBHbLIX WK

npefocTaB/isieMbix 06/1a4HbIMM MpOBanaepamu) os cnegytolmx komnoHeHTos CMNoO:

+ Kubernetes - BO3MOXXHOCTb CO3aaHMs NoNb30BaTeNsA k8s c npaBamu Ha gobaBneHre/npocMoTp/yganeHmve

BCEX CyLHOCTeW B namespace Yepes API.
» PostgreSQL - BO3MOXHOCTb CO34aHNSA NONb30BaTeNs 415 BbINONHEeHMA 3anpocos B CYB/:

co3paHune/ypaneHune bJ,;
co3paHue/ypaneHve nosb3oBaTenen;

Ha3HavyeHue BajesnbLeB Ana co3gaHHbix b/;
Ha3Ha4yeHue Npa. A5 nosb3oBaTtenen B bJ.

+ Clickhouse - BO3MOXXHOCTb cO3aHMs NO/Ib30BaTENSA A5 BbINO/HEHUs 3anpocoB B CYB/:

Ha3Ha4yeHMe Nosb3oBaTeNto NpaB access_management;

co3faHune/ypaneHue b[,;
co3paHve/ypaneHve nosib3oBaTenen;

Ha3Ha4yeHue NpaB A5 nosb3oBaTtenen B bJ.

MDL 8
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ArangoDB - BO3MOXHOCTb CO3aHMA NoNb30BaTeNs Ans BbinonHeHns 3anpocos B CYB/:

- co3paHue/ypanenue b[,;
- co3faHue/ypaneHue nonb3oBaTenen;
- Ha3HauyeHue npaB gas nonbsosartener B b.

RabbitMQ - BO3MOXXHOCTb CO34aHUS NONb30BaTeNs A5 BbINOHEHMS 3anpocoB Yepes API:

- co3paHue/yganeHve nonb3oBaTtenen;
- Ha3HayeHue poneli NoNb30BaTENAM,;
- Has3HayeHue nNpas A/1s Nob3oBaTe/en B ouepeasx.

+ Redis
- [OCTyn K 6a3am gaHHbix DB 0-4;

VictoriaMetrics

- BO3MOXHOCTb YTeHMs/3anucu B BJ.

Mepep BoibOpoM Managed cepBuca gast UCNOb30BaAHUS CledyeT YAOCTOBEPUTHCS B COOTBETCTBUM

BblLLeyKa3aHHbIM TPeboBaHUAM.

OTKa30yCTOMYMNBOCTb U 6aTaHCUPOBKA HAarpysKu

B TekyLiel peanusauum Mong HeT BCTPOEHHOM noaaepxKu paboTsl ¢ CMO B pexxnMax 6anaHCMpOBKHY
Harpysku. [nsi KaXpgoro n3 KOMMOHEHTOB ornpefesieHne paboTocnocobHocTU n 6anaHCMpoBKa
3aMnpoCoB K paboToCnoco6HOMY 3K3eMMIAPY OCYLLECTBASETCA CTOPOHHUMY cpeacTBaMu (HanpuMep
HA-Proxy mnnu service Kubernetes), 3a ucknioyeHnem Redis, gns Hero peannsoBaH MeXaHWU3M
noaaepXuBaroLwnin paboty ¢ sentinel, KoTopblil OTBEYAET 3a onNpegesieHne MacTepa.

Mong nogaep>1MBaeT paboTy B peXxMMme BbICOKON JOCTYNMHOCTM CO CAEAYHLWMMN KOMIOHEHTAMM
Cno:

Kubernetes - master-master;

PostgreSQL - master-slave;

Clickhouse - master-master;

ArangoDB - active-failover (master-slave);
RabbitMQ - master-master;
« Redis - master-slave;

VictoriaMetrics - master-master.

MpvmMep 3anycka Mong ¢ CNO B pexxume HA 6ygeT paccMoTpeH 6onee NoApo6bHO B MPUIOKEHMUSAX K
JOKyMeHTaLMN No pa3BepTbiBaHUIO.

MDL 9
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Knactepusauus

Moa KnacTepusauuer UNu WapAMpPOBaHMEM MOHUMAETCA YacTUYHOE pa3HeceHue MHbopMauun
Mexpay komnoHeHTamu CIMO.

B HacToswWwmin MOMEHT Mong He NoaaepXMBAET KIacTepu3auunto AaHHbIX, MPU NMPOEKTUPOBaAHMUM
peLleHnst 3TO HEOBXOAMMO YHMTLIBATD.

3aknwuyeHue

Ha 3Tane NpoeKTUpoBaHuWs pelleHust cnepyeT Bbi6paTb CNocob pa3BepTbiBaHWSA TOrO UM UHOMO
KOMMOHEHTa:

+ TUNVHCTaNNAUMmn: NpobHas, MMHMManbHas KOHPUrypaLuus, 0TKa3oyCcTonyYnBas KOHbMrypaums
WAW CNPOEKTMPOBaHHAs CaMOCTOSATENbHO B 3aBUCMMOCTM OT TpeboBaHM;

+ Self-Hosted nnu Managed;

+ HA nnun Standalone.

BbibpaHHas apxUTEKTypa peLleHUss MOXeT 6biTb U3MEeHeHa M B MpoLecce 3KChayaTauuu, Ho
noTpebyeT npoBefeHUst 60bLIOIO KOMYECTBA PYUHbIX ONepaLuii.

MDL 10



NMoaroToBKa CUCTEMHOIO NPOrpaMMHOro

obecnevyeHusn

B COOTBETCTBMM C MNPOEKTUPOBAHUEM pPELIEHUS U MAAHUPOBAHMEM pPecypcoB noTpebyeTcs

NMOArOTOBUTH WTOTOBLIA CTEHF AJiS pasBepTbiBaHUs. B gaHHOM pasgene bygeT npepcTaB/ieHa

nowaroBasa MHCTPYKUWA MO NOAFrOTOBKE MUHUMa/NbHOINO KOHTYpa AnAa 3anyCKka mong, KoTopad

nofpa3symMeBaeT NCNob30oBaHMe ciegytouiero Habopa Mo:

Ha3BaHune

debian
containerd
postgresql
victoria-metrics
arangodb

redis

rabbitmq
clickhouse
cilium

consul

kubernetes

nginx-ingress-controller

registry

Bepcus

11.7
1.6.6
12.15
1913
3.11.2
7.0.11
3.11.18
23.3.8
1.13.3
1.8.0
1.26.9
1.8.0
2.8.3

Ponb

OnepaunoHHas cuctema

Cpepa ons 3anycka KOHTEMHepoB

Cybq

Cybq

Cybn

Kew cepBep

Bpokep cooblyeHnit

Cybp,

MnarvH cetu

XpaHunuue KoHdbUrypaumnn
OpkecTpaTop KOHTENHEPOB
Beb 6anaHCcMpOBLYMK

Penosntopuin KoHTeNHepoB

JlnueHsns

GNU GPL

Apache License 2.0
PostgreSQL

Apache License 2.0
Apache License 2.0
3-Clause-BSD

Mozilla Public License
Apache License 2.0
Apache License 2.0
Mozilla Public License v2.0
Apache License 2.0
Apache License 2.0
Apache License 2.0

Ans 3anycka Ha gucTpmubyTuBax oTAnYHbIX OT Debian 11.7 noTpebyeTca aganTMpoBaTb KOMaHfbI

NpYBEAEHHbBIE B MOLIArOBON UHCTPYKLUN.

Mo TekcTy 6yayT ccbiku Ha paboTy c dannom authfile, B uensx MCKAYEHNS MHOTOKPATHOMO

11
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MOBTOPEHUS CCbIJIKA pa3sMelleHa B Hayvane [OKyMeHTa: CM. [pusioxeHue. WHCTpyKUMs Mo
HanonHeHwuto authfile.

Mpw ncnonb3oBaHUM Mmanaged cepBUCOB cliegyeT 3anonHUTb AaHHble authfile n nponycTnTe 610KK
WHCTPYKLMM ONUChIBAOLLME YCTAHOBKY AAHHOIO CEpPBUCA.

MpepnoyTUTEeNbHbIN CNoCcob obpalleHns MukpocepeucoB Mong k komnoHeHTam CMO c ncnonb3oBaHWEM
AOMEHHbIX UMeH, 6e3 ykasaHus IP agpecoB. Mepen Havanom paboT cnepyeT BbI6paTb AOMEHHbIE
UMeHa ans komnoHeHToB CMO. B nolwaroBoi MHCTPYKLMK ByaeT MCnob30BaHa 30Ha in.mong

. local. Kaxxpgomy komnoHeHTy CIMNO npucBamBaeTcs OTAeNbHOE [AOMEHHOE WUMSsl, HanpuMmep
postgresqgl.in.monqg.local. PekomeHayeTCs NCNOb30BaHWE BHYTPEHHEr0 KOPNOPaTUBHOIO
DNS cepBepa gnsi paspelleHunst OMEHHbIX UMeH KoMnoHeHToB CMO, nepep TeM Kak NPUCTYNUTb K
yCTaHOBKe HeobxoaMmMo f06aBUTb COOTBETCTBYHOLME 3aMUCK:

Ne  Cepsuc, HasHa4vyeHue [JoMeHHOe ums no ymonyaHuto  PacnonoxeHue
1 Penosutopuit KOHTeNHepoOB registry.in.mong.local db
2 CYB[ postgresql* postgresql.in.mong.local db
3 CYB[ clickhouse* clickhouse.in.mong.local db
4 CYB[ arangodb* arangodb.in.mongq.local db
5.a CYB[ victoriametrics single victoriametrics.in.mong.local db
5.b  CYB[ victoriametrics, knactep vminsert.in.mong.local db
vmselect.in.mong.local db
6 Kew cepsep, Redis** redis.in.mong.local db
7 Bpokep coobueHmnin, Rabbitmg* rabbitmg.in.mong.local db
8 Appec API cepsepa k8s* k8s-api.in.mong.local master
9 Appec xpaHunuuia KoHUrypaumi consul.in.mong.local db
10 [JoMeHHble UMeHa yCTaHOBKU mond, <[ OMEHHOE NmMsa> worker
pa3peluLaroTcs B agpec ingress KOHTponniepa, api.<AOMeHHoe ums> worker
npu HA B Loadbalancer registry.api.<gomMeHHoe nmsa> worker

Tabnuua TaKKe OTPaXKaeT PacrooXeHNEe KOMMOHEHTOB MO cepBepaM, KOTopoe byAeT NCNPOb30BaHO
B PYKOBOACTBE MO YCTAHOBKE.

* B C/lydae ncnonb3oBaHus HA, yKka3aTb agpec 6anaHcu pPOBLUMKa 3anpoCoB;

** B C/lydae ncnonb3oBaHma HA, ykazaTtb agpec sentinel.
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YKa3aHHble [JOMEHHble VMEHA 3aeMCTBOBaHbl B YCTAHOBKE W 3KCMJIyaTaLlUmn CUCTEMbI U JOSIKHbI
KOPPEKTHO pa3pellaTbcsl BHYTpu Kubernetes 1 ¢ MallnHbI Ha KOTOPO ByeT NPON3BOAUTHLCS 3aNyCK

CueHapusi yCTaHOBKM mong.

B cnyyae ecnm HeT BO3MOXHOCTU MCMNONb30BaTb KOprnopaTuBHbii DNS, Heobxoanmo po6aBuThH
BblLUEYKa3aHHble 3anncK B hosts Ha KaXKAoM XOCTe 10 Havasia YCTAaHOBKU M BbIMOJIHATL HAaCTPOMKY
pa3pelleHns AOMEHHbIX MMeH Ha KnacTepHoM coredns B cocTaBe kubernetes nocne ero nHnumanusauum,

cM. MpunoxeHne. KnactepHbin DNS.

B nowaroBoi MHCTPYKLMM OTpaxkeH cnocob 3anycka CYB/ c nomouybto StatefulSet Kubernetes. Ans
XpaHeHMs faHHbIX ucnonb3ytoTcs hostPath volumes. [aHHoe pelueHue He peKOMeHOO0BaHO
K 3anycKy B MPOMbIWAEHHOW 3KCnAyTaumu. Bmecto 3Toro Heobxogmmo ucnonb3osaTb CSl
coBmecTuMbIi RWO storage. CNCOK COBMECTUMBIX PeLLEHN MOXHO MOCMOTPETb B 0uLIManbHON

[JOKYMeHTaLuu.

CnuncoK nepemMeHHbIX, UCMOJIb3YyeMbIX MO TEKCTY:

${infra_domain} - dns30Ha ans MHDPACTPYKTYPHbIX KOMMNOHEHTOB

${global_domain} - ocHOBHOe JOMEHHOE UMS Pa3BEPTHIBAEMOTO MPUIOXKEHNS
« ${registry_address} - agpec peno3utopusi KOHTENHEPOB
${infra_namespace} - kubernetes namespace pns 3anycka WHQPACTPYKTYPHbIX

KOMMOHEHTOB
${mong_namespace} - kubernetes namespace ans 3anycka mong

WHCTpYKUMS cOoCTaB/eHa C y4eTOM BbINOMIHEHNS KOMaH[, OT No/b30BaTeNst root, NoaTomy nepeq,
BbINO/THEHMEM KOMaH[, HE06X04MMO NepPenTU Ha UCNONb30BaHUE root 1 YCTaHOBUTb NMepeMeHHble:

su -
infra_domain=1in.monq.local
registry_address=registry.${infra_domain}:5000
infra_namespace=infra
mong_namespace=production

Mnardopma kubernetes

YcraHoBKa OC

Mpu ncnonb3oBaHun kubernetes B "kavecTBe cepBuca”, cnegyet cpasy NepenTu K MyHKTY

“Mocneaytowas HaCTponKa Knactepa”

HeobxoanMo BbINOIHUTL YCTaHOBKY oc Debian 11.7 Ha Bce cepBepa/VM. Becb 06beM AUCKA JOMKEH
6bITb CMOHTMPOBAH B /, chanoBas cuctema ext4d unm xfs. Pasgen nogkavykmn(swap) MOXHO He
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co3paBaTb, TK OH He byfeT Mcnonb3oBaH. Ha aTane Bbi6opa KOMMNOHEHTOB 151 YCTAHOBKM cnefyeT
BbIGpaTb CTaHAAPTHbIE CUCTEMHbIE YTUAUTBI U Ssh cepBep.

Boinyck CA ceptucdmkara

B maHHOM paspgene npefcTaBneHO PyKOBOACTBO MO BbiMyCKy camonognucHoro CA cepTudmkara,
KOTOPbIM ByAeT MCNOb30BaH ANs WKdpoBaHNS COEQUHEHUI BHYTPY CUCTEMBI.

Ecnv nnaHupyeTcs ucnonb3oBaTb CyLWeCTBYHOLME, 3apaHee BbIMyLEHHblIE, CaMOMOANUCAaHHbIe
cepTndukaTsl, To cM MpurnoxeHne. CobcTBeHHble cepTudukaTbl SSL.

[JaHHbiM CA 6ygeT nognuncaH ceptuduKkat aas SOMEHHOrO UMEHU YCTAHABIMBAEMOWN CUCTEMDI, @
TaK e MOXHO bygeT noanucaTb cepTudumKaTbl, BbIMyCKaeMble s OpraHM3auumn 3almiLeHHoro
coefMHeHUs Mexay KomnoHeHTamu Mong wu CIMO, gna 3Toro us cepTU@UKaToB Hago €o3faTb
CeKpeT M yKa3aTb PeKBM3NTbI CEKPEeTa B 3anycke cooTBeTcTBYoWero yapta CMo, cm. MNMpunoxeHue.
Onucanune tnnosoro helm chart. AktyansHo gns standalone pasBepTbiBaHUWA, Ans opraHu3aumm
B3amMMofencTaus no SSL npu passepTbiBaHUU B pexxnume HA HeobxoaMMo 06paTUTHLCS K JOKYMEHTALMM
pa3paboTymMKa COOTBETCTBYIOLLENO PELLEHUS.

BHuMaHuMe! KoMaHbl BbINOMHAOTCS Ha cepBepe master.

Cdopmmpoatb CA cepTudumKar:

mkdir certs
opensslConf=$(dpkg -L openssl | grep openssl.cnf | head -n 1)

openssl req -new -nodes -out certs/mong.ca.csr \
-keyout certs/monqg.ca.key -subj "/CN=monqg"

openssl x509 -req -in certs/mong.ca.csr -days 3650 \
-extfile ${opensslConf} -extensions v3_ca \
-signkey certs/monqg.ca.key -out certs/monq.ca.crt

ﬂ06aBMTbcepTM¢MKaTBCHMCOKHOBepeHHHK

BHMMaHMe! [laHHbIN War HY>XHO BbIMOJIHUTb Ha BCEX CepBepax, NpeaBapuUTeNbHO CKOMMPOBaB
davin certs/monqg.ca.crt

mkdir /usr/share/ca-certificates/mong

cp certs/monq.ca.crt /usr/share/ca-certificates/mong/monqg.ca.crt
echo "mong/mong.ca.crt" >> /etc/ca-certificates.conf
update-ca-certificates

Bbinucatb cepTudukar gns registry:

mkdir certs/docker-registry
openssl req -new -nodes -out certs/docker-registry/registry.csr \
-keyout certs/docker-registry/registry.key -subj "/CN=registry.${infra_domain}"
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openssl x509 -req -in certs/docker-registry/registry.csr -days 3650 \
-extfile <(printf "subjectAltName=DNS:registry.${infra_domain}") \
-CA certs/mong.ca.crt -CAkey certs/monqg.ca.key -CAcreateserial \
-out certs/docker-registry/registry.crt

daninbl  certs/docker-registry/registry.key wu certs/docker-registry/

registry.crt Heobxoammo nepeHectu Ha cepsep db, ans nocnepytoLen HacTporikK container
registry.

YcTaHOBKa NakeToB

BHumMaHue! laHHbI pa3gen Hanucan gas online yctaHoBKK. B ciyyae ecnv cepBepa He UMetoT
[JOCTyNa B UHTEPHET, HEOOXOAMMO BbIMOHUTL 3aMEHUTb BbIMOJIHEHUE KOMaHA B [aHHOM
pa3gene komaHgamu 3 MpunoxeHue. YctaHoBka naketos Offline.

BHMMaHMe!KOMaHAbIM3ﬂaHHOFOpa3ﬂeﬂaHeO6XOAMMOBbm0ﬂHMTbHaBCGXCGpBepaﬂ

BHHOHHMTbyCTaHOBKyﬂaKeTOE

apt update

apt install -y gpg curl wget dnsutils vim telnet unzip bash-completion ca-certificates jq \
libicu67 nfs-common

BbinonHUTb ycTaHOBKY containerd:

mkdir -p /etc/apt/keyrings
curl -fsSL https://download.docker.com/linux/debian/gpg \
| gpg --dearmor -o /etc/apt/keyrings/docker.gpg

echo \

"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] \
https://download.docker.com/linux/debian $(lsb_release -cs) stable" \
| tee /etc/apt/sources.list.d/docker.list > /dev/null

apt update
apt install containerd.io=1.6.6-1

BbinonHuTb ycTaHOBKY kubernetes:

curl -fsSL https://pkgs.k8s.io/core:/stable:/vl1.31/deb/Release.key | \
gpg -—dearmor -o /usr/share/keyrings/kubernetes-apt-keyring.gpg

echo "deb [signed-by=/usr/share/keyrings/kubernetes-apt-keyring.gpg] \
https://pkgs.k8s.io/core:/stable:/v1.26/deb/ /" \
| tee /etc/apt/sources.list.d/kubernetes.list

apt update

apt install -y kubelet=1.26.15-1.1 kubeadm=1.26.15-1.1 kubectl=1.26.15-1.1
apt-mark hold kubelet kubeadm kubectl

BbinonHuTh ycTaHoBKY helm:
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helm_version="3.12.2"

wget https://get.helm.sh/helm-v${helm_version}-Tlinux-amd64.tar.gz
tar -xf helm-v${helm_version}-linux-amd64.tar.gz linux-amd64/helm
mv linux-amd64/helm /usr/local/bin/

rm -r helm-v${helm_version}-linux-amd64.tar.gz linux-amd64/

BHHOHHMTbyCTaHOBKycrane

crane_version="0.16.1"

wget "https://github.com/google/go-containerregistry/releases/download\
/v${crane_version}/go-containerregistry_Linux_x86_64.tar.gz"

tar -xf go-containerregistry_Linux_x86_64.tar.gz -C /usr/local/bin/ crane
rm go-containerregistry_Linux_x86_64.tar.gz

YcTaHoBka Container registry

Mepeg HavyanoMm paboT HeobxoaMMO co3aaTh Ha BHelWwHeM DNS cepBepe 3anuch gns xocTa registry
Buga registry.s{infra_domain}, 3anucb gomkHa paspewatbcs B IP cepBepa Ha KOTOpOM
pacnonoxeH container registry (B gaHHoOM npumepe cepep db).

BHnmaHume! KoMmaHpbl BbINONHAOTCA Ha cepBepe db.

BbimonHWTL yCTaHOBKY container registry:

registry_version="2.8.3"

wget "https://github.com/distribution/distribution\
/releases/download/v${registry_version}/registry_${registry_version}_linux_amd64.tar.gz"
tar -xf registry_${registry_version}_linux_amd64.tar.gz -C /usr/local/bin/ registry

rm registry_s${registry_version}_linux_amd64.tar.gz

Co3gatb nonb3oBaTens gns registry:

useradd --no-create-home --shell /bin/false registry

Co3pgaTb KaTanoru gns pa6OTbI NPUNOXeHNA:

mkdir -p /storage/registry
chown -R registry /storage/registry
mkdir -p /etc/docker/registry

CcdhopmumpoBaTb KOHUTYpaUMOHHbBI dann:

cat <<EOF | tee /etc/docker/registry/config.yaml
version: 0.1
log:
fields:
service: registry
storage:
cache:
blobdescriptor: inmemory
filesystem:
rootdirectory: /storage/registry
http:
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addr: :5000
tls:
certificate: /etc/docker/registry/registry.crt
key: /Jetc/docker/registry/registry.key
headers:
X-Content-Type-Options: [nosniff]
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3
EOF

Co3patb unit gns systemd:

cat <<EOF | tee /etc/systemd/system/registry.service
[Unit]
Description=docker private registry service

[Service]

ExecStart=/usr/local/bin/registry serve /etc/docker/registry/config.yaml

Restart=always
Type=simple
RestartSec=10s
User=registry

[Install]
WantedBy=multi-user.target
EOF

CkonupoBaTb cepTUdMKaT registry BbINyLEHHbIV paHee Ha ware Boinyck CA cepTudmkara:

cp certs/docker-registry/registry.key certs/docker-registry/registry.crt /etc/docker/registry

chown -R registry /etc/docker/registry

BbinonHMTb 3anyck container registry:

systemctl start registry
systemctl enable registry

Ans HanonHeHus authfile BbICTaBUTL 3HaYeHUS:

registry.host: "registry.in.monqg. local"

registry.port: 5000

registry.proto: ""https"

registry.auth_type: ""None"

BHMMaHme!3HaqumeBuumyKa3aHHuxnepeMeHHux3anonHeHblcyquOMTeKymeroanMepa

YcTtaHoBKa cepBepa NFS

BHuMaHue! KomaHpbl BbINoHAOTCS Ha cepBepe db.

BbINnonHUTL ycTaHOBKY nfs-server:

MDL
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apt install -y nfs-kernel-server

host_path="/storage/nfs"

mkdir -p $host_path
echo "sShost_path x(rw,sync,no_root_squash,no_all_squash,no_subtree_check)" >> \
/etc/exports

systemctl restart nfs-server
systemctl enable nfs-server

Co3paHue KaTanoros A1 XpaHeHUs paHHbIX CYB/,

BHumaHue! KomaHpbl BbIMOMHATCS Ha cepBepe db, cornacHo Tabnuue pa3smelyeHus

KOMMNOHEHTOB.

Co3paaTb KaTanoru Ans XpaHeHus gaHHbIX KOMMoHeHToB CMO:

mkdir
mkdir
mkdir
mkdir
mkdir
mkdir
mkdir

-p /storage/consul

-p /storage/arangodb
-p /storage/clickhouse
-p /storage/postgresql
-p /storage/rabbitmq
-p /storage/redis
-p /storage/victoriametrics

NmnopT KoHTeliHepoB CMNO

BHuMaHue! KoMaHgbl BbIMOJIHAKTCA Ha cepBepe rae 6bla YCTaHOB/MEH crane, 0bblYHO 3TO

master.

BbinonHMTL UMNOPT 06pa3oB KOHTeHepoB NaaTdopmbl kubernetes B container registry:

crane
crane
crane
crane
crane

copy
copy
copy
copy
copy

registry.k8s.
registry.k8s.
registry.k8s.
registry.k8s.
registry.k8s.

jo/coredns/coredns:v1.9.3 ${registry_address}/coredns:v1.9.3
io/kube-proxy:v1.26.15 ${registry_address}/kube-proxy:v1l.26.15
io/pause:3.6 ${registry_address}/pause:3.6

jo/pause:3.9 ${registry_address}/pause:3.9
io/kube-apiserver:v1.26.15 \

${registry_address}/kube-apiserver:v1.26.15

crane copy registry.k8s.io/kube-controller-manager:v1.26.15 \
${registry_address}/kube-controller-manager:v1.26.15

crane copy registry.k8s.io/kube-scheduler:v1.26.15 \
${registry_address}/kube-scheduler:v1.26.15

crane copy registry.k8s.io/etcd:3.5.10-0 ${registry_address}/etcd:3.5.10-0

crane copy quay.io/cilium/cilium:v1.13.3 ${registry_address}/cilium/cilium:v1.13.3

crane copy quay.io/cilium/operator-generic:v1.13.3 \
${registry_address}/cilium/operator-generic:v1.13.3

crane copy registry.k8s.io/ingress—-nginx/controller:v1.8.0 \
${registry_address}/ingress-nginx/controller:v1.8.0

crane copy registry.k8s.io/ingress—-nginx/kube-webhook-certgen:v20230407 \
${registry_address}/ingress-nginx/kube-webhook-certgen:v20230407

crane copy consul:1.8.0 ${registry_address}/consul:1.8.0

BbINONHUTBL UMNOPT 06pa30B KOHTEHEPOB Kcnonb3yemoro CMO B container registry:
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crane copy arangodb:3.11.2 ${registry_address}/arangodb:3.11.2

crane copy clickhouse/clickhouse-server:23.3.8 \
${registry_address}/clickhouse/clickhouse-server:23.3.8

crane copy postgres:12.15 ${registry_address}/postgres:12.15

crane copy rabbitmg:3.11.18-management ${registry_address}/rabbitmqg:3.11.18-management

crane copy redis:7.0.11 ${registry_address}/redis:7.0.11

crane copy victoriametrics/victoria-metrics:v1.91.3 \
${registry_address}/victoriametrics/victoria-metrics:v1.91.3

BCﬂyHaeeCﬂMHﬂaHMpyeTOHHAMHCTaﬂﬂﬂuMH,MMﬂOpTMpOBaTbHOHOHHMTeﬂbHHGO6pa3HZ

crane copy ghcr.io/kube-vip/kube-vip:v0.5.0 ${registry_address}/kube-vip/kube-vip:v0.5.0

crane copy registry.opensource.zalan.do/acid/postgres-operator:v1.10.1 \
${registry_address}/acid/postgres-operator:v1.10.1

crane copy ghcr.io/zalando/spilo-15:3.0-pl ${registry_address}/zalando/spilo-15:3.0-pl

crane copy altinity/clickhouse-operator:0.21.3 \
${registry_address}/altinity/clickhouse-operator:0.21.3

crane copy pravega/zookeeper:0.2.15 ${registry_address}/pravega/zookeeper:0.2.15

crane copy pravega/zookeeper-operator:0.2.15 \
${registry_address}/pravega/zookeeper-operator:0.2.15

crane copy lachlanevenson/k8s-kubectl:v1.23.2 \
${registry_address}/lachlanevenson/k8s-kubectl:v1.23.2

crane copy arangodb/kube-arangodb:1.2.32 ${registry_address}/arangodb/kube-arangodb:1.2.32

crane copy alpine:3.11 ${registry_address}/alpine:3.11

crane copy victoriametrics/operator:v0.34.1 \
${registry_address}/victoriametrics/operator:v0.34.1

crane copy victoriametrics/vminsert:v1.91.3-cluster \
${registry_address}/victoriametrics/vminsert:v1.91.3-cluster

crane copy victoriametrics/vmselect:v1l.91.3-cluster \
${registry_address}/victoriametrics/vmselect:v1.91.3-cluster

crane copy victoriametrics/vmstorage:v1.91.3-cluster \
${registry_address}/victoriametrics/vmstorage:v1.91.3-cluster

crane copy quay.io/spotahome/redis-operator:vl.2.4 \
${registry_address}/spotahome/redis-operator:vl.2.4

crane copy rabbitmqgoperator/cluster-operator:2.3.0 \
${registry_address}/rabbitmgoperator/cluster-operator:2.3.0

3arpyska helm chart

BHMMaHMe!KOMaHﬂbIBHHOﬂHﬂDTCﬂHacepBeperﬂaﬁEK

CkayaTtb YapTbl:

mkdir -p offline/charts/

helm
helm

helm
helm

helm

helm
helm
helm
helm
helm

repo
pull

repo
pull

repo

pull
pull
pull
pull
pull

add cilium https://helm.cilium.io/
cilium/cilium --version 1.13.3 -d offline/charts/

add ingress-nginx https://kubernetes.github.io/ingress-nginx
ingress-nginx/ingress-nginx --version 4.7.0 -d offline/charts/

add mong https://helm.monq.ru/charts

monqg/postgresql --version 1.0.1 -d offline/charts/
monqg/clickhouse --version 1.0.1 -d offline/charts/
monqg/arangodb --version 1.0.1 -d offline/charts/
monqg/victoriametrics --version 1.0.1 -d offline/charts/
mong/redis --version 1.0.1 -d offline/charts/
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helm pull monqg/rabbitmg --version 1.0.1 -d offline/charts/
helm pull mong/consul --version 1.0.1 -d offline/charts/

B cniydae eCnnm nnaHMpyeTca HA MHCTannsauus, ckavyaTb AONOAHUTENbHbBIE H4apTbl:

helm repo add postgres-operator-charts \
https://opensource.zalando.com/postgres-operator/charts/postgres-operator
helm pull postgres-operator-charts/postgres-operator --version 1.10.1 -d offline/charts/

helm repo add clickhouse-operator https://docs.altinity.com/clickhouse-operator/
helm pull clickhouse-operator/altinity-clickhouse-operator \
--version 0.21.3 -d offline/charts/
helm repo add pravega https://charts.pravega.io
helm pull pravega/zookeeper-operator --version 0.2.15 -d offline/charts/

url="https://github.com/arangodb/kube-arangodb/releases/download/1.2.32"
helm pull ${url}/kube-arangodb-1.2.32.tgz -d offline/charts/

helm repo add vm https://victoriametrics.github.io/helm-charts/
helm pull vm/victoria-metrics-operator --version 0.23.1 -d offline/charts/

helm repo add redis-operator https://spotahome.github.io/redis-operator
helm pull redis-operator/redis-operator --version 3.2.8 -d offline/charts/
crane pull quay.io/spotahome/redis-operator:vl.2.4 ./offline/images/redis-operator.img

wget "https://github.com/rabbitmq/cluster-operator\
/releases/download/v2.3.0/cluster-operator.yml" -P offline/charts

YctaHoBka mongqctl u uMnopT koHTelHepos MNMO

BHMMaHMe!KOMaHﬂbIBHHOﬂHﬂDTCﬂHacepBeperﬂaﬁEh

BbInonHMTL ycTaHOBKY monqctl:

wget https://downloads.mong.ru/tools/monqctl/v1.13.0/linux-x64/monqctl.zip
unzip monqctl.zip

mv monqctl /usr/local/bin

rm monqgctl.zip

BbINOMHUTL BpeMeHHY0 KOHMbMIypaumto KoHTekcTa mongctl:

token="< TOKeH O6GHOBNEHMS MOMYYEeHHbIN C calTa. BbLIMUCHBAETCHA BMeCcTe C nuueHsuen >'"

mongctl config set instance temp --server=http://registry.api.monq.local

monqctl config set credential temp --registry-token=000

monqctl config set releasehub mong-release-hub --token=${token}

monqctl config set context temp --instance=temp --credential=temp \
--releasehub=mong-release-hub

mongctl config use-context temp

BbINoNHWTBL UMNOPT 06pa3oB KOHTENHepOB Mong B container registry:

monqgctl release use-version 8.0.0 --product=installer

monqctl release import-images --registryUri ${registry_address} --registryAuth=None
monqctl release use-version 3.13.8 --product=monqg-registry

monqctl release import-images --registryUri ${registry_address} --registryAuth=None
monqctl release use-version 8.0.0 -—-product=monq

mongctl release import-images --registryUri ${registry_address} --registryAuth=None
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BbINOMHNUTB yaaneHne BpeEMeHHOMN KoHdUrypaumm mongctl:

rm ~/.mong/config.yml
rm -rf /tmp/monqctl

NHunymanusayusa Control Plane

[ononHUTeNnbHble BapuaHTbl pa3BePTbIBAHMSA:

+ Mpunoxenwne. Kubernetes pexxum MultiMaster.
Mepen Havyanom paboT Heob6xoauMO co3aaTh Ha BHellHeM DNS cepBepe 3anucb gns xocta master
Bnaa k8s-api.S${infra_domain}, 3anuck gomxHa paspewaTbcs B IP master cepeepa.

BHuMaHme! KoMaHAbl BbINOAHAOTCS Ha cepBepe master.

BHuMaHue! Ecin He 661710 HACTPOEHO pa3pelleHne AOMEHHbIX UMeH Ha BbiwecTosem DNS
cepBepe, TO 06aBUTb 3aNuUCh C YKa3aHWEM JOMEHHOIO MEHU U ip agpeca cepBepa XOCTUHTA
k8s control-plane B /etc/hosts.

3afaTb HY)KHOE UMS cepBepa, B NprMepe UCNofb3yeTcs master (MMs cepBepa [OMKHO KOPPEKTHO
pa3pellaTbCsi B ip agpec cepsepa):

hostnamectl set-hostname master

BbINOMHNTb HACTPOMKY CUHXPOHM3ALUUN BPeEMEHU, N y6eanTbCsl YTO BPEMS CUHXPOHU3UPOBAHO:

timedatectl status

B cnyyae ecnn Heobxogmmo uameHuUTb apgpeca NTP cepBepoB Hago oTpegakTuMpoBaTb (ann u
BbIMOJIHUTL Nepe3anyckK cepsBuca:

nano /etc/systemd/timesyncd.conf

systemctl enable systemd-timesyncd
systemctl restart systemd-timesyncd

OTKNOUUTb halin NOAKAYKY - swap:

swapoff -a
sed -i '/ swap / s/N/#/' [etc/fstab

3arpy3unTb HeobxofuMble MOAYNN A pa:

cat <<EOF | tee /etc/modules-load.d/containerd.conf
overlay

br_netfilter

EOF

modprobe br_netfilter

modprobe overlay

MDL 21



WHcTpyKuma no yctaHoBke Mong. Bepcus 8.0.0. 2024-11-21

[ob6aBuTb onuuu sigpa:

cat <<EOF | tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables = 1
net.ipv4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
fs.inotify.max_user_instances = 524288

EOF

cat <<EOF | tee /etc/sysctl.d/70-disable-ipv6.conf
net.ipv6.conf.all.disable_1ipve = 1
EOF

sysctl --system

BbinonHUTL KOHdUrypauuio containerd:

containerd config default > /etc/containerd/config.toml

sed -i 's/SystemdCgroup = false/SystemdCgroup = true/g' /etc/containerd/config.toml

sed -i "s|k8s.gcr.io/pause:3.6|${registry_address}/pause:3.6|g" /etc/containerd/config.toml
systemctl enable containerd

systemctl restart containerd

HacTponTb aBTOAONO/IHEHNE KOMaHA;:

mkdir -p /etc/bash_completion.d/

kubectl completion bash > /etc/bash_completion.d/kubectl
crictl completion bash > /etc/bash_completion.d/crictl
helm completion bash > /etc/bash_completion.d/helm

cat > /etc/crictl.yaml << EOF

runtime-endpoint: unix:///run/containerd/containerd.sock
image-endpoint: unix:///run/containerd/containerd.sock
timeout: 2

debug: false

pull-image-on-create: true

EOF

AKTUBMPOBaTb aBTOAOMNOJIHEHNE KOMaH[ A5 TeKyLLero nonb3oBaTens:

cat >> ~/.bashrc << EOF

if [ -f /etc/bash_completion ] && ! shopt -oq posix; then
/etc/bash_completion

fi

EOF

MpoBecTu nHMUManusaumio control plane:
k8s_domain="k8s-api.s{infra_domain}"

systemctl enable kubelet.service

kubeadm init --control-plane-endpoint "${k8s_domain}:6443" \
--skip-phases="addon/kube-proxy" \
--upload-certs \
--pod-network-cidr="10.244.0.0/16" \
--service-cidr="10.16.0.0/16" \
--image-repository="${registry_address}" \
--kubernetes-version 1.26.15

B cnyyae ecnv ceTu pod U service nepecekatTcs C TEKYLMMM CETIMU eCTb BO3MOXHOCTb 3aAaThb
Apyrue ceTn, peKoMeHyeTcs CNonb30oBaTh /16.
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Mo 3aBepLUEHNM KOMaHAbI ByAeT BblAaHO COObLLEHME C KOMAHAOM KOTOPYH HEOBXOAMMO BbIMOJIHUTD
Ha OCTafIbHbIX CEpBEpaXx [/ join, ee cnefgyeT CKONMPOBATh /151 AafbHENLIEro NCMONb30BAHNS.

BbinonHuTh KOHGUrypaumio kubectl:

mkdir -p S$HOME/.kube
cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
chown $(id -u):$(id -g) $HOME/.kube/config

BMHOHHMTbHaCTpOﬁKMOﬂuMﬁﬂOFMpOBaHMW

kubectl get cm -n kube-system kubelet-config -o json | sed \
's|cluster.local\\n|cluster.local\\ncontainerLogMaxFiles: 2\\n|g' \
| kubectl replace -f -

kubectl get cm -n kube-system kubelet-config -o json | sed \
's|cluster.local\\n|cluster.local\\ncontainerLogMaxSize: 10Mi\\n|g' \
| kubectl replace -f -

echo "containerLogMaxFiles: 2" >> /var/lib/kubelet/config.yaml
echo "containerLogMaxSize: 10Mi" >> /var/lib/kubelet/config.yaml
systemctl restart kubelet

B paHHOM npumepe wucnonb3yetcs cilium B pexume kube-proxy replacement (kubernetes
MHULMann3nposaH 6e3 kube-proxy). Mcnonb3zoBaHune gpyrux CNI BO3MOXHO, HO He OMUCbIBAETCS B
[AHHOV foKyMeHTauuu. Mpu ncnonb3oBaHum gpyrux CNI cnegyeT M3MeHMTb KOMaHAy MHULMANM3aLmm

ans 3anycka kube-proxy.

BbINOAHMTL YCTaHOBKY cilium:

api_server_host="k8s-api.${infra_domain}"
api_server_port="6443"

helm upgrade --install cilium ./offline/charts/cilium-1.13.3.tgz \
--namespace kube-system \
--set kubeProxyReplacement=strict \
--set k8sServiceHost=${api_server_host} \
--set k8sServicePort=${api_server_port} \
--set operator.replicas=1 \
--set ipam.mode=kubernetes \
--set image.useDigest=false \
--set image.repository="${registry_address}/cilium/cilium" \
--set operator.image.useDigest=false \
--set operator.image.repository="${registry_address}/cilium/operator" \
--set hubble.enabled=false \
--set 17Proxy=false

Y6eanTbCs UTO HOAA Nepeluna B cTatyc Ready:

kubectl get node -w

BknwouyeHue Hop B kubernetes
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BHMMaHume! KomaHAbl BbINOMHAOTCS Ha Bcex cepBepax worker/db

BHuMaHue! Ecin He 6b1710 HACTPOEHO pa3pelleHne JOMEHHbIX MMeH Ha BbiwecTosiuiem DNS

cepBepe, To 406aBUTb 3aMNNUCh C YKa3aHUEM JOMEHHOTO MEHU U1 ip agpeca cepBepa XOCTMHTa

k8s control-plane B /etc/hosts.

3afaTb HY)XHOE 1MS cepBepa, B NpuMepe ncrnosb3yetcs worker:

hostnamectl set-hostname worker

BMHOHHMTbHaCTpOﬁKyCMHXpOHM3auMMBpeMeHM,My6eAMTbCHHTOBpeMﬂCMHXpOHMBMpOBaHOI

timedatectl status

B cnyyae ecnn HeobxoauMmo usMeHUTb agpeca NTP cepBepoB Hafo OTpeaakTUpoBaTh (ainn u

BbINO/MHUTbL Nepe3anyCcK cepeuca

nano /etc/systemd/timesyncd.conf

systemctl enable systemd-timesyncd
systemctl restart systemd-timesyncd

OTKAYUTb Swap:

swapoff -a
sed -i '/ swap / s/N/#/' [etc/fstab

3arpy3utb Heobxogumble MOAYNM g pa:

cat <<EOF | tee /etc/modules-load.d/containerd.conf
overlay

br_netfilter

EOF

modprobe br_netfilter

modprobe overlay

[o6aBuTb onumm agpa:

cat <<EOF | tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables = 1
net.ipv4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
fs.inotify.max_user_instances = 524288

EOF

cat <<EOF | tee /etc/sysctl.d/70-disable-ipv6.conf
net.ipv6.conf.all.disable_ipv6e = 1
EOF

sysctl --system

BbinonHnTh KOHDUrYypaumio containerd:
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containerd config default > /etc/containerd/config.toml

sed -i 's/SystemdCgroup = false/SystemdCgroup = true/g' /etc/containerd/config.toml

sed -i "s|k8s.gcr.io/pause:3.6|${registry_address}/pause:3.6|g" /etc/containerd/config.toml
systemctl enable containerd

systemctl restart containerd

HaCTpOMTbaBTOﬂOHOHHeHMeKOMaHﬂI

mkdir -p /etc/bash_completion.d/

crictl completion bash > /etc/bash_completion.d/crictl
cat > /etc/crictl.yaml << EOF

runtime-endpoint: unix:///run/containerd/containerd.sock
image-endpoint: unix:///run/containerd/containerd.sock
timeout: 2

debug: false

pull-image-on-create: true

EOF

MmnopTtuposaTtb CA cepTudMKaT BbINyLLEHHbIN paHee Ha ware Boinyck CA cepTudukara:
mkdir /usr/share/ca-certificates/mong
cp certs/monqg.ca.crt /usr/share/ca-certificates/mong/monqg.ca.crt

echo "mong/mong.ca.crt" >> /etc/ca-certificates.conf
update-ca-certificates

BHuMaHMe! Ecnm He 6b110 HACTPOEHO paspelleHne AOMEHHbIX UMeH Ha BbiwecToswem DNS
cepBepe, To 06aBNTb 3aMKCb C yKa3aHWEM JOMEHHOIO UMEHM U ip agpeca cepBepa XOCTUHra
k8s control-plane n container-registry B /etc/hosts.

systemctl enable kubelet

k8s_domain="k8s-api.s{infra_domain}"

kubeadm join ${k8s_domain}:6443 --token xxxxxxxxxxxxx —--discovery-token-ca-cert-hash \
sha256 : *xxkxkkkkkkxkxk*x

Ecnu TOKeH Bbin yTepsiH MW CPOK AEWCTBUS UCTEK, MOXHO MOJTyYUTb HOBbIN, /1 3TOr0 Ha master
cepBepe Hafo BbINOMHATb KOMaHAy:

kubeadm token create --print-join-command

Y6eanTbCs 4TO HOAbI Nepewwnu B cTaTyc Ready, ans atoro Ha cepeepe k8s control-plane BbINOAHWUTB
KOMaHgy:

kubectl get node -w

B TeyeHun OBYX MUHYT CTAaTyC AOJDKEH N3MEHUTDBCA.

Ecnv Hopa Tak 1 He nepeLwna B CTaTyC roTOBHOCTU, MpoBepuTb noru kubelet

Mocnepyolwan HacCTpoiiKa Knacrepa
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BHMMaHMe!KOMaHﬂbIBHHOHHHDTCHHacepBeperﬂaﬁEh

Ingress controller

Nginx-ingress-controller oTBevaert 3a:

+ MapLpyTU3aumMilo 3anpocoB OT KAWEHTOB K MUKpOCepBMCaM, B TOM 4ucie gas cammx
MWUKPOCEPBUCOB NPU BHYTPEHHEM B3aUMOAENCTBUN;

« 6aNaHCUMPOBKY 3aMpoOCOB MeXAy MUKPOCEPBMCAaMM, KOrfa 3afeliCTBOBaHbl MEXaHWU3MbI
rOpM30HTaNbHOIo MacWTabupoBaHus;

+ Ha3HayeHue AononHuTenbHbiX http 3aronoBkoB, Tpebyembix A1 MPOXOXKAEHUS OaHHbIX B
Mong.

B maHHOM npuMmepe 6anaHcMpoBWMK byfaeT 3anyuieH Ha Hoge worker, HO ecnu MaaHUpyeTcs
HECKONbKO HO[ B KayecTBe 6aNaHCMpPOBLLMKOB, Hanpumep Ans opraHusaumm HA, TO MOXHO
MOCTaBUTb METKU Ha BCE HOAbI.

[o6aBnTb MeTKy Ha Hopy, ONpefensiolWwyt0 e€ Kak paspelleHHyl Ans 3anycka ingress-nginx
controller:

server_name=worker
kubectl label node ${server_name} ingress=

3anycTuTb KOHTponep ¢ nomoubto helm chart:

helm upgrade --install ingress-nginx offline/charts/ingress-nginx-4.7.0.tgz \
--namespace ‘ingress-nginx --create-namespace \
--set controller.kind=DaemonSet \
--set controller.hostPort.enabled=true \
--set controller.nodeSelector.ingress="" \
--set controller.service.enabled=true \
--set controller.config.body-size=50m \
--set controller.config.hsts=false \
--set controller.config.large-client-header-buffers="4 32k" \
--set controller.config.proxy-body-size=50m \
--set controller.config.proxy-buffer-size=128k \
--set controller.config.proxy-buffers="4 256k" \
--set controller.config.proxy-busy-buffers-size=256k \
--set controller.config.proxy-connect-timeout="15" \
--set controller.config.proxy-read-timeout="300" \
--set controller.config.proxy-send-timeout="300" \
--set controller.config.server-name-hash-bucket-size="256" \
--set controller.config.worker-shutdown-timeout=10s \
--set controller.image.registry=${registry_address} \
--set controller.image.digest=null \
--set controller.admissionWebhooks.patch.image.registry=${registry_address} \
--set controller.admissionWebhooks.patch.image.digest=null

MpoBepUTbL COCTOAHNE KOHTENHEPOB KOHTPO/1epa:

kubectl get po -n ingress-nginx -o wide -w
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MpocTpaHCcTBa A5 3aNyCcKa KOMMOHEHTOB.

Co3pgaTtb namespace 418 3anycka MHPaCcTPYKTYPHbIX KOMIOHEHTOB 1 Mond:

kubectl create namespace ${infra_namespace}
kubectl create namespace ${monq_namespace}

Hopgbl, NnpegHasHaveHHble Aas 3anycka MUKPOCEPBMCOB Mong fO/MKHbI BbITb OTMEYEHbI METKOM
“worker”.

BHuMaHMe! laHHYH KOMaHAy HEO6X0AMMO MOBTOPUTH /151 BCEX CEPBEPOB C POsibIO Worker.

kubectl label node worker function=worker

3agaTtb IMMUXTBI MO YMONYaHMIo A namespace production

BHumMaHue! He pekomeHayeTcs yMeHbLWaTb TIMMUTbI MO YMOMYaHUIO.

cat <<EOF | kubectl create -f -
apiVersion: vl
kind: LimitRange
metadata:
name: limit-range
namespace: ${monq_namespace}
spec:
limits:
- default:
cpu: 2
memory: 2048Mi
defaultRequest:
cpu: 25m
memory: 128Mi
type: Container
EOF

Co3paTb secret copepxawmin CA cepTudmMKaT BbiNyLWeHHbI paHee B pa3pene Bbinyck CA
cepTudmKaTa gns ero Nepermcnonb3oBaHmns B OCTallbHbIX KOMMOHEHTaXx:

kubectl create secret generic -n ${monq_namespace} mong-ca \
--from-file=./certs/monqg.ca.key --from-file=./certs/mong.ca.crt

kubectl create secret generic -n ${monq_namespace} mong-ca-certificates \
--from-file=./certs/mong.ca.crt

daiinoBoe xpaHunuiye.

Tpe6yeTc;| Ona XpaHeHna AaHHbIX, KOTOPble MO Pa3/indHbIM NPpU4YnNHaAM He MOTyT 6bITb pa3mMelleHbl B

BA.

+ npukpennsemble annbl k KE;
+ pe3ynbTaTbl COOPOK aBTOTECTOB;
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« (oTorpacduum B npocdune nonb3oBaTens;
e MNarnMHbl CUCTEMHbIX areHTOB.

TpebyeTca RWX (readWriteMany) xpaHunuiue, Tak-Kak B Mong ncnonb3yeTcs NOAKAOYEHE JaHHOTO

XpaHunuuia B HECKOJIbKO CeEpBUNCOB (peI'IﬂI/IK). CnncokK coBMeCTUMbIX pe|.|JeH|/||7| MOXXHO NOCMOTPETbH B

ouUMaNbHON JOKYMEHTALNN.

B paHHOW MHCTpyKUMK ByaeT pacCMOTPeHO pelleHne Ha H6a3e NFS, Tak-Kak OHO SIBISIETCS CaMbIM

PacnpOCTPAHEHHBIM.

BHumaHume! Ecnn NFS npepocTaBnsieTcst Kak CeEpBUC, TO 3aPMKCMpPOBaTh agpec MOAKIYEHNS 1

nepenTun NyHKTY co3gaHus PV n PVC.

061N NOPAAOK YCTAHOBKMN U HACTPOKK:

B paHHOM npumepe 6yaeT ncnonb3oBaH cepBep db, Ha KOTOpoM paHee 6bin ycTaHoBneH NFS B

pa3gene YctaHoBKa cepsepa NFS.
Co3zpgatb PV n PVC:

host_path="/storage/nfs"

nfs_server_address="< 1ip address nfs server >"

nfs_storage_size="20Gi"

cat <<EOF | kubectl create -f -
apiVersion: vl
items:
- apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-monq
annotations:

volume.beta.kubernetes.io/storage-class: nfs

spec:
capacity:

storage: ${nfs_storage_size}
accessModes:

- ReadWriteMany
persistentVolumeReclaimPolicy: Retain
nfs:

server: "${nfs_server_address}"

path: "${host_path}"

- kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-monq
namespace: ${monqg_namespace}
annotations:

volume.beta.kubernetes.io/storage-class: nfs

spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: ${nfs_storage_size}
kind: List
metadata:
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resourceVersion: ""

selfLink: ""
EOF

ABTopusauus B knacrtepe kubernetes.

BbinncaTb 1 3apuKCMpoBaTh TOKEH 1 agpec NoakatoYeHus K api k8s B authfile.

MpUMeHUTb MaHNECTbl CEPBUCHOM YYETHOM 3anmncu:

cat <<EOF | kubectl create -f -

apiVersion: vl
items:

- apiVersion: vl
kind: ServiceAccount

metadata:

name: "dinstaller"
namespace: "${mong_namespace}"

secrets:

- name: "installer-token"
- apiVersion: vl

kind: Secret
metadata:

name: "installer-token"
namespace: "${mong_namespace}"
annotations:
kubernetes.io/service-account.name: "installer"
type: kubernetes.io/service-account-token

- apiVersion:
kind: Role
metadata:

rbac.authorization.k8s.1i0/v1

name: "installer"
namespace: "${monqg_namespacel}"

rules:
- apiGroups:
resources:

[Hll]

[ "services", "pods", "configmaps", "secrets'", "serviceaccounts" ]

verbs: ['x']

- apiGroups:
resources:

['apps']
[ "deployments" ]

verbs: ['x']

- apiGroups:
resources:

[HH]

[ "namespaces", '"persistentvolumeclaims" ]

verbs: ['get']

- apiGroups:
resources:

["networking.k8s.70"]
[ "ingresses" ]

verbs: ['x']

- apiGroups:
resources:

["rbac.authorization.k8s.70"]
[ "roles", "rolebindings" 1]

verbs: ['x']

- apiVersion:

rbac.authorization.k8s.io0/v1l

kind: RoleBinding

metadata:

name: "installer"
namespace: "${monq_namespace}"

roleRef:
apiGroup:
kind: Role

rbac.authorization.k8s.1i0

name: "dinstaller"

subjects:

- kind: ServiceAccount
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name: "dinstaller"
namespace: "${mong_namespace}"
kind: List
metadata:
resourceVersion: ""
selfLink: ""
EOF

Monyy4nTb TOKeH:

installer_token=$(kubectl get secret -n ${monq_namespace} installer-token \
-o jsonpath='{.data.token}' | base64 --decode)
echo save 1it: ${installer_token}

[ns HanonHeHus authfile BbicTaBUTbL 3HaYEHUS:

k8s.host: "k8s-api.in.mong. local",
k8s.port: 6443;
k8s.proto: https;

« k8s.users.root_user.token: "<check ${installer_token}>";

Consul.

XpaHunuwe koHdurypaumii Mong.

PaccmaTpuBaetcs SelfHosted, 3anyck B eguHmnyHOM sk3emnnspe statefulSet ¢ nomoubto helm chart.
Be3 BbICOKOI JOCTYMHOCTMW.

Mepen Havanom paboT HeobxoaMMo co3paTh Ha BHewHeM DNS cepBepe 3anuck ans xocta consul
Buaa consul.${infra_domain}, 3anncb gomxHa pa3peluatbca B IP cepBepa Ha KOTOPOM
pacnonoxeH consul(e gaHHoOM npuMepe cepeep db).

BHHOHHMTbHa3HaHeHMGMeTKMHaBH6paHHWOHOAw

server_name="db"
kubectl label no ${server_name} consul=

BbInonHMTBL 3anyck ¢ nomolbio helm chart:

helm install consul offline/charts/consul-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address} \
--set application.ssl.enable=false

YCTPOWCTBO YapTa ONUCAaHO B COOTBETCTBYHLLEM MPUNOXeHUM, cM. MpunoxeHune. OnucaHune
Tunosoro helm chart.

MHMuMaﬂM3MDOBaTbC0nSUk
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bootstrap_token=$(curl -s -X PUT consul.${infra_domain}:8500/v1l/acl/bootstrap | jq -r '.ID")
echo "save it: "${bootstrap_token}

OTBeTt COAEPXUNT TOKEH O0CTYNa C MaKCUMa/ibHbIMKW NpaBaMun, CnegyeT ero COXpaHnTb.

Co3naTbT0KeHareHTaBconsut
agent_token=$(curl -s -X PUT -H "X-Consul-Token: ${bootstrap_token}" \
consul.s${infra_domain}:8500/vl/acl/create \
-d '{"Name": "Agent Token",
"Type": "client",
"Rules":"node \"\" { policy = \"write\" } service \"\" { policy = \"read\" }"}' \
| jg -r '.ID")

MpYMeHUTb TOKEH areHTa B consul:

curl -X PUT -H "X-Consul-Token: ${bootstrap_token}" \
consul.${infra_domain}:8500/vl/agent/token/acl_agent_token \
-d '"{ "Token": "'${agent_token}'" }'

BbINONHUTbL NPOBEPKY:

1. COCTOHHMe3aHyCKaKOHTeﬁHepa

kubectl get po -n ${infra_namespace} consul-0 -o wide -w
2. Jlorn KoHTelHepa

kubectl logs -n ${infra_namespace} consul-0 -f

3. BOBMOMHOCTbHOAKHDHGHMHCaBTOpM3auMOHHHMMﬂaHHHMM

[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

consul.host: "consul.in.mong. local";

consul.port: 8500;
+ consul.proto: http;

consul.users.root_user.token: "<check ${bootstrap_token}>";

BHMMaHuMe! 3HayeH e BbllleyKa3aHHbIX MepeMEHHbIX 3aM0IHEHbI C y4eTOM TEKYLLEro npumepa.

CYB/, kew u pucneTyep coobLeHnm

Ob6Lwme NonoXxeHuns:

« B jaHHOM [JOKyMeHTe paccMaTpUBaEeTCsl pelleHue MO 3aMyCKy BCEX KOMMOHEHTOB BHYTPW
kubernetes;
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« Bcnyyae TpebyeTcs 3anyctuTb KoMnoHeHT CIMO gpyruM MeToaoM, peKOMEHAYeM BOCMOJIb30BaThCS
oduruManbHOM WHCTPYKUMEN MOCTaBLMKA peleHus. HacTpoliky Heobxogumo 6yaet
Npou3BecTy Kak managed cepBuc;

« B npepnoXeHHbIX NMpuMepax B KayecTBe XpaHWIMLia AaHHbIX Aas KomnoHeHToB CYB[
MCcronb3yeTcs NIoKanbHbIN KaTanor (hostPath volume) Ha Hope. 3ToT cnocob ykasaH gns
nprvMepa, 4To 6bl MPOrpaMMHbIA KOMMIEKC MOXHO 6bl10 3anycTUTb BHE 3aBUCUMOCTU OT
Hann4Yms TOro UM MHOTO XPaHWUANLLA, a C/lefys NOLAroBol UHCTPYKUNN. He pekomMeHayeTcs
MCMONb30BaTb JaHHbIN TUM XPaHUANLA AN MPOMBILLIEHHON 3KcnyaTaumn. B cnyyae ecnm
CNO 6ypeT 3anywweHo B kubernetes B NpogyKTUBHOM peXxunme, peKOMeHAYeTCs MOAKIoYaTh
XpaHWUAKLLA B peKOMeHayeMol KoHdUrypaumum: cm fokymMeHTaumnio kubernetes;

B pmaHHOM pOKyMeHTe He paccMaTpuBalOTCA Nlyylue MPaKTUKM MO 3anyCKy KAacTepHbIX

peLeHui.

+ [1na yCcTaHOBKM 60MbWNHCTBA KOMMOHEHTOB TPebyloTCs ycTaHoBneHHble Helm u Crane cwm.
YCTaHOBKa MNaKeToB;

+ B npumepe byaeT paccMOTpeHa yCTaHOBKa KOMMNOHEHTOB 6e3 pe3epBrpOBaHMS;

MeTogbl 3anycka HA 1 managed peLueHnii 0TpaXKeHbl B MPUIOXEHMSX.

Bblbop onTMManbHOro peleHus Bcerga obycnoBneH TpeboBaHMAMU K OTKAa30yCTONYMBOCTU U
NPOV3BOANTENBHOCTU KOHKPETHOW MHCTanAsummn. [JaHHoe pyKOBOACTBO AEMOHCTPMpPYET 6a30BbIN
MOAXO[, K 3aMyCKy KlacTepa BbICOKOM LOCTYNHOCTY U HacTpoliky Monq ans paboTbl ¢ HUM. B Lensix
MUHUMU3ALUN PYHHON HAaCTPOMKM NCNOJb3YyloTCa onepaTopsbl k8s oT nponssoautens CMNO.

MHCprKuMﬂ COoCTaB/ieHa C y4€TOM BbINOJ/IHEHNA KOMaH[ OT NoJib30oBaTenA rOOt,ﬂ03TOMy nepepn
BHHOﬂHeHMEMKOMaHﬂHeO6XOHMMOHep6ﬁTMHaMCHOﬂbBOBaHMerOOtMyCTaHOBMTbHepeMeHHHel

su -
infra_domain=in.monqg.local
registry_address=registry.${infra_domain}:5000
infra_namespace=infra
mong_namespace=production

PostgreSQL

ﬂOﬂOﬂHMTeﬂbHMQBapmaHTbIpa3BepTHBaHMW

« MpunoxeHune. HA PostgreSQL.
+ MpunoxeHune. Managed services, pa3gen PostgreSQL.

Mepeg Havyanom paboT HeobxoaMMO co3aaTh Ha BHelwHeM DNS cepBepe 3anuch ans xocTa postgres
Buga postgresql.${infra_domain}, 3annce gomkHa paspelaTbcs B IP cepepa Ha KOTOPOM
pacrnonoxeH postgres(s faHHoOM npumMepe cepsep db).
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BHMMaHMe!KOMaHﬂbIBHHOﬂHﬂDTCﬂHacepBeperﬂaﬁEh

BHHOHHMTbHa3HaHeHMeMeTKMHaBH6paHHWOH0ﬂw

server_name="db"
kubectl label no ${server_name} postgresql=

BbINoMHUTBL 3anyck ¢ nomolybto helm chart:
helm install postgresql offline/charts/postgresql-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace \

--set application.image.registry=${registry_address} \
--set application.ssl.enable=false

YCTPONCTBO YapTa OMMCaHO B COOTBETCTBYIOLLEM MPUIOXEHUN, cM. NpunoxeHne. OnncaHune

Tunosoro helm chart.

Mony4nTb aBTOMaTUYECKN CI'eHepI/IpOBaHHbIIZ naposb nofb3oBartens postgres:
postgres_password=$(kubectl get secrets -n ${infra_namespace} postgresqgl-secret \

-0 jsonpath='{.data.POSTGRES_PASSWORD}' | base64 --decode)
echo "save it: ${postgres_password}"

BbINONHUTL NPOBEPKY:

1. COCTOHHme3aHyCKaKOHTeﬁHepa
kubectl get po -n ${infra_namespace} postgresql-0 -o wide
2. Jlorn KoHTelHepa:
kubectl logs -n ${infra_namespace} postgresql-0 -f
3. BO3MOXHOCTb NOAKAIOYEHNS C aBTOPU3ALUNOHHBIMU AAaHHbIMU.
kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"
kubectl exec -it -n ${mong_namespace} utils \
-- psql -c "SHOW server_version;" \

postgresql://postgres:${postgres_password}@postgresql.${infra_domain}

kubectl delete pod -n ${mong_namespace} utils

[Ans HanonHeHus authfile BbICTaBUTb 3HaYEHUS:

postgresql.host: "postgresql.in.mong. local";

postgresql.port: 5432;

postgresql.ssl: false;
+ postgresql.ssl_mode: ""Require'";
+ postgresql.ssl_trust: true;
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+ postgresql.users.root_user.name: "postgres';
« postgresql.users.root_user.password: "< check ${postgres_password}" >.

BHMMaHme!3HaqumeBmumyKa3aHHuxnepeMeHHHxaanonHeHblcyquOMTeKymeroanMepa

RabbitMQ

[JlononHnTeNbHble BapMaHTbl pa3BepTbiBaHUSA:

« MpunoxeHune. HA RabbitMQ.
« MpunoxeHne. Managed services, pasgen RabbitMQ.

Mepen Havanom paboT HeobxoaMMo co3paTth Ha BHewHeM DNS cepBepe 3anucb gns xocta consul
BMaa rabbitmg.${infra_domain}, 3anucb gomkHa pa3pelatbcsa B IP cepBepa Ha KOTOPOM

pacnonoxeH rabbitmq(s gaHHoM npumepe cepeep db).

BHMMaHMe!KOMaHﬂbIBHHOﬂHﬂwTCﬂHacepBeperﬂaﬁEK

BHHOHHMTbHa3HaHeHMeMeTKMHaBH6paHHWOHOAw

server_name="db"
kubectl label no ${server_name} rabbitmg=

BbInonHMTL 3anyckK ¢ nomolbio helm chart:

helm install rabbitmq offline/charts/rabbitmg-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address} \
--set application.ssl.enable=false

YCTPOWCTBO YapTa ONMCaHO B COOTBETCTBYHLLEM MPUNOXKEHUM, cM. MprunoxeHune. OnucaHune

Tunosoro helm chart.

BbINONHUTL NPOBEPKY:

1. COCTOHHMGBaHyCKaKOHTeﬁHepa
kubectl get po -n ${infra_namespace} rabbitmg-0 -o wide
2. Jlorn KoHTelHepa:

kubectl logs -n ${infra_namespace} rabbitmg-0 -f

C03ﬂaTbﬂOﬂb3OBaTeﬂﬂCaﬂMMHMCTpaTMBHHMMI1paBaMMI

rabbitmg_root_password=$(openssl rand -base64 16)
echo "save it: "${rabbitmqg_root_password}
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curl -X PUT http://guest:guest@rabbitmg.s${infra_domain}:15672/api/users/root \
-d '{"password": "'${rabbitmg_root_password}'", "tags":"administrator"}'

curl -X PUT http://guest:guest@rabbitmg.${infra_domain}:15672/api/permissions/%2F/root \
_d I{llconf-igureﬂ : n .*",”Wl"'ite” : n ‘*H’llreadll:ﬂ .*II}I

curl -X DELETE --user root:${rabbitmg_root_password} \
http://rabbitmqg.s${infra_domain}:15672/api/users/guest

Ansa HanonHeHus authfile BbicTaBUTb 3HaYeHUSs:

 rabbitmg.host: "rabbitmg.in.monqg. local",

« rabbitmgq.port: 15672;

 rabbitmg.amqp_port: 5672;

« rabbitmg.amqgp_ssl: fa'lse;

« rabbitmgq.proto: "http";

« rabbitmgq.virtual_host: " /";

+ rabbitmqg.quorum_queues: false;

+ rabbitmg.users.root_user.name: "root";

« rabbitmq.users.root_user.password: "<check ${rabbitmg_root_password}>".

BHUMaHMe! 3HayeHVe BblleyKa3aHHbIX MepeMEHHbIX 3aM0THEHbI C YY4ETOM TEKYLLEro npuMepa.

Arangodb

JlononHWTeNbHbIE BApMAHTbI pa3BepPTbIBAHNUS:

« MpunoxeHune. HA Arangodb.
+ MpunoxeHwne. Managed services, pasgen Arangodb.

Mepepg Havyanom paboT HeobxoaMMO co3faTh Ha BHelwHeM DNS cepBepe 3anuch ans xocTa postgres
Buga arangodb.S${infra_domain}, 3anucb gomkHa paspewatbcs B IP cepBepa Ha KOTOpOM
pacnonoxeH arangodb(s gaHHoM npumepe cepsep db).

BHuMaHume! KomaHAbl BbINONHAKOTCA Ha cepBepe master.

BbINOMHUTB HAa3HAYEHVE METKM Ha BbIOPaHHYO HOAY:

server_name="db"
kubectl label no ${server_name} arangodb=

BbinonHMTb 3anyck ¢ nomoubto helm chart:

helm install arangodb offline/charts/arangodb-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address} \
--set application.ssl.enable=false
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YCTPOMCTBO YapTa ONUCAaHO B COOTBETCTBYHLLEM MPUIOXKEHUN, CM. [TpunoxeHune. OnucaHue
Tunosoro helm chart.

Mony4ynTb aBTOMATUYECKMN CreHEPUPOBaHHbIV Mapo/b Nonb30BaTens root:
arangodb_password=$(kubectl get secrets -n ${infra_namespace} arangodb-secret \

-0 jsonpath='{.data.ARANGO_ROOT_PASSWORD}' | base64 --decode)
echo "save it: ${arangodb_password}"

BbINONHUTBL NPOBEPKY:

1. COCTOHHMG3aHyCKaKOHTeﬁHepa

kubectl get po -n ${infra_namespace} arangodb-0 -o wide -w
2. Jlorn KoHTelHepa:

kubectl logs -n s${infra_namespace} arangodb-0 -f
3. BO3MOXHOCTb NOAKAKYEHNS C aBTOPU3ALNOHHBIMU AAaHHbIMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"
kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -u root:${arangodb_password} \
arangodb.${infra_domain}:8529/_db/_system/_admin/echo \
-d "string" | jq

kubectl delete pod -n ${mong_namespace} utils

[Ans HanonHeHus authfile BbICTaBUTb 3HaYEHUS:

+ arangodb.host: "arangodb.in.monqg. local";

« arangodb.port: 8529;

« arangodb.proto: "http";

+ arangodb.users.root_user.name: ""root";

« arangodb.users.root_user.password: "< check ${arangodb_password} >'".

BHMMaHuMe! 3HaveH e BbllleyKa3aHHbIX MepeMeHHbIX 3aM0oIHEHbI C y4eTOM TEKYLLEero npumepa.

Clickhouse

AOHOHHMTeﬂbHHeBapMaHTbIpa3BepTHBaHME

+ Mpunoxenwne. HA Clickhouse.
« MpunoxeHune. Managed services, pa3gen Clickhouse.
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Mepep Havanom paboT HeobxogMMo co3aaTh Ha BHewHeM DNS cepBepe 3anunch 4/is XocTa postgres
Buga clickhouse.${infra_domain}, 3anucb gomkHa paspewatbcs B IP cepBepa Ha KOTOpOM

pacnonoxeH clickhouse(B gaHHOM npumMepe cepeep db).

BHuMaHume! KomaHAbl BbIMONHAOTCA Ha cepBepe master.

BbINOMHNTb Ha3HAYeHVE METKM Ha BbIOpaHHY0 HoAy:

server_name="db"
kubectl label no ${server_name} clickhouse=

BbinonHuMTb 3anyck ¢ nomoupbto helm chart:
helm install clickhouse offline/charts/clickhouse-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace \

--set application.image.registry=${registry_address} \
--set application.ssl.enable=false

YCTPONCTBO YapTa ONUCAaHO B COOTBETCTBYHLLEM MPUNOKEHUN, CM. [TpunoxeHune. OnucaHne

Tunosoro helm chart.

Mony4ynTb aBTOMATUYECKMN CreHEPUPOBaHHbIV Maposb Nofb3oBaTens admin:
clickhouse_password=$(kubectl get secrets -n ${infra_namespace} clickhouse-secret \

-o jsonpath='{.data.CLICKHOUSE_ADMIN_PASSWORD}' | base64 --decode)
echo "save it: ${clickhouse_password}"

BbIMoMIHUTL NpOBeEpKYy:

1. COCTOHHMG3aHyCKaKOHTeﬁHepa

kubectl get po -n ${infra_namespace} clickhouse-0 -o wide
2. lorv KOHTelHepa:

kubectl logs -n ${infra_namespace} clickhouse-0 -f
3. BO3MOMHOCTbHOAKHDHGHMHCaBTOpM3auMOHHHMMAaHHHMMI

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"
kubectl exec -it -n ${mong_namespace} utils \

-- curl --get --data-urlencode "query=SELECT version()" \
-u root_user:${clickhouse_password} clickhouse.${infra_domain}:8123

kubectl delete pod -n ${mong_namespace} utils
[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

« clickhouse.host: "c'lickhouse.in.mong. local";
« clickhouse.port: 8123;
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« clickhouse.proto: "http";

« clickhouse.cluster: false;

« clickhouse.cluster_name: ""monqg";

« clickhouse.users.root_user.name: "root_user'";

« clickhouse.users.root_user.password: ""<check ${clickhouse_password}>".

BHMMaHme!3HaqumeBmumyKa3aHHuxnepeMeHHHx3anonHeHblcyquOMTeKymeroanMepa

Redis

JononHutenbHble BapnaHTbl pa3BepTbiBaHUSA:

« MpunoxeHune. HA Redis.
« MpunoxeHune. Managed services, pa3gen Redis.

Mepep Havanom paboT HeobxopMMo co3aaTh Ha BHewHem DNS cepBepe 3anuch AN xocTa postgres
Buaa redis.${infra_domain}, 3anucb pgomkHa pa3pewatbcs B IP cepBepa Ha KOTOPOM
pacnonoxeH redis(B gaHHOM npumepe cepeep db).

BHuMaHume! KoMaHbl BINOAHATCS Ha cepBepe master.

BHHOHHMTbHa3HaHeHMGMeTKMHaBH6paHHWOHOAw

server_name="db"
kubectl label no ${server_name} redis=

BbinonHMTL 3anyck ¢ nomoupbto helm chart:

helm install redis offline/charts/redis-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address} \
--set application.ssl.enable=false

YCTPONCTBO YapTa ONUCAaHO B COOTBETCTBYHLLEM MPUNOXKEHUN, CM. [TpunoxeHue. OnucaHne

Tunosoro helm chart.

Mony4ynTb aBTOMATUYECKMN CreHEPUPOBaHHbIV Naposb nonb3oatensd default:

redis_password=$(kubectl get secrets -n ${infra_namespace} redis-secret \
-o jsonpath='{.data.REDIS_PASSWORD}' | base64 --decode)
echo "save it: ${redis_password}"

BbINOAHUTL NPOBEPKY:

1. CocTosiHMe 3anycKa KOHTelHepa:

kubectl get po -n ${infra_namespace} redis-0 -o wide
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2. Jlorv KoHTelHepa:
kubectl logs -n ${infra_namespace} redis-0 -f
3. BO3MOMHOCTbHOAKHDHGHMHCaBTOpM3auMOHHHMMAaHHHMMI
kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \

/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h redis.${infra_domain} -a "${redis_password}" PING

kubectl delete pod -n ${mong_namespace} utils

[nsa HanonHeHus authfile BbicTaBUTL 3HaYeHUS:

« redis.host: "redis.in.monq. local";

« redis.port: 6379;

« redis.ssl: fa'lse;

« redis.sentinel: false;

« redis.service_name: "mymaster";

« redis.users.root_user.password: ""<check ${redis_password}">.

BHUMaHMe! 3HayeHVe BblLeyKa3aHHbIX MepeMEHHbIX 3aMO/THEHBI C YY4ETOM TEKYLLEro npuMepa.

VictoriaMetrics

AOHOHHMTeﬂbHHeBapMaHTbIpa3BepTHBaHME

« MpunoxeHune. HA VictoriaMetrics.
« MpunoxeHune. Managed services, pa3gen Victoria metrics.

Mepeg Havyanom paboT HeobxoaMMO co3faTh Ha BHelwHeM DNS cepBepe 3anuch ans xocTa postgres
Buaa victoriametrics.${infra_domain}, 3anuck gomxkHa pa3pewatbca B IP cepBepa Ha
KOTOPOM pacnofioxeH victoriametrics(e gaHHoOM npumepe cepsep db).

BHuMaHume! KomaHAbl BbINONHAKOTCA Ha cepBepe master.

BbINOMHUTL Ha3HAYEHKE METKM Ha BbIOpaHHYO HOAY:

server_name="db"
kubectl label no ${server_name} victoriametrics=

BbinonHMTb 3anyck ¢ nomoubto helm chart:

helm install victoriametrics offline/charts/victoriametrics-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace --version 1.0.1 \
--set application.image.registry=${registry_address} \
--set application.ssl.enable=false
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YCTPOMCTBO YapTa ONUCAaHO B COOTBETCTBYHLLEM MPUIOXKEHUN, CM. [TpunoxeHune. OnucaHue
Tunosoro helm chart.

Mony4ynTb aBTOMATUYECKMN CreHEPUPOBaHHbIV Mapo/b NONb30BaTENS MON(:

vm_password=$ (kubectl get secrets -n ${infra_namespace} victoriametrics-secret \
-0 jsonpath='{.data.VM_AUTH_PASSWORD}' | base64 --decode)
echo "save it: ${vm_password}"

BbINONHUTBL NPOBEPKY

1. CocTosiHMe 3anycKa KOHTelHepa:

kubectl get po -n ${infra_namespace} victoriametrics-0 -o wide

2. Jlorn KoHTelHepa:

kubectl logs -n ${infra_namespace} victoriametrics-0 -f

3. B0O3MOXHOCTb NOAKAOYEHUSI C aBTOPU3aLMOHHbBIMU AAaHHbIMMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"

kubectl exec -it -n ${mong_namespace} utils \
-- curl -u monq:${vm_password} \

victoriametrics.${infra_domain}:8428/prometheus/api/vl/status/tsdb

kubectl delete pod -n ${mong_namespace} utils

4. Onsa HanonHeHus authfile BbiIcTaBUTL 3HaYeHUA:

victoriametrics.host: "victoriametrics.in.monqg. local',

victoriametrics.port: 8428;

victoriametrics.proto: "http";

victoriametrics.auth_type: "BasicAuth';

victoriametrics.users.root_user.name: "monq";

victoriametrics.users.root_user.password: ""<check ${vm_password}">.

BHMMaHme!3HaqumeBuumyKa3aHHuxnepeMeHHux3anonHeHblcyquOMTeKymeroanMepa

3akn4vyeHue

Pe3yﬂbTaTOM BbIMOJIHEHHbIX Meponpvaw?l MOXHO CHUTATb:

+ Pabouyto UHdpacTpyKTypy Ans 3anycka Mong;
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+ 3anonHeHHbIN authfile - system_auth.json, B kKoTOpoM 3agaHbl HACTPONKM AN NOAKIIOYEH S
KO BCeM KomrnoHeHTam Cl10.

Ecnu 6b1/10 NponyLLeHO 3aM0/IHEHWE OQHOTO U3 B/I0KOB C HACTPOMKaMU, HEOHXOAMMO ero 3amnoJIHUTb
nepep nepexofoMm K ganbHewnLeln yCTaHOBKe.
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YcTtaHOBKa Monq

YCTaHOBKa BbINO/IHAETCSA C MOMOLLbHO CLIeHapus NOCTaBASEMOrO B BUAE KOHTeHepa, cogepiKallero
BCe HeobxoauMble 6MBNMOTEKN N 3aBUCUMOCTU.

B noctaBke Monq naeT ABa cueHapus:

+ CueHapwii ycTaHoBKM Mong;
+ CueHapuii oumnctkm CMNO oT 06bekTOB Mong.

CNUCOK NnepeMeHHbIX, UCMOJIb3yeMbIX N0 TEKCTY:

« ${global_domain} - ocHOBHOE JOMEHHOE UMS Pa3BEPTHIBAEMOTO MPUIOXKEHUS
« ${registry_address} - apgpec peno3uTopusi KOHTEWHEPOB, €CAN WCNOb3yeTcs
pa3BepPHYTbIN NO AaHHOW MHCTPYKUMK, To http://registry.in.mong.local:5000

MoprotoBKa K yCTaHOBKe

1. NogroTtoBuThk haiin aBTopmsaumm CMNO system_auth.json;
2. MNpoBepuTb, YTO TOUKM NOAKIIOYEHUSI K KOMNOHeHTam CMO AoCTyMNHbI C TON MalWHbI, OTKyaa
byaeT 3anyLeHa yCTaHOBKa;

3. BbibpaTb gOMEHHOE Ms ANd ycTaHOBKM Mong, fanee byaeT o603HavYeHo Kak ${global_domain

I

4. O6becneynTb paspeleHvie goMeHHbix UMeH S{global_domain},api.s${global_domain
}, registry.api.${global_domain} B agpec ingress-controller, ycTaHOBMEHHbIi
B kubernetes. YkasaHHble [OMEHHble VMMEHA [O/KHbI KOPPEKTHO PEe30SBUTLCS BHYTPWU
kubernetes 1 ¢ MaLWwVHbI Ha KOTOpPOI ByAET MPOU3BOAUTHCS 3aMYCK CLLEHapWs;

3anycK cueHapus YyCTaHOBKM

B npumepax 3anycka cueHapveB YCTaHOBKM WMCMOJIb3YeTCs MUHUMaNbHbIA HAabop nepemMeHHbIX,
C MOSIHBIM CMUCKOM TMEPEMEHHBIX MOXHO O3HAaKOMUTCS B COOTBETCTBYMLLEM [OKYMEHTE, CM.
MpunoxeHune. CNNCOK N3MEHSIEMbIX MEPEMEHHbIX CLLEHAPUS YCTaHOBLLMKA.
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B paHHOM MprMepe paccMaTpUBAETCS 3aMyCK YCTAHOBKM C MOMOLLbIO KOHTEMHepa, 3anyLWeHHOoro
BHe knactepa kubernetes, s 3anycka ycTaHoBKM BHYTpU KnacTepa kubernetes, cm. MpunoxeHue.
YcTaHoBKa BHYTpu knactepa kubernetes.

CueHapuin YCTaHOBKM 3amnycKaeTcsl 3a npegenamMuv UHGPaACTPYKTYpbl pa3BepTbiBAEMON CUCTEMDI,
Hanpumep ¢ MalNHblI CUCTEMHOIO agMUHUCTpaTopa. HacTpoeH BobiwecToswmin DNS, Bce Tpebyembie
[LOMEHHbIE UMeHa (CMUCOK AOMEHHbIX UMEH) KOPPEKTHO pa3peLuatoTcs B IP agpeca cOOTBETCTBYHOLMX
CepBUCOB.

Co3patb KaTanor ans aptedakToB yCTaHOBKM, pa3MecTUTb B laHHOM KaTasore authfile.

installer_files="< kaTanor c apTedpakTamu ycTaHoBWMKA U dainom aBTopusauum CMNO, no ymonyaHwuw /
opt/mong >"
mkdir -p ${installer_files}

cp “authfile® ${installer_files}/system_auth.json

3anycTUTb KOHTENHEP CO CLLEHAPUEM YCTAHOBKU:

installer_files='"< kaTanor c apTedpakTamum ycTaHoBuWMKa u ¢daninom asTopuauuu CMO, no ymonyaHuw /
opt/mong >"

global_domain="pgomeHHoe< ums>"

registry_address="apgpec< peno3utopus KoHTeilHepoB>"

crictl pull ${registry_address}/installer:8.0.0

ctr -n k8s.i0 run --rm --net-host \
--mount type=bind,src=${installer_files},dst=/opt/monqg,options=rbind:rw \
${registry_address}/installer:8.0.0 mong-installer-temp \
ansible-playbook -e "global_domain='s${global_domain}'"\
mong/mong.yaml

B cnyyae BO3HUKHOBEHMS OLUMOOK OHM ByayT OTpaXKeHbl B haiie errors. json, pacnosioXXeHHOM
B Katanore ${installer_files}.

Mocne yCTaHOBKM CUCTEMA roToBa K WCMONb30BaHWi, MHTepdeinc poctyneH no agpecy ${
global_domain}.

ABTOPU3aLMOHHbIE JaHHbIE MO-YMOMYAHUIO:

« noruH: admin@s${global_domain}
« naponb: mong_admin

3anycK cueHapusa yganeHus

B cnyyae, ecnv ycTaHOBKa He bblla 3aBepLUeHa yCMeLwHo, ciefyeT CnoJib3oBaTh CLieHapuin eraser,
C MOMOLLbIO HErO OYMLLATCS BCe KOMMOHEHTbI CMO oT 06beKTOB mong.
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BHuMaHne! yp,aneHme OO/MKHO 3anyCKaTbCA C TEMU XKe NepeMEHHbIMU, 4HTO N YCTaHOBKaA

3anycTuTb KOHTEHEP CO CLIEeHApUEM yaaneHus:

installer_files="< kaTanor c apTepakTamu ycTaHoBWMKaA U dainom aBTopusauum CMNO, no ymonyaHwuw /
opt/mong >"

ctr -n k8s.i0o run --rm --net-host \
--mount type=bind,src=${installer_files},dst=/opt/mong,options=rbind:rw \
${registry_address}/installer:8.0.0 mong-installer-temp \
ansible-playbook -e '"global_domain='${global_domain}'"\
mongq/eraser.yaml
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MpunoxeHune. UHCTPYKLUA NO HANMOJIHEHUIO
authfile.

Authfile ncnonb3syetcs cueHapuem ycTaHOBKM Mong gns NOAKMYEHUS K MHDPACTPYKTYPHbIM
06beKTaM 1 co3paHus 06bekToB Mong:

+ MaHudectbl kubernetes;
« MNonb3oBaTenu n 6asbl 4aHHbIX;
« poyne 06beKTLI TpebyeMble anst paboTsl Mong.

B authfile nomnmo napameTpoB nogkntoYeHUs!, yKa3biBAaETCS TWIM 3aMyCKa CUCTEMHOMO MPOrPaMMHOTO
obecneyeHus, 3to moxeT 6bITb cluster(ha) mnu standalone, n cooTBeTcTByOWME KAOYM AAs
KOHMMIypauum napamMeTpoB.

BHuMaHuMe! BaXHO KOPPEKTHO 3anofHUTb napaMeTpbl nogkntoyveHus kK CMO, T.K. gns
HEKOTOPbIX KOMMOHEHTOB B3anmMogencTame ¢ HA CMO oTnnyaeTtcsa oT pexxuma standAlone.

B NPUNOXEHHbIX OOKYMEHTaX XpPaHUTCA MOofAeNib [OaHHbIX authfile n onucanune nepemMeHHbIX,
HeO6XOp,I/IMO BHUMATENIbHO N3YYUTb 3TN JOKYMEHTbI Nepea HanoJIHEHUEM.

+ Mpumep daiina system_auth.json;
« OnucaHue nonen ¢aiina aBTopusamm B komnoHeHTax Co.

OnucaHue nonei ¢aiina aBTopusaumum B KOMnoHeHTax CMo.

Kntoy Tun OnwncaHwne

arangodb.host string hostname nnu ip agpec cepsepa arangodb
arangodb.port int nopT cepBepa cepBepa arangodb

arangodb.proto string npoTokon cepsepa cepsepa arangodb (http,https)
arangodb.users.root_user.name string  nms nonb3oBaTtens arangodb
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Kntoy

arangodb.users.root_user.password
clickhouse.host

clickhouse.port

clickhouse.proto

clickhouse.cluster

clickhouse.cluster_name

clickhouse.users.root_user.name
clickhouse.users.root_user.password
consul.host

consul.port

consul.proto
consul.users.root_user.token
k8s.host

k8s.port

k8s.proto
k8s.users.root_user.token
postgresql.host

postgresql.port

postgresql.ssl

postgresql.ssl_mode

postgresql.ssl_trust

Tun

string
string
int

string

bool

string

string
string
string
int

string
string
string
int

string
string
string
int

bool

string

bool

Onucanune

napo/ib nonb3osartens arangodb

hostname unu ip agpec cepeepa clickhouse

nopt cepsepa clickhouse

npoTtokon cepeepa clickhouse (http,https)
MepemeHHas gomkHa bbiTh true ecnun ncnonbsyertcs
cluster pexxum

Mms knactepa B clickhouse. Ecnun He ucnonbayeTcs
KnacTep - 3aaThb 1t060e 3HaUYeHne, HanprMMep mong
nmsa nonb3osaTens clickhouse

naponb nonb3oBatens clickhouse

hostname unwu ip agpec consul

nopt consul

npoTtokon consul (http,https)

TOKeH nonb3oBaTens consul

hostname unwu ip agpec apiserver kubernetes

nopt apiserver kubernetes

npoTokos apiserver kubernetes (http,https)

TOKeH aBTOpM3auuu B apiserver kubernetes

hostname unw ip agpec cepsepa postgresql

nopT cepBepa postgresql

ncnonb3yeTcs nu ssl 4ns NoAKNYEHMIO K cepBepy
postgresql

Pexxnm ssl pns nogknoueHnio K cepsepy postgresql.
MepemMeHHas foMXkHa BbITh 3afaHa eC/IN UCTMOSb3YETCS
ssl. BoamoxHble 3HavyeHus: Allow, Prefer,Require.
Ecnu ssl He ncnonbsyeTcs, ykasaTb JIl060e 13 3HAYEHWUIA

[oBepaThb ssl cepTudunkaty cepeepa postgresql. Ecnm ssl
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Kntoy Tun OnuncaHwne
He ncnonb3yetcs, ykasaTtb false

postgresql.users.root_user.name string  nmsa nonb3oBaTtens postgresql

postgresql.users.root_user.password string nmaponb nonb3oBatens postgresql

rabbitmg.host string  hostname nnw ip agpec cepsepa rabbitmq

rabbitmg.port int nopT cepsepa rabbitmq

rabbitmg.amqp_port int ampgq nopt cepsepa rabbitmq

rabbitmg.amqp_ssl bool  wucnonb3oBath ssl gns amgp

rabbitmg.proto string nmpoTokon api cepeepa rabbitmq (http,https)

rabbitmg.quorum_queues bool  wucnonbsoBaTb M quorum ovyepeam, Heo6xoQUMO
ANs KnacTtepa

rabbitmgq.virtual_host string vhost B rabbitmq, 3agatbe / ecnv He ucnonb3yetcs
KaCTOMHbIA

rabbitmgq.users.root_user.name string nms nonb3oBaTtens rabbitmg

rabbitmg.users.root_user.password string nmaponb nonb3oBatens rabbitmg

redis.host string hostname nnu ip agpec cepsepa redis

redis.port int nopt cepsepa redis

redis.ssl bool wncnonb3osath ssl gna redis

redis.ssl_host bool  onuunoHanbHo, CN B cepTudukate redis

redis.sentinel bool  wucnonbsyetcs nu sentinel

redis.service_name string  nms cepBuca B sentinel. lomkHa 6bITb 3agaHa ecnm
ncnonb3yetcs sentinel. Ecnu He ncnonb3yeTcs,
To 3agaTb mymaster

redis.users.root_user.name string nmsa nonb3oBaTtens redis, ecnu BknoyeH ACL

redis.users.root_user.password string naposnb nonb3oBartens redis

registry.host string hostname nnu ip agpec nmsa nonb3oBaTens

registry.port int nopt docker registry

registry.proto string npoTokon docker registry (http,https)
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Kntoy

registry.auth_type

registry.location

registry.user

registry.password

victoriametrics.host

victoriametrics.port

victoriametrics.proto

victoriametrics.cluster

victoriametrics.cluster_account

victoriametrics.auth_type

victoriametrics.cluster_insert.host

victoriametrics.cluster_insert.port

victoriametrics.cluster_insert.proto

victoriametrics.cluster_select.host

Tun

string

string

string

string

string

int

string

bool

string

string

string

int

string

string

Onucanune

Tvn aBTopm3sauuu B docker registry

(None, BasicAuth, Token)

nyTb B registry no o6pasos Monq (Hanpumep

€C/I1 NepeMeHHas 3agaHa U MeeT 3HavyeHne mong
npwv gennoe image 6yaeT 3anpoLueH no
myregistry.ru/monqg/myservice:mytag)
onuuoHanbHo. nMs nosb3osatens docker registry
OMNuMOHaNbHO. Naponb nosb3osatens docker registry
hostname nnwu ip agpec cepsepa victoria metrics.
[omxeH 6bITb 3agaH ecnu cluster = false

nopT cepBepa victoria metrics. JomxeH 6bITb 3agaH
ecnu cluster =false

NpoTOKOJ cepBepa victoria metrics (http,https).
[lomxeH 6bITb 3afaH ecnu cluster = false
ncnonb3yeTcs v KnacTep victoria metrics

aKKayHT B KnacTepe victoria metrics. [lofkeH 6bITb
3ajaH ecnn UCNOb3YeTCs KNnacTepHas Bepcus

TUN aBTOpU3aumm B victoria metrics, BOSMOXHble
3HaveHus BasicAuth,None

hostname unu ip agpec cepsepa vminsert. [JomkeH
6bITb 3afaH eCNN UCMOJIb3YETCS KNacTepHas Bepcus
OnNuUUOHaNbHO. MOPT cepBepa vminsert. JomkeH
6bITb 3afaH eC/N UCMOJIb3YETCS KNacTepHas Bepcus
OMNUMOHaNbHO. NPOTOKOJ cepBepa vminsert
(http,https). JomkeH 6bITb 3aaaH ecnu
NCNoNb3yeTcs KNacTepHas Bepcus

onumoHanbHo. hostname unu ip agpec cepeepa
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Kntoy Tun Onucanune

select. lomkeH 6bITb 3afiaH eCiv NCNONb3yeTCs

KnacTepHas Bepcus
victoriametrics.cluster_select.port string  nopT cepBepa vmselect. lonxeH 6bITb 3agaH

€C/IM NCNOMb3YyeTCs KnacTepHas Bepcus
victoriametrics.cluster_select.proto string npoTokon cepeepa vmselect (http,https). JomxkeH

6bITb 3afaH eCIN UCMNOJIb3YETCS KNacTepHas Bepcums
victoriametrics.users.root_user.name int nms nonb3oBaTtens victoria metrics, gomKkeH 6bITh

3apaH ecnu auth_type=BasicAuth
victoriametrics.users.root_user.password string naposb nosb3oBaTens victoria metrics, pomxeH

6bITb 3agaH ecnu auth_type =BasicAuth

NMpumep daiina system_auth.json

{

"arangodb": {"host":"arangodb.in.monqg.local","port":8529,"proto":"http",
"users":{"root_user":{"name":"root","password": " kkkkkkkkk*"}}

1,

"clickhouse":{"host":"clickhouse.in.monq.local","port":8123,"proto":"http",
"cluster":false,"cluster_name":"monq",
"users":{"root_user":{"name":"root_user","password":"xxxxkkkk*x"}}

1,

"consul":{"host":"consul.in.monq.local","port":8500,"proto":"http",
"users":{"root_user":{"token":"kk*kxxkkk*xx"}}

1,

"k8s":{"host":"k8s.in.monq.local","port":6443, "proto": "https",
"users":{"root_user":{"token":"xx*xkkkxxxx%"}}

1,

"postgresql":{"host":"postgresql.in.monq.local","port":5432,"ss1":false,
"ssl_mode":"Require","ssl_trust":true,
"users":{"root_user":{"name":"postgres","password" :"xxx*x*k*xxx"}}

1,

"rabbitmqg": {"amqp_port":5672,"host":"rabbitmg.in.monqg.local","port":15672,
"proto":"http","amgp_ss1":false, "quorum_queues":false,"virtual_host":"/",
"users":{"root_user":{"name":"root","password":"kkkkkkkk*"}}

1,

"redis":{"host":"redis.in.monqg.local","port":6379,"ssl":false,"sentinel": false,
"service_name'":"mymaster",

"users":{"root_user":{"password":"xxxxxxxx"}}

1,

"registry":{"host":"registry.in.monqg.local","port":5000,"proto":"https",
"auth_type":"None","user":"registry","password": " *xkkxxxx"

1,

"victoriametrics":{"host":"victoriametrics.in.monq.local","port":8428,"proto":"http",
"cluster":false,"cluster_account":"0","auth_type":"BasicAuth",
"cluster_insert":{"host":"vminsert.in.monqg.local","port":8480,"proto":"http"},
"cluster_select":{"host":"vmselect.in.monq.local","port":8481,"proto":"http"},
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"users":{"root_user":{"name":"monqg","password" :"x*x*kk*x*x"}}
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NMpunoxenue. Kubernetes pexxum MultiMaster.

BHuMaHue! MMepep Havanom paboT MNO [JaHHOW [NaBe MNpeaBapUTENbHO [JO/KHbI ObITh
YCTaHOBJ/EHbI HEOOXOAMMbIE NMaAKeTbl, CM. YCTaHOBKA NaKeToB

MpoayKTMBHas cpeaa, PEKOMEHIYEeTCs A5 yCTaHOBOK C BbICOKMMU TPeH6OBaHUSIMU NO OTKa30yCTONYMBOCTU.

Heobxoanmo obsizaTenbHo co3paTth Ha BHewHeM DNS cepBepe 3anuch gns xocTa apiserver suaa k8s
—api.${infra_domain}, HanepBoHayanbHOM 3Tane 3anuncb AO/MKHa pa3peLaTbcs B IP nepeoro

master cepsepa.

BHuMaHme! KomaHAbl BbINOMHAKOTCA Ha BCeX cepBepax master.

3afaTb HY)XHOe MMS cepBepa, B NpuMepe ncnonb3yetca master-<n>, rge <n> - NOpSAKOBbLIN
HOMep cepBepa:

hostnamectl set-hostname master-<n>

BbINOMHUTB HACTPOMKY CUHXPOHM3ALUKN BPEMEHU, N YOeanTbCS YTO BPEMSI CUHXPOHU3UPOBAHO:

timedatectl status

B cnyyae ecnn Heobxogmmo nameHuTb agpeca NTP cepBepoB Hago oTpegakTuMpoBaTb (ain u
BbIMO/THUTbL Nepe3anyCcK cepBuca:

nano /etc/systemd/timesyncd.conf

systemctl enable systemd-timesyncd

systemctl restart systemd-timesyncd

OTKNOUYMTD halin NogKavKM - swap:

swapoff -a
sed -i '/ swap / s/N/#/' [etc/fstab

3arpy3unTb HeobxofuMble MOAYNN A pa:

cat <<EOF | tee /etc/modules-load.d/containerd.conf
overlay

br_netfilter

EOF

modprobe br_netfilter

modprobe overlay
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[ob6aBuTb onuuu sigpa:

cat <<EOF | tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables = 1
net.ipv4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
fs.inotify.max_user_instances = 524288

EOF

cat <<EOF | tee /etc/sysctl.d/70-disable-ipv6.conf
net.ipv6.conf.all.disable_ipve = 1
EOF

sysctl --system

BbInonHUTb KOHGUTypaymio containerd:

containerd config default > /etc/containerd/config.toml

sed -i 's/SystemdCgroup = false/SystemdCgroup = true/g' /etc/containerd/config.toml

sed -i "s|k8s.gcr.io/pause:3.6|${registry_address}/pause:3.6|g" /etc/containerd/config.toml
systemctl enable containerd

systemctl restart containerd

HacTponTb aBTOAONO/IHEHNE KOMaHA,:

mkdir -p /etc/bash_completion.d/

kubectl completion bash > /etc/bash_completion.d/kubectl
crictl completion bash > /etc/bash_completion.d/crictl
helm completion bash > /etc/bash_completion.d/helm

cat > /etc/crictl.yaml << EOF

runtime-endpoint: unix:///run/containerd/containerd.sock
image-endpoint: unix:///run/containerd/containerd.sock
timeout: 2

debug: false

pull-image-on-create: true

EOF

AKTMBMpOBaTbaBTOAOHOﬂHeHMeKOMaHﬂﬂﬂﬂTeKymeﬂ)HOﬂb3OBaTeﬂm

cat >> ~/.bashrc << EOF

if [ -f /etc/bash_completion ] && ! shopt -oq posix; then
. /etc/bash_completion

fi

EOF

BHuMaHune! KomaHAbl BbINOMHATCSA Ha NepBOM master cepsepe.

MpoBecTu MHMLManu3aumio control plane Ha nepsom master:
k8s_domain="k8s-api.s{infra_domain}"

systemctl enable kubelet.service

kubeadm init --control-plane-endpoint "${k8s_domain}:6443" \
--skip-phases="addon/kube-proxy" \
--upload-certs \
--pod-network-cidr="10.244.0.0/16" \
--service-cidr="10.16.0.0/16" \
--image-repository="${registry_address}" \
--kubernetes-version 1.26.15
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B cnyyae ecnu cetu pod u service nepecekatTcs € TEKYLMMU CETIMU €CTb BO3MOXHOCTb 3a4aThb
Apyrue ceTn, peKoMeHyeTcs Cnonb3oBaTh /16.

n03aBepmeHMMKOMaHHM6yﬂeTBHAaHOCOOGMGHMGCKOMaHAOﬁKOTOpyDHeO6XOAMMOBHHOﬂHMTb
HaOCTaﬂbHHXCGPBeanHﬂﬂjom,eeCﬂeﬂyeTCKOHMpOBaTbﬂﬂﬂAaﬂbHeﬁmeroMCHOﬂb3OBaHM&

BboinonHuTh KOHGUrypauumio kubectl:

mkdir -p SHOME/.kube
cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
chown $(id -u):$(id -g) $HOME/.kube/config

BbIMOMHWUTL HACTPOWMKM ONLMIA NOTMPOBAHUS:

kubectl get cm -n kube-system kubelet-config -o json | sed \
's|cluster.local\\n|cluster.local\\ncontainerLogMaxFiles: 2\\n|g' \
| kubectl replace -f -

kubectl get cm -n kube-system kubelet-config -o json | sed \
's|cluster.local\\n|cluster.local\\ncontainerLogMaxSize: 10Mi\\n|g' \
| kubectl replace -f -

echo "containerLogMaxFiles: 2" >> /var/lib/kubelet/config.yaml
echo "containerLogMaxSize: 10Mi" >> /var/lib/kubelet/config.yaml
systemctl restart kubelet

B paHHOM npumepe wucnonb3dyetcsa cilium B pexume kube-proxy replacement (kubernetes
nHuuymanusnposaH 6e3 kube-proxy). cnonbsoBaHue gapyrux CNI BO3MOXKHO, HO HE OMUCbIBAETCS B
AaHHON loKyMeHTaunn. Mpwu ncnonb3oBaHum apyrux CNI cnegyeT M3MEHMUTb KOMaHay MHULMaNM3aumm

ansa 3anycka kube-proxy.

BbinonHNTL ycTaHOBKY cilium:

api_server_host="k8s-api.${infra_domain}"
api_server_port="6443"

helm upgrade --install cilium ./offline/charts/cilium-1.13.3.tgz \
--namespace kube-system \
--set kubeProxyReplacement=strict \
--set k8sServiceHost=${api_server_host} \
--set k8sServicePort=${api_server_port} \
--set operator.replicas=1 \
--set ipam.mode=kubernetes \
--set image.useDigest=false \
--set image.repository="${registry_address}/cilium/cilium" \
--set operator.image.useDigest=false \
--set operator.image.repository="${registry_address}/cilium/operator" \
--set hubble.enabled=false \
--set 17Proxy=false

Y6eanTbCs YTO Hofa NepeLuna B cTatyc Ready:

kubectl get node
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BHMMaHMe!KOMaHﬂbIBHHOﬂHﬂwTCﬂHaOCTaBMMXCﬂrnaﬁfrcepBepaK

BbinonHUTL noaKnr4vYeHne B Knactep oCTaBLLINXCA master HOA:
k8s_domain="k8s-api.${infra_domain}"

systemctl enable kubelet

kubeadm join ${k8s_domain}:6443 --token xxxkxkxkkkkkk*k*x \

--discovery-token-ca-cert-hash sha256:***x*x*x*xxx \
--control-plane --certificate-key **xx*xx

Y6eanTbCs 4TO HOABI NepeLwiv B cTaTyc Ready:

kubectl get node

Mocne BKIOYEHNUS HOA, B KlacTep CKoNMpoBaTb KoHdurypauwmto kubectl B nokanbHbIN KaTanor:

mkdir ~/.kube/
cp /etc/kubernetes/admin.conf ~/.kube/config

BbinonHuTb 3anyck kube-vip gns opranmsauun virtual ip mexpgy master Hogamu.

BHuMaHume! KomaHAbl BbIMONHAKOTCS Ha BCcex master cepsepax.

[Ansa 3Toro Ha Bcex master cepBepax BbIMOAHUTb KOMaHAbI:

BHuMaHue! Heobxogmmo 3apaTbh nmst HTepdeiica u IP agpec nucnonbyembii gas VIP!

export VIP=10.10.0.11
export interface=eth0

ctr image pull ${registry_address}/kube-vip/kube-vip:v0.5.0

ctr run --rm --net-host ${registry_address}/kube-vip/kube-vip:v0.5.0 vip /kube-vip \
manifest pod --interface $interface --address $SVIP --controlplane \
—--—arp —--prometheusHTTPServer 127.0.0.1:2112 --leaderElection \
| sed "s|ghcr.io/|${registry_address}/|g" | tee /etc/kubernetes/manifests/kube-vip.yaml

Mocne 3anycka 3amMeHUTb agpec ana DNS 3anucn k8s-api.S${infra_domain}, Ha IP agpec
ncnonb3yembin ans VIP.

Mocne BbINOMHEHUS ONMMCAHHbIX B pa3gesie KoMaHa HeobXoAMMOo NPOAC/IKUTL YCTAaHOBKY C pasgena
BkntoyeHune Hop B kubernetes
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MoprotoBKka yCTaHOBOYHOrO NakeTa

BHuMaHMe! KomaHabl M3 AaHHOro pasgefia HeobxoAnMO BbIMOJHUTL Ha CEPBEPE VMMEIOLLEM
[OCTYN B MHTEpHeT!

BHuMmaHue! [ns obecneyeHus coBmecTumocTu ¢ Debian 11.7 noAroToBKa yCTaHOBOYHOIO
nakeTa TaK Xe fo/KHa Npon3BoanTbCA Ha Debian 11.7.

MaKeTbl CUCTEMHOro NpPOrpaMmMHoro obecneyeHus

MogrotoBunTb OS ANa CKayMBaHMS NAKETOB:

su
apt install -y apt-rdepends gpg curl ca-certificates wget unzip

mkdir -p /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/debian/gpg \

| gpg --dearmor -o /etc/apt/keyrings/docker.gpg

echo \

"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] \
https://download.docker.com/linux/debian $(lsb_release -cs) stable" \

| tee /etc/apt/sources.list.d/docker.list > /dev/null

curl -fsSL https://pkgs.k8s.io/core:/stable:/v1.31/deb/Release.key | \
gpg —-dearmor -o /usr/share/keyrings/kubernetes-apt-keyring.gpg

echo "deb [signed-by=/usr/share/keyrings/kubernetes-apt-keyring.gpg] \
https://pkgs.k8s.io/core:/stable:/v1.26/deb/ /" \

| tee /etc/apt/sources.list.d/kubernetes.list

apt update

mkdir -p offline/packages/{common,kubernetes,nfs,registry,tools}
chown -R _apt:root offline/packages

CkayaTb 6a30BbIl HA6OP NaKeToB:

cd offline/packages/common

apt download $(apt-rdepends sudo gpg curl wget dnsutils vim telnet unzip bash-completion \
ca-certificates jq libicu67 nfs-common mount | grep -v "A " \
| sed 's/debconf-2.0/debconf/g;/*host/d'); cd -

CkavaTtb Habop naketoB nnatdopmbl kubernetes:
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cd offline/packages/kubernetes

apt download containerd.io=1.6.6-1 kubelet=1.26.15-1.1 kubeadm=1.26.15-1.1 \
kubectl1l=1.26.15-1.1 \

$(apt-rdepends conntrack ebtables ethtool iproute2 iptables kubernetes-cni socat \
util-linux cri-tools | grep -v "~ " | sed 's/debconf-2.0/debconf/g;/*host/d"') ; cd -

CkayaTb nakeTbl nfs cepBepa:

cd offline/packages/nfs
apt download $(apt-rdepends nfs-kernel-server | grep -v "A " \
| sed 's/debconf-2.0/debconf/g;/*host/d'); cd -

CKkayaTb apXvBbl C yTUANTAMMK:

mkdir offline/tools
cd offline/tools

helm_version="3.12.2"
wget https://get.helm.sh/helm-v${helm_version}-Tlinux-amd64.tar.gz
wget https://downloads.mong.ru/tools/monqctl/v1.13.0/linux-x64/monqctl.zip

crane_version="0.16.1"
wget "https://github.com/google/go-containerregistry/releases/download\
/v${crane_version}/go-containerregistry_Linux_x86_64.tar.gz"

registry_version="2.8.3"
wget "https://github.com/distribution/distribution\
/releases/download/v${registry_version}/registry_${registry_version}_linux_amd64.tar.gz"

cd -

O6pa3bl KOHTelHepoB nnaTtdopmbl kubernetes

MoprotoButh OS ANS CKaYMBaHUsl 06Pa30B:

mkdir -p offline/images
tar -xf offline/tools/go-containerregistry_Linux_x86_64.tar.gz -C /usr/local/bin/ crane
cd offline/images

CkayaTtb 0bpasbl KOHTeNnHepoB nnatdopmbl kuberentes:

crane pull registry.k8s.io/coredns/coredns:v1.9.3 coredns.tar

crane pull registry.k8s.io/kube-proxy:v1.26.15 kube-proxy.tar

crane pull registry.k8s.io/pause:3.6 pause3.6.tar

crane pull registry.k8s.io/pause:3.9 pause3.9.tar

crane pull registry.k8s.io/kube-apiserver:v1.26.15 kube-apiserver.tar

crane pull registry.k8s.io/kube-controller-manager:v1.26.15 kube-controller-manager.tar

crane pull registry.k8s.io/kube-scheduler:v1.26.15 kube-scheduler.tar

crane pull registry.k8s.io/etcd:3.5.10-0 etcd.tar

crane pull quay.io/cilium/cilium:v1.13.3 cilium.tar

crane pull quay.io/cilium/operator-generic:v1l.13.3 cilium-operator.tar

crane pull registry.k8s.io/ingress—-nginx/controller:v1.8.0 ingress-nginx.tar

crane pull registry.k8s.1io/ingress-nginx/kube-webhook-certgen:v20230407 \
kube-webhook-certgen.tar

CkayaTb 0bpasbl KOHTeNHepoB ncnonbsyemoro CMNO:

crane pull consul:1.8.0 consul.tar
crane pull arangodb:3.11.2 arangodb.tar
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crane
crane
Ccrane
crane
crane
cd -

pull
pull
pull
pull
pull

clickhouse/clickhouse-server:23.3.8 clickhouse.tar
postgres:12.15 postgres.tar

rabbitmg:3.11.18-management rabbitmq.tar

redis:7.0.11 redis.tar
victoriametrics/victoria-metrics:v1.91.3 victoria-metrics.tar

B cny4vae ecnu nnanupyetca HA nHcTannauusa, ckadaTb ONOJIHUTESNIbHbIE o6pa3b|:

cd offline/images

crane
crane
crane
crane
Ccrane
crane
Ccrane
crane
crane
crane
crane
Ccrane
crane
Ccrane
crane
cd -

pull
pull
pull
pull
pull
pull
pull
pull
pull
pull
pull
pull
pull
pull
pull

ghcr.io/kube-vip/kube-vip:v0.5.0 kube-vip.tar
registry.opensource.zalan.do/acid/postgres-operator:v1.10.1 postgres-operator.tar
ghcr.io/zalando/spilo-15:3.0-pl spilo.tar
altinity/clickhouse-operator:0.21.3 clickhouse-operator.tar
pravega/zookeeper:0.2.15 zookeeper.tar
pravega/zookeeper-operator:0.2.15 zookeper-operator.tar
lachlanevenson/k8s-kubectl:v1.23.2 k8s-kubectl.tar
arangodb/kube-arangodb:1.2.32 kube-arangodb.tar

alpine:3.11 alpine.tar

victoriametrics/operator:v0.34.1 vmoperator.tar
victoriametrics/vminsert:v1.91.3-cluster vminsert.tar
victoriametrics/vmselect:v1.91.3-cluster vmselect.tar
victoriametrics/vmstorage:v1.91.3-cluster vmstorage.tar
quay.io/spotahome/redis-operator:vl.2.4 redis-operator.tar
rabbitmqoperator/cluster-operator:2.3.0 rabbitmg-operator.tar

Helm chart gpnsa nnatdgopmbi kubernetes

MoaroToBuTb OS ANS CKAYMBAHMSA YapPTOB:

helm_version="3.12.2"

tar -xf offline/tools/helm-v${helm_version}-linux-amd64.tar.gz linux-amd64/helm
mv Llinux-amd64/helm /usr/bin/

rm —-r Llinux—-amdé64/

mkdir -p offline/charts
cd offline/charts

CkavaTb YapTbl:

helm
helm

helm
helm

helm
helm
helm
helm
helm
helm
helm
helm
cd -

repo
pull

repo
pull

repo
pull
pull
pull
pull
pull
pull
pull

add cilium https://helm.cilium.io/
cilium/cilium --version 1.13.3

add ingress-nginx https://kubernetes.github.io/ingress-nginx
ingress-nginx/ingress-nginx --version 4.7.0

add monqg https://helm.monq.ru/charts
monqg/postgresql --version 1.0.1
monq/clickhouse --version 1.0.1
monqg/arangodb --version 1.0.1
mong/victoriametrics --version 1.0.1
monq/redis --version 1.0.1
monqg/rabbitmg --version 1.0.1
mong/consul --version 1.0.1

B cniydae eCny nnaHMpyeTca HA MHCTannsauus, ckavyaTb AONOAHUTENbHbBIE H4apTbl:

cd offline/charts
helm repo add postgres-operator-charts \
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https://opensource.zalando.com/postgres-operator/charts/postgres-operator

helm

helm
helm
helm
helm

pull

repo
pull
repo
pull

postgres-operator-charts/postgres-operator --version 1.10.1

add clickhouse-operator https://docs.altinity.com/clickhouse-operator/
clickhouse-operator/altinity-clickhouse-operator --version 0.21.3

add pravega https://charts.pravega.io

pravega/zookeeper-operator --version 0.2.15

url="https://github.com/arangodb/kube-arangodb/releases/download/1.2.32"

helm

helm
helm

helm
helm

wget

cd -

pull

repo
pull

repo
pull

${url}/kube-arangodb-1.2.32.tgz

add vm https://victoriametrics.github.io/helm-charts/
vm/victoria-metrics-operator --version 0.23.1

add redis-operator https://spotahome.github.io/redis-operator
redis-operator/redis-operator --version 3.2.8

"https://github.com/rabbitmqg/cluster-operator\
/releases/download/v2.3.0/cluster-operator.yml"

O6pa3bl KOHTeliHepoB Monq

MoarotoBuTb OS ANa CKavymMBaHUsi 06pa3oB.:

token="< TokeH OOHOBNEHWS MOJyYEHHbIN C CalTa. BLHINMUCHBAETCHA BMEcCTe C NuueH3suen >"

unzip offline/tools/mongctl.zip
mv monqctl /usr/local/bin/

monqctl
monqgctl
monqgctl
monqgctl

config set instance temp --server=http://registry.api.monqg.local
config set credential temp --registry-token=000

config set releasehub mong-release-hub --token=${token}

config set context temp --instance=temp --credential=temp \

--releasehub=mong-release-hub
mongctl config use-context temp

CkayaTtb obpasbl Mong:

mkdir -p offline/monq/{installer,registry,release}

monqctl release version export 8.0.0 --product=installer \
--dest=offline/monqg/installer --full

mongctl release version export 3.13.8 --product=mong-registry \
--dest=offline/monqg/registry --full

mongctl release version export 8.0.0 --product=mong \
--dest=offline/monqg/release --full

C60pKa MTOrOBOro apxuBa

tar -zcf offline.tar.gz offline/

YcTaHOBKA U3 KaTaJiora.

Mepen HavyanoOM YCTAaHOBKU HEOHXOAMMO nepeHecTn chopMUPOBAHHbBIA apXMB Ha BCe cepBepa U

BbIMO/THUTbL €ro pacnakKoBKY:
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su -
tar -xf ./offline.tar.gz
rm ./offline.tar.gz

YcTaHOBKa NakeToB

BHMMaHMe!KOMaHﬂbIMBAaHHOFOpaBAeﬂaHeO6XOﬂMMOBbm0ﬂHMTbHaBCGXCGpBepaﬂ

BbIMONHUTbL YCTaHOBKY NaKeTOB:

dpkg -i ./offline/packages/common/x*
dpkg -i ./offline/packages/kubernetes/*

helm_version="3.12.2"

tar -xf ./offline/tools/helm-v${helm_version}-linux-amd64.tar.gz linux-amd64/helm
mv linux-amd64/helm /usr/local/bin/

rm -r linux-amdé64/

crane_version="0.16.1"
tar -xf ./offline/tools/go-containerregistry_Linux_x86_64.tar.gz -C /usr/local/bin/ crane

unzip ./offline/tools/monqctl.zip
mv mongctl /usr/local/bin

YcraHoBKa Container registry

Mepepn HavyanoMm paboT HeobxoaMMO co3aaTh Ha BHelwHeM DNS cepBepe 3anuch gns xocTa registry
Buga registry.s{infra_domain}, 3anucb gomkHa paspewatbcs B IP cepBepa Ha KOTOpOM
pacnonoxeH arangodb(s gaHHoM npumepe cepsep db).

BHuMaHue! KomaHpbl BbINOHAOTCS Ha cepBepe db.

BbinonHWTb yCTaHOBKY container registry:
registry_version="2.8.3"

tar -xf ./offline/tools/registry_s${registry_version}_linux_amd64.tar.gz \
-C /usr/local/bin/ registry

Co3gatb nonb3oBaTens gns registry:

useradd --no-create-home --shell /bin/false registry

Co3patb KaTanorv afis paboTbl NPUNOXKEHMS:

mkdir -p /storage/registry
chown -R registry /storage/registry
mkdir -p /etc/docker/registry

CdopmmpoBaTb KOH(DUTYPaALMOHHbBIN dann:

cat <<EOF | tee /etc/docker/registry/config.yaml
version: 0.1
log:
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fields:
service: registry
storage:
cache:
blobdescriptor: dinmemory
filesystem:
rootdirectory: /storage/registry
http:
addr: :5000
tls:
certificate: /etc/docker/registry/registry.crt
key: /etc/docker/registry/registry.key
headers:
X-Content-Type-Options: [nosniff]
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3
EOF

Co3patb unit gns systemd:

cat <<EOF | tee /etc/systemd/system/registry.service
[Unit]
Description=docker private registry service

[Service]

ExecStart=/usr/local/bin/registry serve /etc/docker/registry/config.yaml

Restart=always
Type=simple
RestartSec=10s
User=registry

[Install]
WantedBy=multi-user.target
EOF

CkonupoBaTb cepTudmKaT registry BbinyLEeHHbIN paHee Ha ware Boinyck CA ceptudmkaTa:

cp certs/docker-registry/registry.key certs/docker-registry/registry.crt /etc/docker/registry

chown -R registry /etc/docker/registry

BbimonHMTb 3anyck container registry:

systemctl start registry
systemctl enable registry

[nsa HanonHeHus authfile BbicTaBUTL 3HaYeHUS:

registry.host: "registry.in.monqg. local"
registry.port: 5000

« registry.proto: "https"

registry.auth_type: ""None"
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BHMMaHme!3HaqumeBuumyKa3aHHuxnepeMeHHux3anonHeHblcyquOMTeKymeroanMepa

YcraHoBKa cepBepa NFS

BHumaHue! KomaHpabl BbINONHAOTCSA Ha cepBepe db.

dpkg -i ./offline/packages/nfs/*

host_path="/storage/nfs"

mkdir -p Shost_path

echo "Shost_path *(rw,sync,no_root_squash,no_all_squash,no_subtree_check)" >> \
/etc/exports

systemctl restart nfs-server
systemctl enable nfs-server

Co3paTtb KaKTanorun gns XpaHeHms gaHHbix KomnoHeHTos Cl10:

mkdir -p /storage/consul

mkdir -p /storage/arangodb

mkdir -p /storage/clickhouse
mkdir -p /storage/postgresql
mkdir -p /storage/rabbitmq

mkdir -p /storage/redis

mkdir -p /storage/victoriametrics

NUmMnopT KoHTelHepoB CINO

MiMnopTupoBaTb 06pa3bl KOHTeHepoB ucnonb3yemoro CMNO:

crane push ./offline/images/coredns.tar ${registry_address}/coredns:v1.9.3

crane push ./offline/images/kube-proxy.tar ${registry_address}/kube-proxy:v1.26.15

crane push ./offline/images/pause3.6.tar ${registry_address}/pause:3.6

crane push ./offline/images/pause3.9.tar ${registry_address}/pause:3.9

crane push ./offline/images/kube-apiserver.tar ${registry_address}/kube-apiserver:v1.26.15

crane push ./offline/images/kube-controller-manager.tar \
${registry_address}/kube-controller-manager:v1.26.15

crane push ./offline/images/kube-scheduler.tar ${registry_address}/kube-scheduler:v1.26.15

crane push ./offline/images/etcd.tar S${registry_address}/etcd:3.5.10-0

crane push ./offline/images/cilium.tar ${registry_address}/cilium/cilium:v1.13.3

crane push ./offline/images/cilium-operator.tar \
${registry_address}/cilium/operator-generic:v1.13.3

crane push ./offline/images/ingress-nginx.tar \
${registry_address}/ingress-nginx/controller:v1.8.0

crane push ./offline/images/kube-webhook-certgen.tar \
${registry_address}/ingress-nginx/kube-webhook-certgen:v20230407

crane push ./offline/images/consul.tar ${registry_address}/consul:1.8.0

crane push ./offline/images/arangodb.tar ${registry_address}/arangodb:3.11.2

crane push ./offline/images/clickhouse.tar \
${registry_address}/clickhouse/clickhouse-server:23.3.8

crane push ./offline/images/postgres.tar ${registry_address}/postgres:12.15

crane push ./offline/images/rabbitmqg.tar ${registry_address}/rabbitmqg:3.11.18-management

crane push ./offline/images/redis.tar ${registry_address}/redis:7.0.11

crane push ./offline/images/victoria-metrics.tar \
${registry_address}/victoriametrics/victoria-metrics:v1.91.3

BCﬂyHaeeCﬂMHﬂaHMpyeTOHHAMHCTaﬂﬂﬂuMH,MMHOpTMpOBaTbHOHOHHMTeﬂbHHGO6pa3HZ

crane push ./offline/images/kube-vip.tar ${registry_address}/kube-vip/kube-vip:v0.5.0
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crane push ./offline/images/postgres-operator.tar \
${registry_address}/acid/postgres-operator:v1.10.1

crane push ./offline/images/spilo.tar ${registry_address}/zalando/spilo-15:3.0-pl

crane push ./offline/images/clickhouse-operator.tar \
${registry_address}/altinity/clickhouse-operator:0.21.3

crane push ./offline/images/zookeeper.tar ${registry_address}/pravega/zookeeper:0.2.15

crane push ./offline/images/zookeper-operator.tar \
${registry_address}/pravega/zookeeper-operator:0.2.15

crane push ./offline/images/k8s-kubectl.tar \
${registry_address}/lachlanevenson/k8s-kubectl:v1.23.2

crane push ./offline/images/kube-arangodb.tar \
${registry_address}/arangodb/kube-arangodb:1.2.32

crane push ./offline/images/alpine.tar ${registry_address}/alpine:3.11

crane push ./offline/images/vmoperator.tar \
${registry_address}/victoriametrics/operator:v0.34.1

crane push ./offline/images/vminsert.tar \
${registry_address}/victoriametrics/vminsert:v1.91.3-cluster

crane push ./offline/images/vmselect.tar \
${registry_address}/victoriametrics/vmselect:v1.91.3-cluster

crane push ./offline/images/vmstorage.tar \
${registry_address}/victoriametrics/vmstorage:v1.91.3-cluster

crane push ./offline/images/redis-operator.tar \
${registry_address}/spotahome/redis-operator:vli.2.4

crane push ./offline/images/rabbitmg-operator.tar \
${registry_address}/rabbitmgoperator/cluster-operator:2.3.0

NmnopT o6pasoB Monq

BbInOMHNTL BpeMeHHY0 KOHdUIypauuto KoHTekcTa mongctl:

mongctl config set instance temp --server=http://registry.api.monq.local

monqctl config set credential temp --registry-token=000
mongctl config set releasehub mong-release-hub --token=000

monqctl config set context temp --instance=temp --credential=temp \

--releasehub=mong-release-hub
mongctl config use-context temp

BbINnonHUTL UMNOPT 06pa3oB KoHTelHepoB Mong B container registry:

monqctl release use-version 8.0.0 --product=installer \
--sourceDir=./offline/monqg/installer/

mongctl release import-images --registryUri ${registry_address} \
--registryAuth=None

mongctl release use-version 3.13.8 --product=mong-registry \
--sourceDir=./offline/monq/registry/

mongctl release import-images --registryUri ${registry_address} \
--registryAuth=None

monqctl release use-version 8.0.0 --product=monqg \
--sourceDir=./offline/monqg/release/

monqctl release import-images --registryUri ${registry_address} \
--registryAuth=None

BbINOMHNUTB yaaneHne BpeEMEHHON KOHdUrypauum mongctl:

rm ~/.mong/config.yml
rm -rf /tmp/monqgctl

MocnepytoLLyto YCTaHOBKY NPOAOMKUTL € pasaena MHuuranusaums Control Plane
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MpunoxeHue. HA PostgreSQL.

3anyck ¢ nomouibto kubernetes operator postgres-operator ot zalando.. ObecneyeHne BbICOKON
[OCTYMHOCTMU.

BbINOMHUTL YyCTAaHOBKY onepaTopa:

helm install postgres-operator offline/charts/postgres-operator-1.10.1.tgz \
--namespace postgres-operator --create-namespace \
--set image.registry=${registry_address}

Ha Hopax, roe 6ygeT 3anywweH postgresql co3gaTth KaTanorv Afis XxpaHeHs JaHHbIX:

BHMMaHMe! 3Ta onepauus BbINOHAETCA He Ha cepBepe controlplane, a Ha cepBepe, rge bygeT

3anyuieH postgresql.

mkdir -p /storage/postgresql

Co3paThb storage-class u pv, Tak Kak csi driver hostPath He nogpepxwuBaeT provisioning:

BHuMaHMe! O6paTMTb BHAMaHME Ha NPUBA3KY PV K HOAE, YKa3aHbl MME€Ha CepBEPOB U3

npumMepa.

BHMMaHue! B gaHHOM npumepe co3gaHune PV BbINOMHAETCS B LUKE, A8 TPEX CEPBEPOB.

host_path="/storage/postgresql"
storage_size="30Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.io/v1l
kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: postgres-pv-w${server_number}
labels:
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service: postgres
spec:
capacity:
storage: ${storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- postgres-${server_number}
EOF
done

BbInoNHMTL 3aNyCK KNacTepa:
storage_size="30Gi"

cat <<EOF | kubectl create -f -
apiVersion: "acid.zalan.do/v1"
kind: postgresql
metadata:
name: monqg-pg-cluster
namespace: postgres—-operator
spec:
teamId: "mong"
dockerImage: ${registry_address}/zalando/spilo-15:3.0-pl
volume:
size: ${storage_size}
storageClass: local-storage
selector:
matchlLabels:
service: postgres
enableShmVolume: true
numberOfInstances: 3
postgresql:
version: "12"
EOF

YBennyeHne Kactepa BbIMOMHAETCS 4yepe3 pepakTupoBaHue CRD postgresql, mone spec.
numberOfInstances;

Mpy yMeHbLLIEHMM KONNYECTBA PENINK BCcerga ygansetcs nocnegHss(ctapwmnin Homep B statefulSet);
Knactep octaeTcst paboTocnocobHbIM Npu paboTocnocobHOCT OAHOWN PENINKY;
MopKNtoYeHNe OCyLLeCcTBASETCSA TONbKO C onuumel ssl=required,;

[Ba cepBurca No3BONAT 06palaThcs Mbo K MacTepy, MMbBO K pensiukaM, HO B PeXUMe TONIbKO
YyTeHus;

nOﬂquTbaBTOMaTMHeCKMCFGHGpMpOBaHwaaHapOﬂbHOﬂb3OBaTeﬂﬂIDOStgreSI
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postgres_password=$(kubectl get secret -n postgres-operator \
postgres.mong-pg-cluster.credentials.postgresql.acid.zalan.do \
-0 'jsonpath={.data.password}' | base64 -d)

echo "save it: ${postgres_password}"

BbIMOMIHUTL NpPOBeEpKYy:

1. CocTosiHUE 3anyCcKa KOHTENHEPOB:

kubectl get po -n postgres-operator
2. Jlorv KOHTEHEPOB Ha NpeaMeT OWMn6oK:

kubectl logs -n postgres-operator -1 cluster—-name=monq-pg-cluster
3. BO3MOXXHOCTb MOAKIOYEHNS C aBTOPU3aLMOHHbBIMU AaHHbIMU:

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"

kubectl exec -it -n ${mong_namespace} utils \

-— psql -c "SHOW server_version;" \
postgresql://postgres:${postgres_password}@monqg-pg-cluster.postgres-operator

4. PacnpocTpaHeHMe faHHbIX B Knactepe, YTeHue u 3anucb. Co3gaTh TeCTOBY Tabauuy wu

BbINO/THUTb BCTaBKY:

kubectl exec -it -n ${mong_namespace} utils \
-- psql -c "CREATE TABLE public.test_replication (id int8);
INSERT INTO public.test_replication (id) VALUES(1);" \
postgresql://postgres:${postgres_password}@mong-pg-cluster.postgres-operator

BHHOHHMTbBaHPOCAaHHHXCpeHﬂMKW

kubectl exec -it -n ${mong_namespace} utils \
-— psql -c "SELECT x FROM public.test_replication;" \
postgresql://postgres:${postgres_password}@mong-pg-cluster-repl.postgres-operator
YoanuTb TeCTOBblE aHHbIE:

kubectl exec -it -n ${mong_namespace} utils \
-— psql -c "DROP TABLE public.test_replication;" \
postgresql://postgres:${postgres_password}@mong-pg-cluster.postgres-operator

kubectl delete pod -n ${mong_namespace} utils

[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

postgresqgl.host: "monq-pg-cluster.postgres-operator";
postgresql.port: 5432;
postgresql.ssl: true;

postgresql.ssl_mode: "Require';
postgresql.ssl_trust: true;

postgresql.users.root_user.name: "postgres";
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+ postgresql.users.root_user.password: ''< check ${postgres_password}'" >.

BHnMaHume! 3HavyeHmne BbllLUE€YKa3aHHbIX N€PEMEHHbIX 3alMOJ/IHEHbI C YH4E€TOM TEKYLLETO NpumMepa.
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NMpunoxenue. HA RabbitMQ.

3anyck c nomolbto kubernetes operator rabbitmg-operator. O6ecneyeHmne BbICOKOM fOCTYNMHOCTW.

BbINONMHUTL YCTaHOBKY onepaTopa:
kubectl create -f offline/charts/cluster-operator.yml

kubectl set -image deployment -n rabbitmg-system rabbitmg-cluster-operator \
operator=${registry_address}/rabbitmqoperator/cluster-operator:2.3.0

Ha Hopax, roe 6ygeT 3anyweH rabbitmq co3gaTtbh KaTanoru gas xpaHeHUs AaHHbIX:

BHuMaHuve! 3Ta onepauus BbINONHAETCs He Ha cepBepe controlplane, a Ha cepBepe, rae 6ygeT

3anyuweH rabbitmg.

mkdir -p /storage/rabbitmq

Co3paThb storage-class u pv, Tak Kak csi driver hostPath He nogpepxwnBaeT provisioning:

BHuMaHue! O6paTuTb BHMMaHWE Ha MPUBS3KY PV K HOAE, YKa3aHbl MMeHa CEpPBEPOB U3

npumepa.

BHumaHume! B gaHHOM npumepe co3paHne PV BbINONHSAETCA B LUKe, AN TPEX CepBepoB.

host_path="/storage/rabbitmqg"
storage_size="2Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: rabbitmg-pv-w${server_number}
labels:
service: rabbitmq
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spec:
capacity:
storage: ${storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- rabbitmg-${server_number}
EOF
done

BbINoMHMTB 3anycK KnacTepa:
storage_size="2Gi"

cat <<EOF | kubectl apply -f -
apiVersion: rabbitmqg.com/vlbetal
kind: RabbitmgCluster
metadata:
name: mong-rabbitmq
namespace: rabbitmg-system
spec:
replicas: 3
image: ${registry_address}/rabbitmg:3.11.18-management
resources:
requests:
cpu: 500m
memory: 200Mi
Timits:
cpu: 1
memory: 800Mi
rabbitmqg:
additionalConfig: |
vm_memory_high_watermark.relative = 0.9
persistence:
storageClassName: local-storage
storage: "${storage_size}"
EOF

KnaCTep OoCTaeTcAd pa6OTOCI'IOCO6HbIM npun OTKa3e O,D,HOIZ HOAbl N3 TPEX;

HOHyHMTbaBTOMaTquCKMCFeHepMpOBaHHHeAaHHHeaBTOpM3auMW

rabbit_username=$ (kubectl get secrets -n rabbitmg-system \

mong-rabbitmg-default-user -o jsonpath='{.data.username}' | base64 -d)

rabbit_password=$(kubectl get secrets -n rabbitmg-system \

mong-rabbitmg-default-user -o jsonpath='{.data.password}' | base64 -d)

echo "save username: ${rabbit_username}"
echo "save password: S${rabbit_password}"

BbINONHUTL NPOBEPKY:
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1. CocTosiHWe 3anycKa KOHTENHePOB:

kubectl get po -n rabbitmg-system -w

2. Jlorv KOHTEHEPOB Ha NpeaMeT OWMn6oK:

3.

4,

kubectl logs -n rabbitmg-system -1 app.kubernetes.io/name=mong-rabbitmq
BO3MOMHOCTbHOAKnDHeHMﬂCaBTOpM3auMOHHHMMAaHHHMM:

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"

kubectl exec -it -n ${mong_namespace} utils \
-— curl -u ${rabbit_username}:${rabbit_password} \
mong-rabbitmqg.rabbitmg-system:15672/api/overview | jq

PacnpocTpaHeHue faHHbIX B kKnacTepe: Co3aaTb 04epeab C TUMOM quorum:

kubectl exec -it -n ${mong_namespace} utils \
-— curl -X PUT -u ${rabbit_username}:${rabbit_password} \
-H "Content-Type: application/json" \
"mong-rabbitmq.rabbitmg-system:15672/api/queues/%2F/test_replication" \

-d '{"auto_delete":false,"durable":true,"arguments": {"x-queue-type": "quorum"}}'

MpoBepnTb HaNN4YMe oYepean Ha BCEX PENINKaX:

rabbit_ips=$(kubectl get po -n rabbitmg-system -1 app.kubernetes.io/name=mong-rabbitmq \

-o=jsonpath="'{.items[*].status.podIP}')

for rabbit_ip in ${rabbit_ips}; do
kubectl exec -it -n ${mong_namespace} utils \
-- curl -u ${rabbit_username}:${rabbit_password} \
"${rabbit_ip}:15672/api/queues/%2F" | jq
done

YaanuTb TECTOBbLIE AAHHbIE:

kubectl exec -it -n ${mong_namespace} utils \
-— curl -X DELETE -u ${rabbit_username}:${rabbit_password} \

"mong-rabbitmqg.rabbitmg-system:15672/api/queues/%2F/test_replication" -v

kubectl delete pod -n ${mong_namespace} utils

[nsa HanonHeHus authfile BbicTaBUTL 3HaYeHUSA:

rabbitmg.host: "mong-rabbitmg.rabbitmg-system",

rabbitmg.port: 15672;

rabbitmg.amqp_port: 5672;

rabbitmg.amqp_ssl: fa'lse;

rabbitmg.proto: "http",;

rabbitmg.quorum_queues: true;

rabbitmgq.virtual_host: " /"';

rabbitmq.users.root_user.name: ""<check ${rabbit_username}>";
rabbitmg.users.root_user.password: "<check ${rabbit_password}>".
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BHuMaHme! 3HavyeHmne BbllIEYKa3aHHbIX NEPEMEHHbBIX 3alOJIHEHbI C YH4E€TOM TEKYLLETO NpuMepa.
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NMpunoxxenune. HA Arangodb.

3anyck c nomowpto kubernetes operator kube-arangodb. ObecneyeHune BbICOKOW JOCTYNMHOCTMY.

MoxeT 6bITb 3aMyLLEH B ABYX PEXMMAX:

« cluster - knacTepHas KoHduMrypaums master-master ¢ LWapANPOBaHNEM JaHHbIX;

« activeFailover - master-slave.

B MHCTpYKLMM paccmaTpuBaeTcs TonbKo activefailover, T.k. Mong He paboTaeT ¢ WapuanpoBaHMEM

OAaHHbIX.

BbIMno/fIHMTL YCTaHOBKY ornepaTopa:

helm install kube-arango offline/charts/kube-arangodb-1.2.32.tgz \
--set "operator.features.storage=true" \
--set "operator.replicaCount=1" \
—--create-namespace \
--namespace arangodb-operator \
--set operator.image=${registry_address}/arangodb/kube-arangodb:1.2.32 \
--set operator.images.base=${registry_address}/alpine:3.11

Onuus operator.features.storage=true ucnonblyercs B c/iyyae ecim HeT 6bICTPOro
storage. B 3ToM cnyyae 6yfeT NogHAT cepBUC arango-storage Ha Kaxzgon Hope.

Ha3HauuTb cepBepa Ha KOTopbix byaeT 3anyweHa arangodb B pexume HA. [Ins npumepa 6yayT
Mcnonb3oBaHbl cepeepa arangodb-1, arangodb-2, arangodb-3. JaHHble cepBepa JOMKHbI
6bITb yXKe HaCTPOEHbI 1 BK/IOYeHbI B knacTep kubernetes.

BmeaBMTbMeTKMHaHOﬂbH

kubectl label node arangodb-1 arangodb-2 arangodb-3 arangodb=

[Ans 3anycka arango-storage He06X0AMMO CO34aTh pecypc:

host_path="/storage/arangodb"

cat <<EOF | kubectl create -f -
apiVersion: "storage.arangodb.com/vlalpha"
kind: "ArangolLocalStorage"
metadata:

name: "arangodb-storage"
spec:

storageClass:

name: arango-storage
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localPath:
- ${host_path}
nodeSelector:
arangodb: "'
EOF

BbinonHuTb 3anyck B ActiveFailover pexume:

arango_storage_size="3Gi"
agent_storage_size="1Gi"

cat <<EOF | kubectl create -f -
apiVersion: '"database.arangodb.com/v1"
kind: "ArangoDeployment"
metadata:
name: "mong-arangodb-cluster"
namespace: arangodb-operator
spec:
mode: ActiveFailover
environment: Production
disableIPv6: true
tls:
caSecretName: None
agents:
count: 3
resources:
requests:
storage: ${agent_storage_size}
storageClassName: arango-storage
nodeSelector:
arangodb: ""
single:
count: 3
resources:
requests:
storage: ${arango_storage_size}
storageClassName: arango-storage
nodeSelector:
arangodb: ""

image: "${registry_address}/arangodb:3.11.2"

EOF

MpoBepnTbL COCTOSIHME KacTepa (3anyck 3aHMMAeT HEKOTOPOE BpeMs):

kubectl get po -n arangodb-operator

KnacTep octaetcs paboTocnocobHbIM ecn JocTynHbI: 1 single n 2 agent.

CMeHMTbﬂapOﬂbHOﬂb3OBaTeﬂﬂCaﬂMMHMCTpaTMBHHMMI1paBaMM:

arangodb_password=$ (openssl rand -base64 16)
echo "save it: "${arangodb_password}

arangodb_svc_ip=$(kubectl get svc -n arangodb-operator mong-arangodb-cluster-ea \

-o=jsonpath="'{.spec.clusterIP}")

curl -X PATCH -H "Content-Type: application/json" -u "root:" \
http://${arangodb_svc_ip}:8529/_api/user/root -d \

"{\"passwd\":\"${arangodb_password}\"}"

Ans onpepeneHns TOYKU MOAKNOHYEHUS U3BHE K web MHTepdeiicy Hy)KHO y3HaTb agpec nopta
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y cepBuca mong-arangodb-cluster-ea. locne NOAKMOYMTBCA K KnacTepy uyepes <ip
HOZbl:HAWAEHHbIN NOpT>, 6onee NogpobHO cM fokyMeHTaLms arangodb.

BbINOMHUTL NPOBEPKY:

1. COCTOHHme3aHyCKaKOHTeﬁHepOB

kubectl get po -n arangodb-operator -o wide
2. ﬂOFMKOHTeﬁHepOBHaHpeAMeTomM60w

kubectl logs -n arangodb-operator -1 arango_deployment=mong-arangodb-cluster
3. BO3MOXHOCTb noaKNK4YeHnda Cc aBTopn3auMOHHbIMU OAaHHbBIMW!

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -u root:${arangodb_password} \
mong-arangodb-cluster.arangodb-operator:8529/_db/_system/_admin/echo \
-d "string" | jq

4. CraTyc Knacrepa:

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X GET -u root:${arangodb_password} \
mong-arangodb-cluster.arangodb-operator:8529/_db/_system/_admin/cluster/health | jq

kubectl delete pod -n ${mong_namespace} utils

[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

+ arangodb.host: "monq-arangodb-cluster.arangodb-operator';

« arangodb.port: 8529;

« arangodb.proto: "http";

+ arangodb.users.root_user.name: ""root";

« arangodb.users.root_user.password: "'< check ${arangodb_password} >".

BHMMaHme!3HaqumeBuumyKa3aHHuxnepeMeHHux3anonHeHblcyquOMTeKymeroanMepa

BHumaHwue! Ecnn 3anyckatb ArangoDB ¢ nomolublo JaHHOro onepaTtopa, YCTaHOBLUMK JO/MKEH
6bITb 3anyLleH BHYTpU KnacTepa k8s.
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NMpunoxxeHune. HA Clickhouse.

3anyck ¢ nomoulbto kubernetes operator clickhouse-operator ot altinity. O6ecneyeHne BbiCOKON
poctynHocTu. Ans paboThbl B pexume knactepa clickhouse TpebyeT Hannuue zookeper.

Zookeeper
3anycK oCyLecTBASETCS C MOMOLLbLO onepaTopa zookeeper-operator ot pravega.

BbINOMHMTL YyCTaHOBKY onepaTopa:

helm install zookeeper-operator offline/charts/zookeeper-operator-0.2.15.tgz \
--namespace zookeeper-operator --create-namespace \

--set image.repository=${registry_address}/pravega/zookeeper-operator \

--set hooks.image.repository=${registry_address}/lachlanevenson/k8s-kubectl

Ha Hopax, roe byaeT 3anyweH zookeeper co3aaTb KaTanoru 4is XpaHeHs AaHHbIX:

BHMMaHwMe! 3Ta onepauus BbINOHAETCSA He Ha cepBepe controlplane, a Ha cepBepe, rge bygeT

3anyueH zookeeper.

mkdir -p /storage/zookeeper

Cospgatb PV zookeeper:

zk_storage_size="5Gi"
host_path="/storage/zookeeper"

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: zookeeper-pv-w${server_number}
labels:
service: zookeeper
spec:
capacity:
storage: ${zk_storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
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nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- clickhouse-${server_number}
EOF
done

BMHOﬂHMTb3aHyCKZOOkeepEH
zk_storage_size="1Gi"

cat <<EOF | kubectl create -f -
apiVersion: '"zookeeper.pravega.io/vlbetal"
kind: "ZookeeperCluster"
metadata:

name: '"zookeeper!"

namespace: '"zookeeper-operator"

spec:
image:
repository: ${registry_address}/pravega/zookeeper
tag: 0.2.15

replicas: 3
persistence:

spec:
storageClassName: local-storage
resources:
requests:
storage: ${zk_storage_size}
EOF
Clickhouse

BbINno/fIHUTL YCTaHOBKY ornepaTopa:

helm install altinity-clickhouse-operator \
offline/charts/altinity-clickhouse-operator-0.21.3.tgz \
--namespace clickhouse-operator --create-namespace \
--set operator.image.repository=${registry_address}/altinity/clickhouse-operator \
--set metrics.enabled=false

Ha Hopax, roe 6yaet 3anyweH clickhouse co3gaTb kKaTanoru Ana XpaHeHus gaHHbIX

BHuMaHMe! 3Ta onepauus BbINMoNHSAETCS He Ha cepBepe controlplane, a Ha cepBepe, roe byaeT

3anyueH clickhouse.

mkdir -p /storage/clickhouse

Co3paThb storage-class (1 pv B ciiyyae ¢ hostPath Tk 3ToT csi driver He nogaepxuBaeT provisioning)

host_path="/storage/clickhouse"
ch_storage_size="30Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: local-storage
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provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: clickhouse-pv-w${server_number}
labels:
service: clickhouse
spec:
capacity:
storage: ${ch_storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- clickhouse-${server_number}
EOF
done

BHHOHHMTb3aHyCKKﬂaCTepa

BHuMaHMe! 3anoMHuTh Nnaposb clickhouse, gna nocnepytoulero HanosHeHus authfile.

ch_storage_size="5Gi"

clickhouse_password=$(openssl rand -base64 16)

clickhouse_password_hash=$(echo -n "${clickhouse_password}" | sha256sum | sed s/\ .x*x$//g)

echo save it: ${clickhouse_password}

cat <<EOF | kubectl create -f -
apiVersion: "clickhouse.altinity.com/v1"
kind: "ClickHouseInstallation"
metadata:
name: "mong-clickhouse"
namespace: clickhouse-operator
spec:
defaults:
templates:
dataVolumeClaimTemplate: default
podTemplate: clickhouse:23.3.8
configuration:
users:
admin/access_management: "1"

admin/password_sha256_hex: ${clickhouse_password_hash}

admin/profile: default

admin/quota: default

admin/networks/ip: "0.0.0.0/0"
settings:

logger/level: warning
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zookeeper:
nodes:
- host: zookeeper-client.zookeeper-operator
clusters:
- name: monqch
layout:
shardsCount: 1
replicasCount: 3
templates:
volumeClaimTemplates:
- name: default

spec:
storageClassName: local-storage
accessModes:
- ReadWriteOnce
resources:
requests:
storage: ${ch_storage_size}
selector:
matchLabels:
service: clickhouse
podTemplates:
- name: clickhouse:23.3.8
spec:

containers:
- name: clickhouse-pod
image: ${registry_address}/clickhouse/clickhouse-server:23.3.8
EOF

Knactep ocTtaeTtcsi paboTocnocobHbIM Npu ogHoin Hope ch n aByx zookeper.

BbIMOMHUTL NPOBEPKY:

1. CocTosiHWe 3anycKa KOHTENHepOB:

kubectl get po -n clickhouse-operator -w

2. Jlorv KOHTENHepOB Ha NpeaMeT OWNHOK:

kubectl logs -n clickhouse-operator -1 clickhouse.altinity.com/chi=mong-clickhouse

3. BO3MOMHOCTbHOAKHWHGHMRCaBTOpM3auMOHHHMMAaHHHMM.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"

kubectl exec -it -n ${mong_namespace} utils \
-- curl --get --data-urlencode "query=SELECT version()" \
-u admin:${clickhouse_password} clickhouse-mong-clickhouse.clickhouse-operator:8123

4. PacnpoCTpaHeHWe AaHHbIX B KiacTepe, YTeHue 1 3anucb. Co3gaTb TeCTOBYH Tabnuuy Ha
nepBOV PennKe 1 BbIMOMHUTb BCTABKY:

query="CREATE DATABASE test_replication ON CLUSTER monqgch;"
kubectl exec -it -n ${mong_namespace} utils \
-— curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-0.clickhouse-operator:8123
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query="CREATE TABLE test_replication.test ON CLUSTER monqch

(\"_id\" Int64, \ ' _date\' Date)

ENGINE = ReplicatedMergeTree('/clickhouse/tables/{shard}/test_replication/test',

"{replica}"')

PARTITION BY _date ORDER BY (_date)

SETTINGS enable_mixed_granularity_parts = 1, index_granularity = 8192;"

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-0.clickhouse-operator:8123

query="INSERT INTO test_replication.test (\ _id\', \ _date\') VALUES(1l, now());"
kubectl exec -it -n ${mong_namespace} utils \
-— curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-0.clickhouse-operator:8123

BbIMONMHUTB 3aNpoOC AaHHbIX C APYTrUX penmnk:

query="SELECT * FROM test_replication.test;"

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-1.clickhouse-operator:8123

kubectl exec -it -n ${mong_namespace} utils \

-— curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-2.clickhouse-operator:8123

YpanuTtb TeCTOBbIE AaHHbIE:

query="DROP DATABASE test_replication ON CLUSTER monqch;"

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -d "${query}" -u admin:${clickhouse_password} \
clickhouse-mong-clickhouse.clickhouse-operator:8123

kubectl delete pod -n ${mong_namespace} utils

[Ans HanonHeHus authfile BbICTaBUTb 3HaYEHUS:

clickhouse.host: ""c'lickhouse-mong-clickhouse.clickhouse-operator";
+ clickhouse.port: 8123;

« clickhouse.proto: "http";

« clickhouse.cluster: true;

+ clickhouse.cluster_name: "monqch";

« clickhouse.users.root_user.name: ""admin'’;

« clickhouse.users.root_user.password: ""<check ${clickhouse_password}>".

BHMMaHue! 3HayeHne BbileyKa3aHHbIX NMepPeMEeHHbIX 3aMofIHEHbl C YYETOM TEKyLLero
npumepa.
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NMpunoxeHue. HA Redis.

3anyck ¢ nomouwbto kubernetes operator redis-operator ot spotahome.. O6becneyeHne BbICOKON
[OCTYMHOCTMU.

BbINOMHUTL YyCTAaHOBKY onepaTopa:

helm install redis-operator offline/charts/redis-operator-3.2.8.tgz \
--namespace redis-operator --create-namespace \
--set image.repository=${registry_address}/spotahome/redis-operator

Ha Hopax, roe 6yaet 3anyuweH redis co3gaTb KaTanoru gas XxpaHeHUst BaHHbIX

BHMMaHMe! 3Ta onepauus BbINOJIHAETCS He Ha cepBepe controlplane, a Ha cepBepe, rge bygeT
3anyueH redis.

mkdir -p /storage/redis

Cosparthb storage-class v pv, Tak Kak csi driver hostPath He nogpepxwnBaeT provisioning.

BHMMaHue! O6paTuTb BHMMAHWE Ha MPUBS3KY PV K HOAE, yKasaHbl MMeHa CepBepoB U3

npumepa.

BHumaHue! B paHHOM npumepe co3gaHue PV BbINOIHAETCA B UMKIe, ANS TPeX CEPBEPOB.

host_path="/storage/redis"
storage_size="5Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: redis-pv-w${server_number}
labels:
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service: redis
spec:
capacity:
storage: ${storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- redis-${server_number}
EOF
done

Co3paTb CeKpeT C AaHHbIMK OANA aBTOPU3aunn:

redis_password=$(openssl rand -base64 16)
echo "save it: "${redis_password}

kubectl create secret generic mong-redis-auth \
-n redis-operator --from-literal=password="${redis_password}"

BHHOHHMTb3aHyCKKﬂaCTep&
storage_size="5Gi"

cat <<EOF | kubectl create -f -
apiVersion: databases.spotahome.com/v1
kind: RedisFailover
metadata:
name: mong-redis
namespace: redis-operator
spec:
auth:
secretPath: mong-redis-auth
sentinel:
image: ${registry_address}/redis:7.0.11
replicas: 3
redis:
image: ${registry_address}/redis:7.0.11
replicas: 3
storage:
keepAfterDeletion: true
persistentVolumeClaim:
metadata:

name: redisfailover-persistent-keep-data

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: S${storage_size}
selector:
matchLabels:
service: redis
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storageClassName: local-storage
EOF

O6HapyxeHue master redis ocyliecTBnsieTcs ¢ nomolpbto sentinel.
MopaKnYeHne BOSMOXHO TOMbKO 13 k8S TaK Kak CepBMC MacTepa He JOCTYNeH BHe KnacTepa.
Knactep octaeTcst paboToCnoCco6HbIM NPU ABYX PabOTOCMOCOOHbIX 3K3EMMNsIPaX.

BbINONHUTL NPOBEPKY:

1. CocTosiHMe 3anycKa KOHTENHepOB:

kubectl get po -n redis-operator

2. Jlorv KOHTENHepPOB Ha NpeaMEeT OLWNHOoK:

kubectl logs -n redis-operator -1 app.kubernetes.io/name=monqg-redis

3. BO3MOXHOCTb MOAKNOYEHNA C aBTOPU3ALMOHHbBIMU A@HHBIMW 1N pacrnpocTpaHeHne AaHHbIX B
Knacrepe:

3anucaTb 3HaYeHue:

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.0" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"

master=$(kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h rfs-mong-redis.redis-operator -p 26379 --raw -d ' -p ' \
SENTINEL get-master-addr-by-name mymaster)

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h ${master} -a "${redis_password}" \
SET replicationTest "Works"

anonHMTbnepeanqumernaﬁermnpquTaTb3Haqume

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h rfs-mong-redis.redis-operator -p 26379 \
SENTINEL FAILOVER mymaster

master=$ (kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h rfs-mong-redis.redis-operator -p 26379 --raw -d ' -p ' \
SENTINEL get-master-addr-by-name mymaster)

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h ${master} -a "${redis_password}" \
GET replicationTest

YpanuTtb TeCTOBbIE AaHHbIE:

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h ${master} -a "${redis_password}" \
DEL replicationTest

kubectl delete pod -n ${mong_namespace} utils

MDL 81



WHcTpyKuma no yctaHoBke Mong. Bepcus 8.0.0. 2024-11-21

[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

« redis.host: "rfs-monq-redis.redis-operator';

« redis.port: 26379;

+ redis.ssl: false

« redis.sentinel: true;

« redis.service_name: "mymaster'’;

« redis.users.root_user.password: ""<check ${redis_password}'">.

BHuMaHMe! 3HavyeHme BbllLUE€YKa3aHHbIX N€PEMEHHbIX 3alMO/IHEHbI C YHE€TOM TEKYLLETO NpuMepa.
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NMpunoxenue. HA VictoriaMetrics.

3anyck ¢ nomouwpto kubernetes operator victoria-metrics-operator.. ObecneyeHne BbICOKOWA

OOCTYNHOCTW.

MoxeT 6bITb 3anyuleH B ABYX peXXnmax:

+ npsiMoe obpalyeHne B vminsert n vmselect (B gaHHOM pexxume 3anpochbl Ha YTEHUE U
BCTaBKY LOJDKHbI OCYLLECTBAATHCS K PasHbIM XOCTaM, OTCYTCTBYET aBTOPU3aLMs, LOMKHbI
6bITb MCMOMb30BaHbl KNacTepHsble url);

« obpalleHMe K KOMMOHeHTaM 4epe3d vmauth (B gaHHOM cnyyae eCcTb BO3MOXHOCTb
YCTaHOBKW aBTOpM3aumu, obpalleHre OCyLLeCTBASETCS K OAHOMY XOCTY, HO MPUCYTCTBYeT
[OMOJTHUTENbHbINV y3en).

Oba pexuMa nogaepxmBatoTcs B mong. B nowaroBon MHCTPYKLUUN BydeT pacCMOTPEH PEXUM C

npsimbiM obpatgeHmemM k vminsertnvmselect.

BbINOMHUTL YCTAaHOBKY onepaTtopa:

helm install vmoperator offline/charts/victoria-metrics-operator-0.23.1.tgz \
-n victoria —--create-namespace \
--set image.repository=${registry_address}/victoriametrics/operator

Ha Hopax, roe 6yaet 3anyweHa victoriametrics co3gaTtb KaTtanoru a4is XxpaHeHus JaHHbIX

BHumaHMe! 3Ta onepauus BbINoJIHAETCS He Ha cepBepe controlplane, a Ha cepBepe, rae 6ygeT

3anyueHa victoriametrics.

mkdir -p /storage/victoriametrics

Co3paThb storage-class(u pv B ciyyae ¢ hostPath Tk aToT csi driver He nogaepxuBaeT provisioning):

BHuMaHune! O6paTnTb BHMMaHWE Ha MPUBS3KY PV K HOAE, YKa3aHbl MMEHa CEpBEPOB U3

npmnmMmepa, 3aMeHTb Ha CBOW.

host_path="/storage/victoriametrics"
storage_size="30Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: victoria-pv-w${server_number}
labels:
service: victoria
spec:
capacity:
storage: ${storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- victoria-${server_number}
EOF
done

3apaTb aBTOPM3ALMOHHbIE AaHHbIE NOJIb30BaTENSA

vm_user="monq"
vm_password=$ (openssl rand -base64 16)
echo "save it: "${vm_password}

cat <<EOF | kubectl create -f -
apiVersion: vl
kind: Secret
type: Opaque
metadata:
name: victoria-metrics-auth
namespace: victoria
data:
VM_AUTH_USER: $(echo -n $vm_user | base64)

VM_AUTH_PASSWORD: $(echo -n $vm_password | base64)

EOF

BbINONHUTL 3anycK KnacTepa:

storage_size="30Gi"

cat <<EOF | kubectl create -f -

apiVersion: operator.victoriametrics.com/vlbetal

kind: VMCluster
metadata:
name: monq
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namespace: victoria
spec:
retentionPeriod: "1"
replicationFactor: 3
clusterVersion: v1.91.3-cluster
vmstorage:
image:
repository: ${registry_address}/victoriametrics/vmstorage
replicaCount: 3
storageDataPath: "/vm-data"
affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: "app.kubernetes.io/name"
operator: In
values:
- "vmstorage"
topologyKey: "kubernetes.io/hostname"
storage:
volumeClaimTemplate:
spec:
storageClassName: local-storage
selector:
matchLabels:
service: victoria
resources:
requests:
storage: ${storage_size}
resources:
Timits:
cpu: myn
memory: 2048Mi
vmselect:
image:
repository: ${registry_address}/victoriametrics/vmselect
extraArgs:
httpAuth.username: "%{VM_AUTH_USER}"
httpAuth.password: "%{VM_AUTH_PASSWORD}"
extraEnvs:
- name: VM_AUTH_USER
valueFrom:
secretKeyRef:
name: victoria-metrics-auth
key: VM_AUTH_USER
- name: VM_AUTH_PASSWORD
valueFrom:
secretKeyRef:
name: victoria-metrics-auth
key: VM_AUTH_PASSWORD
replicaCount: 2
cacheMountPath: "/select-cache"
affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: "app.kubernetes.io/name"
operator: In
values:
- "vmselect"
topologyKey: '"kubernetes.io/hostname"

vminsert:
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image:

repository: ${registry_address}/victoriametrics/vminsert

extraArgs:
httpAuth.username: "%{VM_AUTH_USER}"
httpAuth.password: "%{VM_AUTH_PASSWORD}"
extraEnvs:
- name: VM_AUTH_USER
valueFrom:
secretKeyRef:
name: victoria-metrics-auth
key: VM_AUTH_USER
- name: VM_AUTH_PASSWORD
valueFrom:
secretKeyRef:
name: victoria-metrics-auth
key: VM_AUTH_PASSWORD
replicaCount: 2
affinity:
podAntiAffinity:

requiredDuringSchedulingIgnoredDuringExecution:

- labelSelector:

matchExpressions:

- key: "app.kubernetes.io/name"
operator: In
values:
- "vminsert"

topologyKey: "kubernetes.io/hostname"
EOF

BbypeTt co3pgaHo no pBa 3k3emnaspa vminsert, vmselect

M Tpu vmstorage. Bce KOMMOHEHTHI

He3aBMCKMbI, NMPU BCTaBKe Ha Ntoboi U3 vminsert NPoMCXOAMT 3anncCb B KaKabll GOCTYMHbIN

vmstorage.

Ansa obecnevyeHNss KOHCMCTEHTHOCTYM AaHHbIX HeobxoAMMO BKAtoYaThb replicationFactor=N, koTopbiit

3acTaBnsieT vminsert npons3soAnTb BCTaBKYy MUHMMYM Ha N 3k3emnnapos vmstorage. [pu 3Tom

KOJIMYECTBO 3K3eMMNASPOB vmstrorage AO/MKHO 6bITb >=N+1, TaKMM 06pa3oM KnacTep OCTaHETCS B

paboTe npu N fOCTYNHbIX 3K3emMnaspax vmsStorage.

Mocne 3anycka 6yayT co3gaHbl CepBUCHI A8 0bpaLleHmns K vminsert n vmselect.

Mpn Heobx0AMMOCTM AOCTYMNA U3BHE UX MOXHO ONybnKoBaTb Yepes ingress nnu loadBalancer.

BbINoMIHNUTL NpOBeEpKY:

1. CocTosiHMe 3anycKa KOHTENHEPOB:

kubectl get po -n victoria

2. Jlorv KOHTeNHepoB Ha NpeaMeT OLWnbOoK:

kubectl logs -n victoria -1 app.kubernetes.io/instance=monq

3. BO3MOXHOCTb MOAKIOYEHNS U PAaCcMpPOCTPaHEHME JaHHbIX B KnacTepe. BbINOAHUTbL 3anunch

OaHHbIX:

kubectl run utils -n ${mong_namespace} \
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--image="${registry_address}/utils:3.0" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"

kubectl exec -it -n ${mong_namespace} utils \
-- curl -d '"metric_name{foo="bar"} 123' -u S${vm_user}:${vm_password} \
-X POST vminsert-monqg.victoria:8480/insert/0/prometheus/api/vl/import/prometheus -v

MpoBepuTb KoN-BO datapoints 3anncaHHbIX B Kaxablii vmstorage:

vmstorage_ips=$(kubectl get po -n victoria -1 app.kubernetes.io/name=vmstorage \
-o=jsonpath="'{.items[*].status.podIP}")
for vmstorage_ip in ${vmstorage_ips}; do
curl -s ${vmstorage_ip}:8482/metrics | grep 'vm_rows_added_to_storage_total'
done

BbINOAHWUTL 3aNpockl Ha YTeHWe ¢ vmselect:

kubectl delete pod -n ${mong_namespace} utils

Ans HanonHeHus authfile BbICTaBUTb 3HaYEHUS:

« victoriametrics.cluster: true;

« victoriametrics.cluster_account: "0";

« victoriametrics.auth_type: "BasicAuth";

« victoriametrics.cluster_insert.host: "vminsert-monqg.victoria';
« victoriametrics.cluster_insert.port: 8480;

« victoriametrics.cluster_insert.proto: "http";

« victoriametrics.cluster_select.host: "vmselect-mong.victoria';
« victoriametrics.cluster_select.port: 8481,

« victoriametrics.cluster_select.proto: "http";

« victoriametrics.users.root_user.name: "<check ${vm_user}'">;

« victoriametrics.users.root_user.password: "<check ${vm_password}">.

BHUMaHMne! 3HayeHMe BblleyKa3aHHbIX NePeMeHHbIX 3aMOfIHEHbI C YYETOM TeKyLLero

npumepa.
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NMpunoxxeHune. Managed services.

B aHHOM NPUTOXKEHUMN OTPAXKEH CMUCOK TpeboBaHWIA A5 UCMONb30BaHUS BHELIHWUX CEPBUCOB /15
mong.

Kubernetes

[MpoBepuTb BOSMOXHOCTb:

« CO3JaHUs pone;

*+ CO3[aHMNSA CEPBUCHbIX aKKAYHTOB;

« Ha3HayeHue PO/ CEPBUCHOMY aKKayHTY;

+ 3anycK MaHUGecToB B paMKax namespace;

o Ha/IN4Me UAN BO3MOXHOCTb MOAK/IOYEHUS B KNACTEP MOCTOSIHHBbIX XPaHUMULL B pexume
readWriteMany.

Ecnn npepocTaBneHHOe B KayecTBe CepBUCA PelleHMe YAOB/IEeTBOPSIET BbllUeyKa3aHHbIM
TpeboBaHUSAM, MOXXHO MepenTn K HaCTPONKe KnacTepa C noc/iegyrowmm HanonHeHnem authfile, B
NPOTUBHOM C/lyyae cnepyeT Bocnonb3oBaTbes ”"SelfHosted” pewernem.

PostgreSQL

Cn1COK N3BECTHbIX OFrPaHNYeHN:
+ Yandex Managed Service for PostgreSQL He nogaep>xmBaeT co3gaHue posieit ¢ nomolybio SQL.
MpoBepuTb BO3MOXHOCTb:

+ Co3paHus nonb3oBaTenel M Ha3HavyeHWe poneli 3TumM nonb3osatensam: CREATEDB, CREATEROLE
yepes SQL 3anpocsl Kk B/. B gaHHOM cnyyae ykaszaH MUHUMasbHbIM Habop npaBs, Tpebyembiin
ANs YCTaHOBKW. B KOMMNIEKTe CO CLeHapueM YyCTaHOBKM €CTb BO3MOXHOCTb 04MCTKM CMO oT
obbekToB Mongq (64, nonb3oBatenu utn). Ans ero pabotel TpebyeTtcs pons SUPERUSER, 6e3
Heé oumncTka B/l oT Nonb3oBaTenen n ponen CamMoCTOSITENIbHO HE BO3MOXHa, NoTpebyeTcs
NpVBNEeKaTb aAVIMUHUCTPATOPOB;
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+ MopgkntoueHus k nopty CYB[, ¢ pabounx Hog,.

Ecnu npepocTaBneHHOe B KAYeCTBe CEPBUCA PelleHMEe YAOBJIETBOPSIET BbllUeyKa3aHHbIM
TpeboBaHUSAM, MOXXHO NePENnTU K HanosiHeHuto authfile, B npoTMBHOM cnyvae cnegyeT BOCNOb30BaThCS
"SelfHosted” peweHunem.

RabbitMQ

BbINOMHUTL NPOBEPKU:

« MpoBepuTb 4OCTYNHOCTb 3k3emnaspa CMNO no 3agaHHOMY MOPTY;

« MpoBeEpPUTb BO3MOXHOCTb ABTOPM3aLMX U BbIMOMHEHUSI OCHOBHbIX Onepauuii: “co3gaHue
noJsib3oBaTens ¢ ponbto Administrator, cozgaHue oyepeaein”;

 MopgkntoyeHus k nopty RabbitMQ ¢ paboynx Hog.

Ecnv npepocTaBneHHOe B KayecTBe CepBMCA pelieHMe YAOBNETBOPSIET BblleyKa3aHHbIM
TpeboBaHMSIM, MOXXHO NeperTU K HanosHeHuto authfile, B NpoTUBHOM ciy4ae cnegyeT BOCNO/1b30BaTbCS
”SelfHosted” pelweHuewm.

ArangoDB

HPOBepI/ITb BO3MOXHOCTb:

« Co3paHus nonb3oBaTesen c ypoHeM npaB Administrative gns 6g _system;
+ MopkntoyeHus k nopty CYB[, ¢ pabounx Hog,

Ecnu npepocTaBneHHOE B KAyeCcTBe CEPBUCA PeLlleHMEe YAOB/IETBOPSIET BbllUeyKa3aHHbIM
TpeboBaHUsAM, MOXHO NepenTU K HanosiHeHuto authfile, B npoTMBHOM cnydae cnegyeT BOCNONb30BaTbCA
"SelfHosted” peweHunem.

Clickhouse

Clickhouse kak cepsuc.

MpoBepuTb BO3MOXHOCTb CO3faHUS poJieil, Npodunsiein, KBOT 1 MOJIb30BaTeNleN CO CefyLWnmMm
napameTpamu:

+ Ha3HavyeHuve nonb3oBaTento NpaB access_management;

« Ha3HayveHwue npas gns ponu: SELECT ,INSERT,ALTER,CREATE TABLE,CREATE VIEW
,CREATE DICTIONARY, CREATE TEMPORARY TABLE, DROP TABLE,DROP VIEW,
DROP, TRUNCATE ,OPTIMIZE,SHOW,KILL QUERY;
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+ HasHauyeHune orpaHuyeHuniiHa ponb: max_memory_usage_for_user, max_memory_usage_for_all
, max_execution_time, timeout_before_checking_execution_speed;
« Co3paHue KBOTbl U Ha3HavyeHUsl e€ Ha ponb: FOR INTERVAL 60 MINUTE MAX queries
0, errors 0, result_rows 0, read_rows 0, execution_time 0;
« Co3paHuve nosib3oBaTeNiei U Ha3HaYeHUe PO C BblLeYKAa3aHHbIMU NapaMeTpamu,;
+ MpoBepuTb BO3MOXHOCTb NofkatoyeHms k nopTy CYB/ ¢ pabouunx Hog,

Ecnu npepocTaBneHHOe B KAYeCTBe CEPBUCA PeLleHMEe YAOB/IETBOPSIET BbllUeyKa3aHHbIM
TpeboBaHUsAM, MOXHO NepPenTU K HanosiHeHuto authfile, B npoTMBHOM cnyvae cnegyeT BOCNONb30BaTbCA
"SelfHosted” peweHunem.

Redis

BbINONHUTbL NPpOBEpKU:

« [poBepuTb gocTynHOCTb 3k3emnaspa CMO no 3agaHHOMY NOpPTY. [1poOBEPUTL BO3MOXHOCTb
aBTOPM3aLUN U BbINOMHEHMS OCHOBHbIX KOMaHf;

« HA-Cluster. MpoeepuTb goctynHocTb Sentinel, ybegntbcs 4yto Sentinel oTpaet cnucok
3K3eMNaspoB c ponsimu master, slave. MpoBepnTL BO3MOXHOCTb NOAK/IKOYEHUS K IK3eMMNIsipam
redis;

+ MopkntoyeHus k nopty Redis n Sentinel, ecnu ncnonbsyetcs, c pabounx Hog,.

Ecnn npepoctaBneHHOoe B KayecTBe CepBMCA pelleHVe YAOBMETBOPSIET BbllleyKa3aHHbIM
TpeboBaHUsIM, MOXXHO NepeilTy K HanonHeHuto authfile, B npoTMBHOM cyyae cnepyeT BOCNonb30BaThCs
”SelfHosted” pelweHuewm.

Victoria metrics

I'IposepvlTb BO3MOXHOCTb:

+ 3anucu n yTeHus B 64;

+ MopgkntoueHus k nopty CYB[ ¢ pabounx Hop, VictoriaMetrics, 3anyweHHas B pexnume HA moxeT
MMeTb fBe KOHUrypauum ¢ OTAeNbHbIMYU TOYKaMU Ha 3anuck YTeHue (select u insert) unm 3a
eauHbIM banaHcmpoBwMkoM (vmauth). Bo Bcex cnyvasx cnegyet y6eamTbCcs B 4OCTYMHOCTY
NHTEpPdENCOB 1 BO3IMOXHOCTU 3aNNCK YTEHUS.

Ecnn npepocTaBneHHoe B KayecTBe CepBMCa pelleHVe YAOBMETBOPSIET BbllleyKa3aHHbIM
TpeboBaHUsM, MOXXHO NepeiTn K HanonHeHuto authfile, B npoTMBHOM cyyae cnegyeT BOCNonb30BaThCs
”SelfHosted” pelieHunem.
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MpunoxxeHue. Onucanme Tunosoro helm chart.

B LenaxynpoLlieHuns 3anycka n yHudurkaLmmm onepawmnin npoLecc 3anycka CMCTEMHOIO MPOrpaMMHOro
obecneyeHuns peannsoBaH c nomolybto helm.

MprMep ycTaHOBKM postgres ¢ MoMoLLbio YapTa:

registry_address="< agpec peno3utopus KOHTEWHEPOB, €CNU UCMONb3YyeTCH Pa3BepHYTHN MO AAHHON
WHCTpyKuun, 10 http://registry.in.monqg.local:5000 >"
infra_namespace="1infra"

helm install postgresql offline/charts/postgresql-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace \

--set application.image.registry=${registry_address} \

--set application.ssl.enable=false

Cnuncok Hanbonee BaXKHbIX apryMeHTOB:

--set application.image.registry=${registry_address} - BbINONHUTb YCTAHOBKY M3 NIOKaNbHOIO
registry;

--set application.ssl.enable=false - BkAto4nTh Ssl B nprnoxeHuu;

--set application.ssl.generateCert=false - creHeprpoBaTb HOBbIN cepTUdMKaT c nomolLybio CA 3
application.ssl.ca.secret;

--set application.ssl.cert.secret.name - uma cekpeTa cogepxawero ceptTudmKaT, KIY U
KOPHEeBOW cepTndurKarT;

--set application.ssl.cert.secret.certName - kntoy cogepxxawuin cepTndukar;

--set application.ssl.cert.secret.keyName - kntoy cogepaLlunin NpUBaTHbINA KHOY;

--set application.ssl.ca.secret.name=mong-ca - M5 cekpeTa cofepraLlero cyuecTaytowmin CA
cepTmduKar;

--set application.ssl.ca.secret.namespace=production - namespace cekpeTa;

--set application.ssl.ca.secret.certName=mong.ca.crt.pem - K14 C OTKPbITOM YacTbio
cepTuduKara;

--set application.ssl.ca.secret.keyName=mong.ca.key.pem - K4 C 3aKpbITOMA YacTbio
cepTndurKaTta;

--set volume.localVolume.enable=true - npu 3anycke NpuIOXKeHUS CO3[aTb JIOKaNIbHOE
XpaHWAMLLE, K KOTOPOMY B MOCAEACTBUMN ByaeT MPUMOHTUPOBAH PVC;

--set monitoring.enable=false - 3anycTuTb KOMNOHEHTHI 415 COOPa METPUK C MPUIOKEHNS.
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Cnncok Bcex BO3MOXHbIX nepeMeHHbIX MOXHO NOJTY4YUTb KOMaH,D,OI\;II

helm show values offline/charts/postgresql-1.0.1.tgz

Ecnu nnaHnpyeTcs Ucnonb3oBaTh SSL, TO HYXKHO y4YecTb Cneayrolwme MOMEHTbI NMPU HAMOHEHWN
authfile v npoBegeHUn NpoBepokK:

« B consul meHsieTcst nopT ¢ 8500 Ha 8501 1 NPOTOKO/ COOTBETCTBEHHO;

B clickhouse meHsieTca nopT ¢ 8123 Ha 8443 1 NPOTOKON COOTBETCTBEHHO;

B rabbitmq meHstoTCs NopThl: € 5672, 15672 Ha 5671 1 15671 1 NPOTOKON COOTBETCTBEHHO;
« /1 OCTajibHbIX MPOrpamMM MeHSIeTCS MPOTOKOJ/, CM COOTBETCTBYHOLLME 3HAYEHUS KITHOYEN B
authfile.
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MpunoxeHune. YCTaHOBKA BHYTPU KNlacTepa
kubernetes.

Ecnm komnoHeHTbl CMO AoOCTyMHbI TONbKO M3HYTpU KnacTepa kubernetes, Hanpumep npwu
pa3BepTbiBaHUM onepaTopamu, TO YCTaHOBKa JO/MKHA 6biTb 3anyLeHa BHYTPY Cpefbl, 3 KOTOPOiA

€CTb JOCTYN Ko BceM KomnoHeHTam C[10.

ITO He COBCEM CTAHAAPTHBIN CLEEHAPUIA 1 €r0 MOXKHO BbINONHUTL Ciegyowmm obpa3om: 3anycTuTb
pod C yCTaHOBLUMKOM BHYTpU KacTepa:

mong_namespace="production"
registry_address='"< agpec peno3nTopus KOHTEWHEPOB, €C/W WUCNONb3yeTCs pPa3BEepHYTbHN MO AaHHOU
WHCTPYKUUK, TOo registry.in.monqg.local:5000 >"

cat <<EOF | kubectl create -f -
apiVersion: vl
kind: Pod
metadata:
name: ‘installer
namespace: ${monqg_namespace}
labels:
app: installer
spec:
containers:
- name: tinstaller
image: ${registry_address}/installer:8.0.0
command: [ "/bin/bash", "-c", "--" ]
args: [ "trap : TERM INT; sleep infinity & wait" ]
resources:
Timits:
cpu: 500m
memory: 1024Mi
requests:
cpu: 25m
memory: 128Mi
imagePullSecrets:
- name: regsecret-monq
EOF

CKonMMpoBaTb BHYTPb KOHTeNHepa haiifl C aBTOPU3aLMOHHBIMU JaHHbIMK:

kubectl exec -n ${monq_namespace} -ti installer -- mkdir -p /opt/monq/
kubectl -n ${mong_namespace} cp /tmp/system_auth.json installer:/opt/monqg/

3anycTuTb YCTaHOBKY:

global_domain="pomMeHHOE< uMsi ycTaHoBKMW>"
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kubectl exec -n ${mong_namespace} -ti installer -- ansible-playbook \
-e "global_domain="'${global_domain}'" mong/mong.yaml

nOCMOTpeTbOMM6KM,eCﬂMTaKOBMGBO3HMKﬂW

kubectl exec -n ${mong_namespace} -ti installer -- cat /opt/mong/errors.json

CkonupoBaTb apTedaKTbl Ha IOKaNIbHYIO MalUWHY:

kubectl -n ${mong_namespace} cp installer:/opt/mong /tmp/mong

Mocne oKOHYaHWA YCTaHOBKM yaanuTb pod:

kubectl delete po -n ${monqg_namespace} installer

Mocne yCTaHOBKM CUCTEMa roToBa K WCMONb30BaHMIO, MHTepdeinc goctyneH no appecy ${

global_domain}.

ABTOpM3auMOHHHeAaHHbE[K}yMOﬂanMDZ

« noruH: admin@s${global_domain}
« naponb: mong_admin
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NMpunoxxeHne. CNUCOK N3MEeHSAEMbIX NepeMeHHbIX
CLLeHapu1A YCTAaHOBLUUKA.

B 60/1bLUMHCTBE C/ly4aeB U3MEHSIeTCS TOIbKO NepeMeHHas global_domain, HoO MOryT BO3HUKHYTb
CUTyaLmu, Koraa TpebyeTcs [OMNOMHUTENbHAS HAaCTPOKa YCTAaHOBKMN.

+ global_domain - gpoMeHHOE NMs YCTaHOBKU, 06513aTeNlbHasi K Ha3HAYeHW10;

+ api_domain - goMeH ans BHyTpeHHero api, no ymonyanuto: api.{{ global_domain }};

« registry_domain - foMeH gns peecTpa MUKpPOCEPBUCOB, N0 yMon4YaHuw: registry.api.{{

global_domain }3};

« modules - cnncok Mogynen ans yCTaHOBKM, Mo yMonyaHuto: registry,pl,cl, fm,sm,mcs
,plugins;

« prechecks - ¢nar 3anycka npegBapuTe/ibHbIX MPOBEPOK, MO yMOIHaHuo: true;

« mong_namespace - kubernetes namespace B KoTopblii byaeT npov3BefeHa ycTaHOBKa Mong,
no ymonyaHuo: production;

« pvc_name - umsi pvc B namespace {{ mong_namespace }}, koTopbiin 6yfeT MCnosib30BaTh
MUKpocepBUcbl Mong, No ymMofiYaHuio: pvc-mong;

« files_dir - kaTanor c reHepupyembiMu chaniamu, no ymonyaHut: /opt/mong;

+ system_auth_file - ums danna B nanke {{ files_dir }} ¢ koToporo 6ygyT cumTaHbl y4yeTHble
[AHHble A5 MOAKIIOYEHNS K CEpBUCaM, Mo yMon4YaHuw: system_auth. json;

« node_selector - node selector gnsa 3anycka deployment Monq, faHHasi nepemMeHHasi 3agaeTcs
OTAENbHO OT OCTasbHbIX NEPEMEHHbIX AOMONHUTENbHbIM apryMeHTOM —€e, 1 0653aTenbHO B
L,BOVHbBIX KaBblYKax, no ymonyanuto: "{\"node_selector\":{\"foo\":\"bar\"}}"

« ingress_class - ingress class, no ymonyaHuto: nginx;

« defaultLocale - nokanb no ymonyaHuo, o ymonyaHuw: ru-RU;

« admin_password - naposb nonb3osatens admin@{{ global_domain }} B8 Monq, no ymonuaHuto:
monq_admin;

+ create_registry_secret - ¢nar co3gaHus cekpeta.dockerconfig B namespace {{ mong_namespace
1, no ymonyanutio: true;

« generate_self_signed_cert - nar reHepaunu camonognucHeix ceptudurkaToB ans Mong, no
ymon4yaHuto: true;
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« registry_secret_name - nms cekpeta .dockerconfig B namespace {{ mongq_namespace }}, no
yMofYaHuio: regsecret-mong;

+ create_management_users - ¢nar co3gaHns management nonb3osarteniei, No yMoNYaHUIO:
true;

« no_log - cnar oTKAOYaWOWMIA paclIMpPEHHOe NOrMpoBaHMe BO BpeMSi YCTAHOBKW, MO
ymonyanuto: false.
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NMpunoxeHne. CNUCOK UCNOJIb3yeMbIX NOPTOB U

NPOTOKOJIOB.
be3 HA

SRC DST

All Servers Ntp server

All Servers DNS server

All k8s nodes K8s Control plane

K8s Control plane
All k8s nodes

All k8s nodes

All k8s nodes

All k8s nodes

All k8s nodes

All Servers

K8s worker

K8s worker
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC

All k8s nodes
All k8s nodes
All k8s nodes
All k8s nodes
All k8s nodes
DB Server
K8s worker
DB Server
DB Server
DB Server
K8s worker
DB Server
DB Server
DB Server
DB Server
DB Server

Proto Port
ubpP 123

UbP 53

TCP 6443
TCP 10250
UDP 8472
TCP 4240
ICMP

UDP 8285
TCP 5000
TCP 80,443
TCP 111,2049
UDP  111,2049
TCP 8500
TCP 80,443
TCP 5432
TCP 8123
TCP 8529
TCP 8428
TCP 6379
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Description

CUHXPOHU3aLMS BPEMEHMN HA XOCTaxX
PaspelueHne gOMEHHbIX UMEH Ha XOCTax
Kubernetes API server

Kubelet API

Cilium/Flannel VXLAN overlay

Cilium health checks

Cilium health checks

Flannel

container registry
ingress-nginx-controller

NFS PV

NFS PV

Consul HTTP Api
ingress-nginx-controller

Postgresql

Clickhouse HTTP interface
ArangoDB HTTP Api

Victoria metrics HTTP Api

Redis
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SRC DST Proto Port Description

Administrator PC DB Server TCP 15672 RabbitMQ HTTP Api

Administrator PC K8s Control plane TCP 6443 Kubernetes APl server

CHA

SRC DST Proto Port Description

All Servers Ntp server UbP 123 CMHXpOHM3aUMa BpeMEHN Ha XOCTax
All Servers DNS server UbP 53 Pa3pelueHne fOMEHHbIX UMEH Ha XOCTax
All k8s nodes K8s Control plane TCP 6443 Kubernetes APl server

All k8s nodes K8s Control planeVIP TCP 6443 Kubernetes APl server

K8s Control plane  K8s Control plane TCP  2379-2380 Etcd server client API

K8s Control plane  All k8s nodes TCP 10250 Kubelet API

All k8s nodes All k8s nodes UDP 8472 Cilium/Flannel VXLAN overlay
All k8s nodes All k8s nodes TCP 4240 Cilium health checks

All k8s nodes All k8s nodes ICMP Cilium health checks

All k8s nodes All k8s nodes UDP 8285 Flannel

All k8s nodes DB Server TCP 5000 container registry

All Servers K8s worker TCP 80,443 ingress-nginx-controller

All Servers Ingress VIP TCP 80,443 ingress-nginx-controller

K8s worker DB Server TCP 111,2049 NFS PV

K8s worker DB Server UDP  111,2049 NFS PV

Administrator PC DB Server TCP 8500 Consul HTTP Api
Administrator PC ~ K8s worker TCP 80,443 ingress-nginx-controller
Administrator PC DB Server TCP 5432 Postgresql

Administrator PC DB Server TCP 8123 Clickhouse HTTP interface
Administrator PC DB Server TCP 8529 ArangoDB HTTP Api
Administrator PC DB Server TCP 8480 VM insert HTTP Api
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SRC

Administrator PC
Administrator PC
Administrator PC
Administrator PC

Mpu 3anycke CYB/] BHe k8s(pononHUTeNbHO):

SRC

K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC

Administrator PC

DST Proto Port

DB Server TCP 8481
DB Server TCP 6379
DB Server TCP 15672
K8s Control plane TCP 6443
DST Proto
Postgresql Server TCP
Clickhouse Server TCP
Arangodb Server TCP
VictoriaMetrics Standalone Server TCP
VM Insert Server TCP
VM Select Server TCP
Redis Server TCP
Redis Sentinel Server TCP
Rabbitmq Server TCP
Rabbitmq Server TCP
Postgresql Server TCP
Clickhouse Server TCP
Arangodb Server TCP
VictoriaMetrics Standalone Server TCP
VM Insert Server TCP
VM Select Server TCP
Redis Server TCP
Redis Sentinel Server TCP
Rabbitmq Server TCP

Description

VM Select HTTP Api

Redis

RabbitMQ HTTP Api

Kubernetes API server

Port

5432
8123
8529
8428
8480
8481
6379
26379
15672
5672
5432
8123
8529
8428
8480
8481
6379
26379
15672

Description

Postgresql

Clickhouse HTTP interface
ArangoDB HTTP Api
Victoria metrics HTTP Api
VM insert HTTP Api

VM select HTTP Api

Redis

Redis Sentinel

RabbitMQ HTTP Api
RabbitMQ AMQP
Postgresql

Clickhouse HTTP interface
ArangoDB HTTP Api
Victoria metrics HTTP Api
VM insert HTTP Api

VM select HTTP Api

Redis

Redis Sentinel

RabbitMQ HTTP Api
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SRC DST Proto Port Description

Administrator PC  Rabbitmq Server TCP 5672  RabbitMQ AMQP
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NMpunoxeHnue. KnacrepHoin DNS.

B cny4yae OTCYTCTBMS BO3MOXHOCTU KOHUrypaLmm BHelwHero dns cepBepa /s pa3peLleHus
HeobxoanMbix DNS rMeH nMeeTcsl BO3MOXHOCTb HacTPOMKN BHyTpuKnactepHoro DNS cepBepa -
coredns.

BHMMaHMe! BHeceHe u3MeHeH I B KOHdUrypauuto coredns MOXeT MoB/ieYb 3a CO60 ONOKM
npv o6HoBMeHUN kubernetes. Mo3ToMy HEOBXOAUMO YYNTbIBAaTb BHECEHHbIE U3MEHEHMS NPK
obHoBneHun kubernetes Mbl He peKOMeHOyeM WCMO/b30BaTb AAHHbIA MOAXOM, OAHAKO B

HEKOTOPbIX C/Ty4asaX OH MOXET 6bITb eANHCTBEHHDbIM.

PaspelleHre peannsoBaHO C YYeTOM pa3BepTbiBaHUS COMMACHO MOLIArOBON WMHCTPYKUWUK, BCe
KOMMOHEHTbI pa3BepHyTbl B kubernetes. Mpu ncnonb3oBaHWM NHON KOHMUIypaLUuUK pasMeLLeHns
KomnoHeHToB CMO, HeO6X0AMMO BHECTU COOTBETCBYHOLME N3MeHeHNs. MoaaepXuBaembie onuun
KOHdUrypauum onmcanbl B ouLansHom oKyMeHTaumum coredns.

BHumaHume! Ecnu pa3eepTbiBaHMe komnoHeHToB CIMNO npounsBoamnTcsa B kubernetes ¢ nomouybto
OonepaTopoB, TO B KayeCTBe TOYEK MOAK/II0YEHNS YKa3biBAOTCS COOTBETCTBYHOLLME CEPBUCDHI

kubernetes.

Co3pgaTb configmap coredns—custom:

infra_domain="1in.monq.local"
infra_namespace="1infra"

k8s_api_ip="<1ip address kubernetes api server>"
global_domain="<monq domain name>"
svc_domain="${infra_namespace}.svc.cluster.local"

cat <<EOF | kubectl create -f -
apiVersion: v1
kind: ConfigMap
metadata:
name: coredns-custom
namespace: kube-system
data:
mong.server: |
${infra_domain}:53 {
file /etc/coredns/custom/${infra_domain}.db
kubernetes cluster.local {
noendpoints
namespaces default ${infra_namespace}

}
cache 30
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}
${global_domain}:53 {

file /etc/coredns/custom/${global_domain}.db

kubernetes cluster.local {
noendpoints
namespaces default ${infra_name
}
cache 30

}
${infra_domain}.db: |
${infra_domain}. IN SOA nsl.${infra_domain}. info.${infra_domain}. (

2023052200 7200 3600 1209600 3600)

${infra_domain}. IN
555 apps 355

arangodb.${infra_domain}. IN
clickhouse.${infra_domain}. IN
postgresql.s{infra_domain}. IN
rabbitmg.${infra_domain}. IN
redis.s${infra_domain}. IN
consul.S${infra_domain}. IN
victoriametrics.${infra_domain}. IN
registry.${infra_domain}. IN
k8s-api.${infra_domain}. IN

${global_domain}.db: |
${global_domain}. 1IN SOA nsl.${global_domain}. info.${global_domain}.

EOF

2023052200 7200 3600 1209600 3600)
${global_domain}. IN N

555 apps ;55

space}

NS

CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
CNAME
A

S

nsl.${infra_domain}.

arangodb.${svc_domain}.
clickhouse.${svc_domain}.
postgresql.${svc_domain}.
rabbitmqg.${svc_domain}.
redis.${svc_domain}.
consul.${svc_domain}.
victoriametrics.${svc_domain}.
registry.s${svc_domain}.
${k8s_api_ip}

nsl.${global_domain}.

(

${global_domain}. IN CNAME dingress-nginx-controller.ingress-nginx.svc.cluster.local.

555 CNAME ;355
api.${global_domain}. IN C
x.api.${global_domain}. IN C

NAME
NAME

${global_domain}.
${global_domain}.

[ob6aButb coredns-custom B 0OCHOBHY KOHGUMrypauuio coredns:

kubectl get cm -n kube-system coredns -o=jsonpath='{.data.Corefile}' > Corefile

echo "import /etc/coredns/custom/x.server" >> Corefile
kubectl create cm -n kube-system coredns --from-file=./Corefile -o yaml --dry-run=client \
| kubectl replace -f -
kubectl get deploy -n kube-system coredns -o json \
| jg '.spec.template.spec.volumes |= .
"name" :"coredns-custom", "optional":true},"name":"custom-config-volume"}]' \
| jg '.spec.template.spec.containers[0].volumeMounts |= .

+ [{"mountPath":"/etc/coredns/custom",
"name" :"custom-config-volume","readOnly":true}]"' \
| kubectl replace -f -
kubectl rollout restart -n kube-system deploy coredns

+ [{"co

nfigMap":{"defaultMode":420,
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NMpunoxeHune. Cob6cTBeHHbIe cepTudmnkKatbl SSL.

Cnu1coK nepemMeHHbIX, UCMOJIb3YeMbIX MO TEKCTY:

${global_domain} - ocHOBHOE JOMEHHOE UMS PAa3BEPTHIBAEMOTO MPUIOXKEHNS

${infra_domain} - dns3oHa ans MHGpPaCTPyKTYpPHbIX KOMNOHEHTOB

${mong_namespace} - kubernetes namespace g 3anycka mong

${infra_namespace} - kubernetes namespace pns 3anycka WHQPACTPYKTYPHbIX
KOMMOHEHTOB

« ${ca_cert_name} - uma daiina ceptudunkara CA

« ${ca_key_name} - umsa dainna kntoya ceptudmkaTta CA

[laHHbIV pa3gen onucbiBaeT cieaytolme CMTyauum:

Co6cTBeHHbIN CA, reHepauus cepT¢UKaToOB B yCTAaHOBLLUKE

B Hanuumm Tonbko cobcTBeHHbIM CA cepTudUKaT, B COCTaBe OTKPLITOrO M 3aKPbLITOrO Kitoua.
[JaHHbIM CA fomKHbI 6bITb MOAMNMNCaHbI CEPTUPUKATbI 415 OPraHU3aL MK 3aLULLEHHOTO B3aUMOAENCTBUS
mMexgy komnoHeHTamu MMO n CMO, KNeHToOM U NHTepdencoMm mong, a Tak e BHyTpeHHero API
Npv MEXMUKPOCEPBMCHOM B3aVMOAENCTBUN.

CepTudukatol pgns container registry u HenocpepacTBeHHO Mong 6yayT CreHepupoBaHbl K
noanucaHbl BPYYHYto € moMolbto openssl, a ceptudnkatol gns CMNO BbinyckatoTcs npu gennoe helm
chart.

Mpepnonaraetcsi, 4to CA cepTndUKaTbl pa3MeLLeHbl B KaTanore certs:

mkdir -p certs
cp ${ca_cert_name} ${ca_key_name} certs/

ﬂ'06aBI/ITb CepTI/Id)I/IKaT B CMNCOK OOBEPEHHbIX Ha XOCTEe, AaHHYK onepauynto HY>XHO BbINO/IHUTb Ha
BCEX cepBepax:

mkdir -p /usr/share/ca-certificates/mong
cp certs/${ca_cert_name} /usr/share/ca-certificates/monq/${ca_cert_name}

echo "monq/${ca_cert_name}" >> /etc/ca-certificates.conf
update-ca-certificates

103



WHcTpyKuma no yctaHoBke Mong. Bepcus 8.0.0. 2024-11-21

CreHepupoBaTb cepTudukata gns container registry:

mkdir certs/docker-registry
openssl req -new -nodes -out certs/docker-registry/registry.csr \

-keyout certs/docker-registry/registry.key -subj "/CN=registry.${infra_domain}"
openssl x509 -req -in certs/docker-registry/registry.csr -days 3650 \

-extfile <(printf "subjectAltName=DNS:registry.${infra_domain}") \

-CA certs/${ca_cert_name} -CAkey certs/${ca_key_name} -CAcreateserial \

-out certs/docker-registry/registry.crt

dannbl certs/docker-registry/registry.key wun certs/docker-registry

/registry.crt Heobxogumo nepeHectn Ha cepBep db, gns nocnepyrowelnt HacTPOMKHK
container registry

Co3paTb cekpeT copepxalymnin CA cepTudmKaTbl N5 NEPENCMONb30BaHMS B OCTa/IbHbIX KOMMOHEHTaX:

kubectl create secret generic -n ${monq_namespace} mong-ca-exist \
--from-file=./certs/${ca_key_name} --from-file=./certs/${ca_cert_name}

Co3paTb cekpeT cogepxalnii CA cepTudukaT A5 YCTaHOBKM AOBEPUS K BbIMMCAHHBIM CEPTUdMKATaM:

kubectl create secret generic -n ${monq_namespace} mong-ca-certificates \
-—from-file=./certs/${ca_cert_name}

Mpwu pa3eepTbiBaHmm CMO c nomoubto helm chart yctaHoBUTb CiegytoLyme 3Ha4YeHUsi NepeMEHHbIX:

« ——set application.ssl.enable=true - BKNOUYNTb Ssl B npunoxeHnu;

« ——set application.ssl.generateCert=true-creHepupoBaTb HOBbIN cepTUdMKaT
cnomouwbto CAus application.ssl.ca.secret;

« ——set application.ssl.ca.secret.name=mong-ca-exist - ums cekpeta k8s
cofepxaluero cyuwectytowmin CA ceptudmkar;

« ——set application.ssl.ca.secret.namespace=production-namespace k8sB
KOTOPOM CO3faH CEKpET;

« ——set application.ssl.ca.secret.certName=${ca_cert_name} - Koy
CEKpeTa C OTKPbLITON YacTbto cepTudmrKaTa;

« ——set application.ssl.ca.secret.keyName=${ca_key_name} - kntoy cekpeTa
C 3aKPbITON YacTblo cepTuduKkaTa;

CreHepupoBaTb cepTUdUKaTbl U CEKPeTbI ANs nHTepdeincos Mong:
global_domain="< oCHOBHOe [OMEHHOEe WMSI pa3BepThHIBAEMOro npuaoxeHus >'"
domain_list="${global_domain} api.${global_domain} registry.api.${global_domain}"
for domain in ${domain_list}; do
mkdir certs/${domain}
openssl req -new -nodes -out certs/${domain}/${domain}.csr \

-keyout certs/${domain}/${domain}.key -subj "/CN=${domain}"

openssl x509 -req -in certs/${domain}/${domain}.csr -days 3650 \
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ku

done

-extfile <(printf "subjectAltName=DNS:${domain}") \
-CA certs/${ca_cert_name} -CAkey certs/${ca_key_name} -CAcreateserial \
-out certs/${domain}/${domain}.crt

bectl create secret tls -n ${mong_namespace} ${domain}-tls \
--cert=certs/${domain}/${domain}.crt --key=certs/${domain}/${domain}.key

BbIMONHATL 3anNyCcK cueHapusa YCTaHOBKM C YCTaHOB/IEHHbIM Cb}'laI'OM reHepaunn camonognmcHbIX

cepTudurkaToB ans Monq B 3HaveHun false:

gene

rate_self_signed_cert=false

Co6cTBeHHbIN CA, cepTudUKaTbl CreHepUPOBaHbl 3apaHee

B Hannymm oTKpbITas YacTb cobcTBeHHOro CA ceptudukata. JaHHbiM CA nognuncaHbl UMeroLmMecs

cepTudUKaThl A4S OpraHMsauumn 3alUILEHHOTO B3aMMOLENCTBUS Mexay KomnoHeHTamu [MMO

n CNO, KNMeHTOM U MHTepdeincoM mong, a TaK e BHyTpeHHero APl npu MeXMUKPOCEPBUCHOM

B3aMMOAENCTBUN.

B cocTaBe:

Mpeg,

exist.ca.crt-oTkpbiTas yacTb ceptTudukata CA

registry.${infra_domain} - oTKpbiTas 1 3aKkpbiTas YacTb cepTuduKaTa ana container
registry

consul.${infra_domain} - oTkpbiTas u 3aKpbiTas 4acTb cepTudmrKaTta ansa consul
postgresql.S${infra_domain} - oTKpbiTas M 3akpbiTas 4acTb cepTuduKaTa Ans
postgresql

arangodb.${infra_domain} - oTkpbiTas u 3akpbiTasi YacTb cepTuduKaTa ans arangodb
clickhouse.${infra_domain} - oTKpbiTas ¥ 3akpbiTag YacTb cepTudukata ans
clickhouse

redis.${infra_domain} - oTKpbITas 1 3aKpbiTas YacTb cepTudurkata ans redis
rabbitmg.${infra_domain} - oTKpbiTas 1 3aKpbiTas YacTb cepTudukaTta ans rabbitmq
victoriametrics.${infra_domain} - oTkpbiTas n 3akpbiTas YacTb cepTudUKaTa gns
victoriametrics

${global_domain} - oTKpbiTas 1 3aKpbITas YacTb cepTUdMKaTa 41 OCHOBHOIO AOMEHA
api.S${global_domain} - oTKpbITas 1 3aKpbiTasi YacTb cepTUdMKaTa AN BHYTPEHHEro
[OMeHa

registry.api.${global_domain} - oTKpbiTasi 1 3aKpbiTas 4acTb cepTudmrKkaTa ans
peecTpa MUKPOCEPBHCOB

nonaraeTcsi, YTo BCe cepTudUKaTbl pa3MelleHbl B KaTasore certs, B COOTBETCTBYHLMX

KaTanorax no nMeHun cepeuca, C y4€TOoM 3TOro HanmcaHbl p,aaneﬁmVle KOMaH[Abl.
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,U'06aBVITb CepTI/Id)I/IKaT B CNNCOK A0BEPEHHDbIX Ha XOCTe, AaHHYIO onepaunio HY>XHO BbIMOJIHUTb Ha
BCEX CepBepax:

mkdir -p /usr/share/ca-certificates/mong

cp certs/${ca_cert_name} /usr/share/ca-certificates/monqg/${ca_cert_name}
echo "monqg/S${ca_cert_name}" >> /etc/ca-certificates.conf
update-ca-certificates

daiinbl  certs/docker-registry/registry.key wu certs/docker-registry/
registry.crt Heobxogumo nepeHectun Ha cepsep db, pns nocnepyoweln HacTpoiky container
registry

Co3paTb cekpeT cogepxalymnii CA cepTndmKaT a5 YCTAaHOBKM JOBEPUS K BbINMUCAHHBIM cepTUdMKaTaMm:

kubectl create secret generic -n ${monq_namespace} mong-ca-certificates \
-——from-file=./certs/${ca_cert_name}

Co3paTb cekpeTbl U3 cepTudmkatos gas Cro:

« Cekpert gns consul.${infra_domain}:

cp ./certs/${ca_cert_name} ./certs/consul/ca.crt
kubectl create secret generic -n ${infra_namespace} consul-certificates \
--from-file=./certs/consul/

CekpeT gns postgresql.${infra_domain}:

kubectl create secret generic -n ${infra_namespace} postgresql-certificates \
--from-file=./certs/postgresql/

« Cekpert gns arangodb.${infra_domain}:

cat certs/arangodb/arangodb.crt certs/arangodb/arangodb.key > \
certs/arangodb/arangodb.pem

kubectl create secret generic -n ${infra_namespace} arangodb-certificates \
--from-file=certs/arangodb/arangodb.pem

CekpeT ans clickhouse.${infra_domain}:

cp ./certs/${ca_cert_name} ./certs/clickhouse/ca.crt
kubectl create secret generic -n ${infra_namespace} clickhouse-certificates \
--from-file=./certs/clickhouse/

CekpeT ans redis.${infra_domain}:

cp ./certs/${ca_cert_name} ./certs/redis/ca.crt
kubectl create secret generic -n ${infra_namespace} redis-certificates \
-—from-file=./certs/redis/

« Cekpet gns rabbitmq.${infra_domain}:

cp ./certs/${ca_cert_name} ./certs/rabbitmg/ca.crt
kubectl create secret generic -n ${infra_namespace} rabbitmg-certificates \
-—from-file=./certs/rabbitmqg/
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« CekperT gns victoriametrics.${infra_domain}:

kubectl create secret generic -n ${infra_namespace} victoriametrics-certificates \
--from-file=./certs/victoriametrics/

Mpwu pa3BepTbiBaHMK CMNO c nomowbio helm chartyctaHoBUTbL cnepytoLine 3HaYeHNS MEPEMEHHbIX:

« ——set application.ssl.enable=true - BknounTb ssl B npunoxeHuu;

+« ——set application.ssl.generateCert=false-creHepnpoBaTb HOBbIV cCepTUDUKAT
cnomolybto CAns application.ssl.ca.secret;

« ——set application.ssl.cert.secret.name - nMa cekpeTa cogepxaliero Habop
cepTUdnKaToB;

« ——set application.ssl.cert.secret.certName-knoucogepxawmin cepTudmnkar;

« ——set application.ssl.cert.secret.keyName - kN4 cogepXalinin NPUBaTHLIN
KNoY;

+ ——set application.ssl.cert.secret.keyName - kntoy cogepxawmin ceptucdunkat
CA;

[ns HeKOTOpbIX MPOrpamMm cepTUdUKATBI B CEKPETaX MOTYT CKOMOUMHUPOBaHbI UK B KOHbUIypaLum
3ageincTBoBaH ceptudukat CA, B TaKOM cinydyae Habop NepemMeHHbIX MOXET OTAMYaTbCs, nepep
ycTaHoBkol helm chart cnegyet yTouHWTb Habop nNepemeHHbIX, 41 3TOro Hago BbIMOMHUTD
KOMaHpay:

helm show values offline/charts/< HasBaHue yapTa >

Co3paTb ceKpeThbl ¢ cepTudmrkaTamu ¢ Tunom tls gns nHtepdeincos Mong:
global_domain="< oCHOBHOe [OMEHHOe WMSI pa3BepThHIBAEMOro npuaoxeHus >'"
domain_list="${global_domain} api.${global_domain} registry.api.${global_domain}"
for domain in ${domain_1list}; do

kubectl create secret tls -n ${mong_namespace} ${domain}-tls \

--cert=certs/${domain}/${domain}.crt --key=certs/${domain}/${domain}.key
done

BbIMONHATbL 3aMycK cUeHapusi YCTaHOBKM C YCTAHOBNEHHbIM hjlaroM reHepauum caMonognucHbIx
cepTudmrkatos gna Monq B 3HayeHun false:

generate_self_signed_cert=false

MDL 107



	Введение
	Схематический план развертывания Monq

	Проектирование решения
	Типовые схемы размещения компонентов
	Demo образ
	Минимальная конфигурация
	Отказоустойчивая конфигурация

	Использование Managed сервисов
	Отказоустойчивость и балансировка нагрузки
	Кластеризация
	Заключение

	Подготовка системного программного обеспечения
	Платформа kubernetes
	Установка ОС
	Выпуск CA сертификата
	Установка пакетов
	Установка Container registry
	Установка сервера NFS
	Создание каталогов для хранения данных СУБД
	Импорт контейнеров СПО
	Загрузка helm chart
	Установка monqctl и импорт контейнеров ППО
	Инициализация Control Plane
	Включение нод в kubernetes
	Последующая настройка кластера

	СУБД, кеш и диспетчер сообщений
	PostgreSQL
	RabbitMQ
	Arangodb
	Clickhouse
	Redis
	VictoriaMetrics

	Заключение

	Установка Monq
	Подготовка к установке
	Запуск сценария установки
	Запуск сценария удаления

	Приложение. Инструкция по наполнению authfile.
	Приложение. Kubernetes режим MultiMaster.
	Приложение. Установка пакетов Offline.
	Подготовка установочного пакета
	Установка из каталога.

	Приложение. HA PostgreSQL.
	Приложение. HA RabbitMQ.
	Приложение. HA Arangodb.
	Приложение. HA Clickhouse.
	Приложение. HA Redis.
	Приложение. HA VictoriaMetrics.
	Приложение. Managed services.
	Приложение. Описание типового helm chart.
	Приложение. Установка внутри кластера kubernetes.
	Приложение. Список изменяемых переменных сценария установщика.
	Приложение. Список используемых портов и протоколов.
	Приложение. Кластерный DNS.
	Приложение. Собственные сертификаты SSL.

