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BBepeHue

Llenb [gaHHOM WHCTPYKUMM MpefoCcTaBuUTb MO/b30BATEND BO3MOXHOCTb CaMOCTOATENIbHO
BbINOJIHNTb YCTAHOBKY Mong BK/1toYas BCe KOMMOHEHTbI MH PACTPYKTYpbl B TPebyemMon KoHbUrypauuu.

MHCprKLI,I/IFI onncbiBaeT npennonaraeMbn?l nyTb NO pa3BepTbiIBAHNKO CUCTEMbI M HOCUT peKOMeHAaTEe/IbH bl
XapaKTep, KaXpaasa YCTaHOBKA YHWKaslbHa MO CBOeEMY, YaCTHble YTBEPXAEHHbIE 0CO6EHHOCTM

onepaunoHHON CUCTEMBI, OTAE/IbHbIe HABopPbl NPaB M OrpaHUYEHN.

[JoKyMeHT npegnonaraeTt pasBepTbiBaHUSA CUCTEMbI Ha 6a30BbIX o6pa3ax onepaunMoHHbIX CUCTEM 6e3

OOMOJIHUTENTbHbIX N3MEHEHU.

Ana agMuHUCTpMpoBaHus Mong 1 paboTbl C AaHHbIM AOKYMEHTOM MOJIb30BATENO HYXXHO UMETb

OonbIT NO pa60Te c:

* WHCTpPYMEHTapuneM 3anycka KOHTenHepoB: containerd, docker

+ opkecTpaTopoMm: kubernetes, B YaCTHOCTV NOHMMaTb Kak paboTaTb € noramu
« cybp: postgresql, clickhouse, redis, arangodb, victoriametrics

« BpokepoM coobleHunit: rabbitmg

+ Kew cepBepoM: redis

+ Beb cepBepoM: nginx

+ cepTudurkaTamm ssl
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NMpoeKTUpOBaHUe peLueHus

Mepepn HavyanoM NIaHNPOBAHUS PeCYpPCOB A5 3anycka Mong He06X0aMMO 03HAKOMUTBLCS C 06 MMUI

Tpe60BaHI/IF|MI/I N pekoMeHgaunammn gnsa 3anycka CUCTeMbl.

Cnuncok HEO6XO,IJ,I/IMbIX KOMMNOHEHTOB:

Ha3ssaHue Bepcus
postgresql 16.6
victoria-metrics 1.108.1
arangodb 3.11.12
redis 7.4.2
rabbitmq 4.0.5
clickhouse 24.8.11
consul 1.8.0
kubernetes 1314
nginx-ingress-controller 1.12.1

container registry* -

)** _

CSl coBmecTuMbIN storage (c nogaepxkonn RWX

* container registry gosxeH 6bITb coBMecTUM obpa3samu B docker popmate
** Tpebyetcss Hanuune RWX(readWriteMany) xpaHunuvuia, ons NOAKMOYEHUS B HECKO/bKO
cepBucoB (pennuk). CNMCOK COBMECTUMbIX PELEHNIA MOXHO MOCMOTPETb B oduUManbHOM

LOKYMeHTaLuu.

PekomeHpauunn:

o ,ﬂ,.ﬂﬂ nocTpoeHns ,CI,I/ICKOBOI\/II CNCTEMbI peKOMeHAYeTCA MCNOIb30BaTb SSD AOUNCKW.

+ Becb 06beM ANCKA J0/MKEH 6bITb CMOHTUPOBAH B /.


https://kubernetes.io/docs/concepts/storage/
https://kubernetes.io/docs/concepts/storage/
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+ Wcnonb3oBaHue darinosbix cuctem ext4 unm xfs.
« He TpebyeTcs ycTtaHoBKa Desktop Environment.
« TMpoueccop c noagaepxkoi SSE 4.2 n AVX2.

[laHHOE PYKOBOACTBO He Y4UTbIBAET Pacxof PecypCcoB onepaLiOHHOW CMCTEMbI M AOMONHUTENbHbIX
cnyx6(areHTOB MOHWTOPVHIA, Pe3epBHOrO KoOMWpoBaHus W T.A.). Ans Havwbonee TOYHOro
NJIAaHUPOBAHMS PECYpPCOB HEOBXOAMMO MOHUMAHME Harpy3Ky 1 Tpe6OBaAHUI K OTKa30yCTONYMBOCTY
BbIGPAaHHOTIO peLleHus.

TunoBble cXeMbl pasMeLLeHNA KOMMNOHEHTOB

B paspene npepctaBneHbl Hambosee pacnpocTpaHeHHble KOHMUrypauuy yCTaHOBKM CUCTEMBI.
YKa3aHHble CUCTEMHble TPEOBOBaHNSA paccyMTaHbl HA OCHOBE MOJIb30BATENLCKOrO OMbITa U MOTYT
OT/INYATbLCS B 3aBUCUMMOCTM OT XapaKTepa Uv MHTEHCMBHOCTU Harpy3Ku.

Demo o6pas

OgHa BupTyanbHasi MalwmnHa (ganee BM) c npefycTaHOBNEHHOW MHGPaACTPYKTYpOI. Bce MKpocepBuChI
3anyLeHbl B EAUHCTBEHHOM 3K3eMMIApe, CUCTEMHOE NPOrpaMMHoe obecneyeHne CKOHUIyprMpoBaHo
Ha MUHMMAaNbHOE UCMO/b30BaHKE PeCypCoB.

BHuMaHue! O6pa3 BM npenocTaBnseTcss B 03HAKOMUTENbHbIX LeNsiX, Ajs BO3MOXHOCTU
Hanbonee ObICTPON YCTAHOBKYM CUCTEMBI. [laHHOE peLleHre He MO AePXNBAET FOPU30HTaIbHOE
MacwTabupoBaHue.

MVHVMasIbHbIE pecypcbl:

VM CPU RAM Disk

Demo-VM 8 24 60

[ns BbINOIHEHMS YCTAHOBKM HEOBXOAMMO CKayaTb 06pa3 BM ¢ odumumanbHoro caita no ccbiike ht
tps://mong.ru/download, 1 BbINOAHWTbL yCTaHOBKY Monq COMacHO MHCTPYKL MK,

MuHuManbHas KOHduUrypauyus

MuHMManbHO Tpu cepeepa(BM), pydyHas nogrotoBka MHGpPACTPyKTypbl. [JaHHas KoHdurypauus
MO3BO/IUT FOPU30OHTANIbHO MaclTabupoBaTbh MHGPACTPYKTYPY NPU YBENNYEHUN HAFPY3KU MyTEM
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https://github.com/ClickHouse/ClickHouse/blob/master/docs/ru/operations/requirements.md
https://docs.arangodb.com/3.11/release-notes/version-3.9/incompatible-changes-in-3-9/
https://monq.ru/download
https://monq.ru/download
https://docs.monq.ru/docs/get-started/install/install-monq-demo/
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pobaBneHns HoBbIX HopA B kubernetes u nepepacnpepeneHvs Harpysku, HO He obecneuuT
OTKa30yCTOMYMBOCTb pelleHns. Bce mawuHbl siBnsitotca Hogamu kubernetes, CYB/[ 3anyuieHbl

¢ nomolbto statefulSet.

MVHVMMasbHbIE pecypcbl:

CepBep(VM) Hostname CPU RAM Disk
Kubernetes control-plane master 2 4 30
Kubernetes worker worker 8 24 80
Kubernetes database db 8 14 200

BHumaHuve! Hostname cepBepoB ykasaHbl Ans npvmepa, U 6yayT UCMONb30BaHbl Aanee B
MoLIAroBON MHCTPyKLMK. OrpaHnyeHnii Ha Hostname HeT, HO N3MEeHeHUs ceayeT y4YnTbiBaTb

Npwv BbINOTHEHNW KOMaHA.

Cxema pacnonoXeHna KOMNOHEHTOB NpeacTaB/ieHa Ha PUCYHKe:

MDL 5



WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1. 2025-05-13

Client

K8s cluster

Y

Redis Fostgres Arangodb R

t 1 t l

Victoria Clickhouse Rabbitmg
metrics
J Container
+ + + App registry
NFS
Sl Storage
Kes KEs
db worker

Kas
control-plane

Etcd

OTKa3oycToiunBas KoHuUrypauyus

Bce koMnoHeHTbl CMO 3anycKaloTcs B peXXnMMe 0TKa30yCcTOMYMBOM pexnme (ganee HA), umeetcs
BO3MOXHOCTb MaCLLITa6I/|pOBaHI/IF| Konn4yectBa MUKpPOCEPBUNCOB, y4aCTBYHOLLMNX B o6pa60TKe OaHHbIX.
CYB/[, 3anyweHsbl B kubernetes c nomoLbto onepaTopos.

VM Hostname CPU RAM Disk

Kubernetes control-plane master-1 2 4 30

MDL 6
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VM

Kubernetes control-plane
Kubernetes control-plane
Kubernetes worker
Kubernetes worker
Kubernetes worker
ArangoDB
ArangoDB
ArangoDB
Clickhouse
Clickhouse
Clickhouse
Postgresql
Postgresql
Postgresql
RabbitMQ
RabbitMQ
RabbitMQ

Redis

Redis

Redis
VictoriaMetrics
VictoriaMetrics

VictoriaMetrics

Hostname

master-2
master-3
worker-1
worker-2
worker-3
arangodb-1
arangodb-2
arangodb-3
clickhouse-1
clickhouse-2
clickhouse-3
postgresql-1
postgresql-2
postgresql-3
rabbitmg-1
rabbitmg-2
rabbitmg-3
redis-1
redis-2
redis-3

vm-1

vm-2

vm-3

CPU RAM

2 4
2 4

[
N

24

[
N

24

[
N

24
32
32
32
24
24
24
16

0 0 o » b, b b b b O O O OO OO O O O O©

Disk

30
30
120
120
120
60
60
60
400
400
400
200
200
200
60
60
60
40
40
40
300
300
300

BHumMaHume! Hostname cepBepoB yKasaHbl AN npumepa, U 6yayT MCNONb30BaHbl janee B

MoLwaroBon MHCTPYKLMK. OrpaHn4eHmnii Ha Hostname HeT, HO M3MEHEHUs CleayeT yYUTbIBaTb

Npwv BbINOTHEHNW KOMaHA.

Cxema pacnonoXeHna KOMNOHEHTOB NpefcTaB/ieHa Ha PUCYHKe:

MDL
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Exiernal VIF

K8s cluster

v

Posigres | | Posigres | | Postgres Arangodb | |Arangodb | | Arangodi
‘ Nginx ingress | Nginx ingress ‘ | Nginx ingress
L % 5 )

| Postgrescl Balancer | ‘ ArangoDB Balancer |

t t ‘
App

[Clickhouse-{ |Clickhouse| [Clickhouse-
keeper keeper keeper

RabbitMQ | | RabbitMQ| |RabbitMQ

RabbitMQ Balancer

Kés worker K8s worker K8s worker

S r

Consul Vmstorage Vmstorage| [Vmstorage
DRED DRBD Control plane VIP
¥ ¥ ClickHouse ClickHouse (ClickHouse — 1
NFS NFS :
TrTETD Storage Storage L‘ T ’J l ‘*
registry | ‘
T T ClickHouse Balancer Kas Kee Kes
‘ Vminsert Balancer ‘ | Storage Balancer ‘ T control-plane control-plane control-plane
? Etcd [ — Etcd — Etcd

Wcnonb3oBaHue Managed cepBucos

lprBefeHHbIE Bbie peleHns nogpasymeBatoT py4vHyto yctaHoBky CIMO coBmecTHO ¢ Mong. Co
CTOpPOHbI MONQ HET SIBHbIX OrpaHUYeHWl, B KaKOM BUAe OHU OyayT pa3BepHYTbl - 3TO MOXeT
6bITb YCTAHOBKA “Ha )kenese”, B BULE OTAENbHOIO KOHTEMHepa uan BHYTpY Knactepa Kubernetes
C nomollblo onepaTtopa. [NaBHOe 4TOObI BCE TOYKU MOAKAKYEHUS K komnoHeHTam CMO 6biin
[JOCTYMHbI M3 KnacTepa. Bo3moxHO ucnonb3oBaHue Managed cepBMCOB (KOPMOPATMBHbLIX WK
npepocTaBnsieMblx 06N1a4YHbIMK NpoOBariAepamMm) yaoBAeTBOPSIOWNX MUHUMANbHbIM TpeboBaHUAM
ans cnegyowmx komnoHeHtos ClMO:

« Kubernetes - BO3MOXHOCTb co3paHusi service account k8s ¢ npaBamu Ha pobaBneHue,
MPOCMOTP ¥ yfalieHne BCeX CYLHOCTEl B namespace Yepes API.
+ PostgreSQL - BO3MOXHOCTb cO3flaHUsi ponun obagaroLer NpuBUIernsMu:

co3gaHune/ypaneHune bJ,;

co3paHue/ypaneHne nosb3oBaTenei;
Ha3HavyeHWe BagenbLeB ANa co3gaHHbix b/;

Ha3Ha4veHue Npae A5 nosb3oBaTtesnen B B/.
+ Clickhouse - BO3MOXXHOCTb cO3aaHMNs NOIb30BaTENSA 06/1a4a0WeEro NpUBMAErUIMN:

- Ha3HayeHue NoJsib30BaTeNo NpaB access_management;
- co3paHue/ypanenue bJ,;
- co3faHune/ypaneHune nonb3oBaTenen;

MDL 8



WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1. 2025-05-13

- Ha3HayeHue npaB gns nonb3oBateneli B BJ.

ArangoDB - BO3MOXHOCTb CO3faHMNs NO/b30BaTeNs 061a4atoLWero NpUBUIErMSMU:

- co3paHue/yganeHune bJl;
- co3pgaHue/ypaneHue nosib3oBatenen;
- Ha3HayeHue npaB gns nonb3oBatenel B BJ.

RabbitMQ - BO3MOXXHOCTb CO38aHNs Nob30BaTeNsl 061aAatoLWero NpUBUIEraMu:

- co3paHue/yganeHve nonb3oBaTenen;
- Ha3HayeHue poneli NoNb30BaTENAM,;
- Has3HayeHue nNpas A/1s Nob30BaTe/Nen B oyepeasx.

+ Redis
- [JOCTyn K 6a3am gaHHbix DB 0-4;

VictoriaMetrics

- BO3MOXHOCTb YTeHus/3anucu B bJ.

Mepep BbiI6OpoM Managed cepBuca A/ UCNONb30BaHNS ClefyeT yA0CTOBEPUTLCS B COOTBETCTBUN

BbllWleyKa3aHHbIM Tpe6OBaHI/IFIM.

OTKa30yCTOMYMBOCTb M 6alaHCUPOBKA HarpyskKu

B Tekywieln peanusauum Mong HeT BCTPOEHHON noaaepxKu paboTsl ¢ CMO B pexxnMax 6anaHCMpOBKHY
Harpysku. [nsi KaXpgoro n3 KOMMOHEHTOB ornpefesieHne paboTocnocobHoCTU M 6anaHCUpoBKa
3anpocoB K paboTocnocobHOMY 3K3eMMNASPY OCYLLECTBASIETCS CTOPOHHUMU cpeacTBamMu (Hanpumep
Kubernetes service unn HA-Proxy), 3a uckntoyeHnem Redis, ana KOToOporo peann3oBaH MexaHWU3M
obHapyXeH s BegyLLero cepeepa c nomoulbto sentinel.

Mong nogaep>mBaeT paboTy B peXxume BbICOKON JOCTYNMHOCTM CO CAEAYHOLMMU KOMIOHEHTAMM
Crno:

+ Kubernetes - master-master;

+ PostgreSQL - master-slave;

« Clickhouse - master-master;

« ArangoDB - active-failover (master-slave);
+ RabbitMQ - master-master;

+ Redis - master-slave;

« VictoriaMetrics - master-master.

MDL 9
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MpvmMep 3anycka Mong ¢ CMO B pexxume HA 6ygeT paccMoTpeH 6onee noagpo6bHO B MPUIOKEHMWSAX K
JOKyMEeHTaLMN No pa3BepTbiBaHUIO.

Knacrepusauusa

Mop knacTepu3auvein UNW WapavpoBaHMEM MOHUMAETCA YacTMYHOE pa3HeceHue MHbopMauum
Mexpgy komnoHeHTtamu CI10O.

B HacToswmii MOMeHT Mong He MOAAEPXKMUBAET KNacTepusaLumnio AaHHbIX, NPY NPOEKTUPOBaHWM
peLleHns 3TO HeObX0AMMO YYUTbIBATD.

3aknrwuyeHue

Ha 3Tane npoeKkTnpoBaHus pelleHus cnepyeT BbiopaTb Cnocob pa3BepTbiBaHWSA TOr0 UAWM UHOMO
KOMMOHeHTa:

« TN WHCTaNNAUMM: NPobHas, MMHMManbHas KOHUIypaLuus, 0TKa30yCcTonYnBas KOHbUrypayms
WM CNPOEKTMPOBAHHAA CaMOCTOATENIbHO B 3aBUCMMOCTM OT TpeboBaHWI;

+ Self-Hosted nnu Managed;

« HA nnu Standalone.

BbibpaHHas apxUTeKTypa peLleHUs MOXeT ObiTb M3MEHeHa M B MpoLecce 3KChayaTauuu, HO
noTpebyeT npoBeaeHns 60/bLOIo KOMNYECTBA PYYHbIX OnepaLmi.

MDL 10



NMoaroToBKa CUCTEMHOIO NPOrpaMMHOro

obecnevyeHusn

B COOTBETCTBMM C MNPOEKTUPOBAHUEM pPELIEHUS U MAAHUPOBAHMEM pPecypcoB noTpebyeTcs

NMOArOTOBUTH WTOTOBLIA CTEHF AJiS pasBepTbiBaHUs. B gaHHOM pasgene bygeT npepcTaB/ieHa

nowaroBasa MHCTPYKUWA MO NOAFrOTOBKE MUHUMa/NbHOINO KOHTYpa AnAa 3anyCKka mong, KoTopad

nofpa3symMeBaeT NCNob30oBaHMe ciegytouiero Habopa Mo:

Ha3BaHune

debian
containerd
postgresql
victoria-metrics
arangodb

redis

rabbitmq
clickhouse
cilium

consul

kubernetes

nginx-ingress-controller

registry

Bepcus

12.10
1.7.25
16.6
1.108.1
3.11.12
7.4.2
4.0.5
24.8.11
1.16.5
1.8.0
1314
1.12.1
3.0.0

Ponb

OnepaunoHHasa cuctema

Cpepa ond 3anycka KOHTEMHepoB

Cybn

Cybq

Cybn

Kew cepBep

Bpokep cooblyeHnit

Cybp,

MnarvH cetu

XpaHunuue KoHdbUrypaumnn
OpkecTpaTop KOHTENHEPOB
Beb 6anaHCcMpoOBLYMK

Penosntopuin KoHTeNHepoB

JlnueHsns

GNU GPL

Apache License 2.0
PostgreSQL

Apache License 2.0
Apache License 2.0
3-Clause-BSD

Mozilla Public License
Apache License 2.0
Apache License 2.0
Mozilla Public License v2.0
Apache License 2.0
Apache License 2.0
Apache License 2.0

[Ans 3anycka Ha ANCTpubyTMBax oTAnYHbIX OT Debian 12.10 noTpebyeTcs aganTnpoBaTbh KOMaHAbI

NpYBEAEHHbBIE B MOLIArOBON UHCTPYKLUN.

Mo TekcTy 6yayT ccbiku Ha paboTy c dannom authfile, B uensx MCKAYEHNS MHOTOKPATHOMO

11



WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1. 2025-05-13

MOBTOPEHUS CCbIJIKA pa3sMelleHa B Hayvane [OKyMeHTa: CM. [pusioxeHue. WHCTpyKUMs Mo
HanonHeHwuto authfile.

Mpw ncnonb3oBaHUM managed cepBUCOB ciegyeT 3anoNHUTb AaHHble authfile n nponycTnTb 610KK
MHCTPYKLMM ONUCbIBAIOLLME YCTAHOBKY laHHOIO CepBHuca.

MpeanoyYTUTENbHbIN CNocob obpalleHns MMKpocepBmcoB Mong k komnoHeHTam CMO c ncnonb3oBaHneM
LOMEHHbIX UMeH, 6e3 yka3aHus IP agpecos. Mepeg Havanom paboT cnepyeT BbIOpaTh JOMEHHbIE
nmeHa ans komnoHeHToB CMO. B nowaroBo MHCTPYKUMM ByaeT MCMosib30BaHa 30Ha in.mong

. local. Kaxpgomy komnoHeHTy CMO npucBavBaeTcs OTAeNbHOE [OMEHHOe WMs, Hanpumep
postgresql.in.monqg.local. [Ans wuHTepdelica mong TaK Xe Heobxogumo BbibpaTb
pomeHHoe umsA(${global_domain} panee). PekomeHAyeTCs WUCMONb30BaHWE BHYTPEHHEro
kopnopaTtmBHoro DNS cepBepa g5 paspeleHns GOMeHHbIX MMeH KomnoHeHToB ClO, nepeg 1em
KaK NPUCTYNUTb K yCTaHOBKe Heob6xoanMo f06aBMTb COOTBETCTBYHOLME 3aMNUCHK:

Ne  CepBuc, HasHavyeHue [JoMeHHOEe NMs MO yMONYaHUto PacnonoxeHune
1 PenosnTopuin KOHTENHEPOB registry.in.monq.local db
2 CYB/ postgresql* postgresql.in.monqg.local db
3 CYB[ clickhouse* clickhouse.in.monqg.local db
4 CYb[ arangodb* arangodb.in.monqg.local db
5.a CYB[ victoriametrics single victoriametrics.in.monqg.local db
5.b  CYB[ victoriametrics, knactep vminsert.in.monqg. local db
vmselect.in.monqg. local db
6 Kew cepsep, Redis** redis.in.monqg.local db
7 Bpokep coobuyeHunin, Rabbitmg* rabbitmg.in.monqg. local db
8 Appec API cepBepa k8s* k8s-api.in.monq. local master
9 Afpec xpaHunuuia KoHUrypawumi consul.in.mong. local db
10 [omMeHHble MUMeHa yCTaHOBKM mong, ${global_domain} worker
paspeLatoTcs B agpec ingress KoHTponnepa, api.s${global_domain} worker
npu HA B Loadbalancer registry.api.${global_domain} worker

Tabnnua TaKkKe OTpaXKaeT PacroioXKeHre KOMMOHEHTOB Mo CepBepaM, KOTOpoe byaeT UCMOb30BaHO
B PYKOBOACTBE MO YCTaHOBKE.

* B C/lyvae ucnonb3oBaHus HA, ykasaTb agpec 6anaHCpoBLLMKa 3aNpoCcoB;
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* % B C/lyYae ucnonb3oBaHus HA, ykasatb agpec sentinel.

YKa3aHHble JOMEHHbIE MEHa 3afeNCTBOBaHbI B YCTAHOBKE W 3KCMyaTaLMM CUCTEMbI U [OJDKHBI
KOPPEKTHO pa3pelaTbcs BHYTpu kubernetes, a Tak ke ¢ MalWMHbI HA KOTOPOY ByAeT NPON3BOAUTLCS

3anycK cLieHapus ycTaHoBKM Mong.

B cnyyae ecnn HeT BO3MOXHOCTU MCMONb30BaTb KopropaTusHbid DNS, Heobxoanmo pobaBuTh
BblLIeyKa3aHHble 3anncK B hosts Ha Kaxgom xocTe go Havyana yCTaHOBKM U BbIMOJIHATb HACTPOIKY
pa3pelleHns LOMEHHbIX UMEH Ha KnacTepHoM coredns B cocTaBe kubernetes nocne ero nhHnuranusauuu,
cM. MpunoxeHne. KnactepHbin DNS.

B nowaroBon MHCTPYKLMM OTpaxeH cnocob 3anycka CYB[ ¢ nomouwsbto StatefulSet Kubernetes.
Ans xpaHeHus gaHHbIX ucnonb3ytotcs hostPath volumes. [aHHoe pelieHne He peKOMeHA0BaHO
K 3anycKy B MPOMbIWAEHHOW 3KcnayaTauuu. Bmecto 3Toro Heobxogmmo ucnonb3oBaTb CSI
coBMecTUMBbIN RWO storage. CNMCOK COBMECTUMbIX PELIEHUIN MOXHO MOCMOTPETb B 0hULManbHOMN

LOKyMeHTaLuun.

CNUCOK NnepeMeHHbIX, UCMOJIb3yeMbIX N0 TEKCTY:

${infra_domain} - dns30Ha ans MHDPACTPYKTYPHbIX KOMMTOHEHTOB

${global_domain} - ocHOBHOE JOMEHHOE UMS Pa3BEPTHIBAEMOTO MPUIOXKEHNS
« ${registry_address} - agpec peno3utopus KOHTe/iHePOB
${infra_namespace} - kubernetes namespace pns 3anycka WHQPACTPYKTYPHbIX

KOMMOHEHTOB
« ${mong_namespace} - kubernetes namespace gns 3anycka monq

MHCprKLI,I/IFI COCTaBJieHa C y4€TOM BbINMOJ/IHEHNA KOMaH[ OT NOoJib30OBaTeNnA I’OOt, NOo3TOMY nepen
BbIMOJIHEHNEM KOMaH[ HeO6X0,EI,I/I MO nepe|7|T|/| Ha UCnonb3oBaHue root n YCTaHOBUTb NepeMeHHbIe:
su -

infra_domain=1in.monq.local

registry_address=registry.${infra_domain}:5000

infra_namespace=infra
mong_namespace=production

Mnartdopma kubernetes

YctaHoBKa OC

Mpu ncnonb3oBaHun kubernetes B "kavecTBe cepBuca”, cnegyet cpasy MepenTu K MyHKTY

"Mocnepytolas HacCTpPorKa knactepa”.

HeobxoanMo BbINONHUTb YcTaHOBKY oc Debian 12.10 Ha Bce cepBepa/VM. Becb 06beM guricka fomkeH
6bITb CMOHTMPOBAH B /, dhainnoBas cuctema ext4d unm xfs. Pasgen nogkavykn(swap) MOXHO He
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co3paBaTb, TK OH He byfeT Mcnonb3oBaH. Ha aTane Bbi6opa KOMMNOHEHTOB 151 YCTAHOBKM cnefyeT

BbIOpaTb CTAaHZAPTHbIE CUCTEMHbIE YTUAUTBI U Ssh cepBep.

Boinyck CA ceptucdmkara

B maHHOM paspgene npefcTaBneHO PyKOBOACTBO MO BbiMyCKy camonognucHoro CA cepTudmkara,
KOTOPbIM ByAeT MCNOb30BaH ANs WKdpoBaHNS COEQUHEHUI BHYTPY CUCTEMBI.

Ecnn nnaHupyeTcs MCNonb30BaTb CYLLECTBYHOLWME, 3apaHee BbiMyLieHHblE, CaMOMOAMNMUCaHHble
cepTudUKaTbl, TO HEOHXOAUMO 06paTUTLCS K pasgeny MNpunoxeHune. CobcTBEHHbIE cepTUdMKaTbI
SSL.

OaHHbin CA cepTudmkaT bygeT MCNonb3oBaH Aas nognucu cepTuduKata UCNONb3yeMoro
A5 OpraHu3auumM 3aluLeHHoro coeguHeHns ¢ web nHTepdeiicom Mong, Tak e OH MoXeT
6bITb MCMOMIb30BaH A/ BbIMYCKAa CepTU(dUKATOB AAs CO3LAHUS 3aALUULLEHHOIO COeAUHEHMS
Mexgy komnoHeHTamm Mong u CMO, cm. MpunoxeHne. OnucaHne Tunosoro helm chart. Ans
opraHu3sauunm B3ammogencTaus no SSL npm passepTbiBaHUU B pexxume HA HeobxoanmMo obpaTnThes

K OOKYMEHTauunn pa3pa60Tq|/|Ka COOTBETCTBYHOLWENO peleHnd.

BHuMaHuMe! KoMaHbl BbINOMHAOTCS Ha cepBepe master.

Cdopmmpoatb CA cepTudumKar:

mkdir certs
opensslConf=$(dpkg -L openssl | grep openssl.cnf | head -n 1)

openssl req -new -nodes -out certs/mong.ca.csr \
-keyout certs/mong.ca.key -subj "/CN=monqg"

openssl x509 -req -in certs/mong.ca.csr -days 3650 \

-extfile ${opensslConf} -extensions v3_ca \
-signkey certs/monqg.ca.key -out certs/monq.ca.crt

ﬂ06aBMTbcepTM¢MKaTBCHMCOKHOBepeHHHK

BHMMaHMe! [laHHbIN War HY)>XHO BbIMOJIHUTb Ha BCEX CepBepax, NpeABapuTebHO CKOMMPOBaB

danin certs/mong.ca.crt

mkdir /usr/share/ca-certificates/mong

cp certs/mong.ca.crt /usr/share/ca-certificates/mong/monqg.ca.crt
echo "mong/monqg.ca.crt" >> /Jetc/ca-certificates.conf
update-ca-certificates

BbinncaTb cepTudukat gns registry:
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mkdir certs/docker-registry
openssl req -new -nodes -out certs/docker-registry/registry.csr \
-keyout certs/docker-registry/registry.key -subj "/CN=registry.${infra_domain}"

openssl x509 -req -in certs/docker-registry/registry.csr -days 3650 \
-extfile <(printf "subjectAltName=DNS:registry.${infra_domain}") \
-CA certs/monq.ca.crt -CAkey certs/mong.ca.key -CAcreateserial \
-out certs/docker-registry/registry.crt

daninbl  certs/docker-registry/registry.key wu certs/docker-registry/
registry.crt Heobxogumo nepeHectun Ha cepeep db, gns nocnepyowel HacTpoiky container

registry.

YcTaHOBKa NaKkeToB

BHuMaHMe! [laHHbIN pa3gen HanucaH gnas yCTaHOBKM € AOCTYNOM K ceTu MHTepHeT. B ciyyae
€C/n cepBepa He MMEIOT J0CTyNa B MHTEPHET, He06X0ANMO 3aMEHUTb BbINONHEHVE KOMaH[, B
[aHHOM paspesie koMaHgamu n3 MpunoxeHue. YctaHoBka naketos Offline.

BHuMaHune! KomMaHbl U3 faHHOTo pa3fenia Heo6X0AMMO BbIMOMHUTL Ha BCex cepBepax!

BbIMONHUTb YCTAaHOBKY MNaKeTOB:

apt update
apt install -y gpg curl dnsutils vim telnet unzip bash-completion ca-certificates jq \
nfs-common

BbinonHUTL ycTaHOBKY containerd:

mkdir -p /etc/apt/keyrings
curl -fsSL https://download.docker.com/linux/debian/gpg \
| gpg --dearmor -o /etc/apt/keyrings/docker.gpg

echo \
"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] \
https://download.docker.com/linux/debian $(lsb_release -cs) stable" \
| tee /etc/apt/sources.list.d/docker.list > /dev/null

apt update
apt install containerd.io=1.7.25-1

BbinonHUTb ycTaHoBKY kubernetes:
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curl -fsSL https://pkgs.k8s.io/core:/stable:/v1.31/deb/Release.key | \
gpg --dearmor -o /usr/share/keyrings/kubernetes-apt-keyring.gpg

echo "deb [signed-by=/usr/share/keyrings/kubernetes-apt-keyring.gpg] \
https://pkgs.k8s.io/core:/stable:/v1.31/deb/ /" \
| tee /etc/apt/sources.list.d/kubernetes.list

apt update

apt install -y kubelet=1.31.4-1.1 kubeadm=1.31.4-1.1 kubectl=1.31.4-1.1
apt-mark hold kubelet kubeadm kubectl

BbinonHuTh ycTaHoBKY helm:

wget https://get.helm.sh/helm-v3.17.0-1linux-amd64.tar.gz
tar -xf helm-v3.17.0-linux-amd64.tar.gz linux-amd64/helm
mv linux-amd64/helm /usr/local/bin/

rm -r helm-v3.17.0-linux-amd64.tar.gz linux-amdé64/

BbinonHnTb ycTaHoBky discli:

wget "https://github.com/shdubna/discli/releases/download\
/v0.2.0/discli_Linux_x86_64.tar.gz"

tar -xf discli_Linux_x86_64.tar.gz -C /usr/local/bin/ discli
rm discli_Linux_x86_64.tar.gz

YcraHoBka Container registry

Mepeg Havyanom paboT HeobxoaMMO co3aaTh Ha BHelwHeM DNS cepBepe 3anuch gns xocTa registry
Buga registry.s{infra_domain}, 3anucb gomkHa paspewatbcs B IP cepBepa Ha KOTOpOM
pacnonoxeH container registry (B gaHHoMm npumepe cepeep db).

BHuMaHume! Ecniv He 6b1710 HAaCTPOEHO paspelleHre AOMEHHbIX MMeH Ha BbiwecToswem DNS
cepBepe, To A06aBUTb 3aNUCh C yKa3zaHMEM JOMEHHOIO UMEHU U1 ip agpeca cepBepa XOCTUHra
container registry B /etc/hosts Ha Bcex cepBepax.

BHumaHue! KomaHpabl BbINONHAOTCA Ha cepBepe db.

BbINONHUTB YyCTaHOBKY container registry:

wget "https://github.com/distribution/distribution\
/releases/download/v3.0.0/registry_3.0.0_linux_amd64.tar.gz"

tar -xf registry_3.0.0_linux_amd64.tar.gz -C /usr/local/bin/ registry
rm registry_3.0.0_linux_amd64.tar.gz

Co3gatb nonb3oBaTens fns registry:

useradd --no-create-home --shell /bin/false registry

Co3paTb KaTanoru ans paboTbl MPUNOXKEHUS:
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mkdir -p /storage/registry
chown -R registry /storage/registry
mkdir -p /etc/docker/registry

CdopmurpoBaTb KOHpUTYpaUMOHHbIN daiin:

cat <<EOF | tee /etc/docker/registry/config.yaml
version: 0.1
log:
fields:
service: registry
storage:
cache:
blobdescriptor: dinmemory
filesystem:
rootdirectory: /storage/registry
delete:
enabled: true
http:
addr: :5000
tls:
certificate: /etc/docker/registry/registry.crt
key: /etc/docker/registry/registry.key
headers:
X-Content-Type-Options: [nosniff]
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3
EOF

Co3pgaThb unit gns systemd:

cat <<EOF | tee /etc/systemd/system/registry.service
[Unit]
Description=docker private registry service

[Service]

ExecStart=/usr/local/bin/registry serve /etc/docker/registry/config.yaml
Restart=always

Type=simple

RestartSec=10s

User=registry

[Install]
WantedBy=multi-user.target
EOF

CKonupoBaTb cepTUdMKaT registry BbINyLEHHbIV paHee Ha ware Boinyck CA cepTudmkara:

cp certs/docker-registry/registry.key certs/docker-registry/registry.crt /etc/docker/registry
chown -R registry /etc/docker/registry

BbinonHMTb 3anyck container registry:

systemctl start registry
systemctl enable registry
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[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

« registry.host: "registry.in.monq. local"

+ registry.port: 5000
« registry.proto: "https"

« registry.auth_type: ""None"

BHMMaHMe! 3HayeH e BblLlleyKa3aHHbIX MepeMEHHbIX 3aM0IHEHbI C y4ETOM TEKYLLLEro npumepa.

YcraHoBKa cepBepa NFS

BHuMaHume! KoMaHAabl BbINONHAOTCS Ha cepBepe db.

BbIMONHUTb YCTAaHOBKY nfs-server:

apt install -y nfs-kernel-server

host_path="/storage/nfs"

mkdir -p $host_path

echo "sShost_path x(rw,sync,no_root_squash,no_all_squash,no_subtree_check)" >> \
/etc/exports

systemctl restart nfs-server
systemctl enable nfs-server

Co3paHue KaTaNoroB A1 XpaHeHUs paHHbIX CYB/

BHuMaHue! KomaHpbl BbiNofiHATCS Ha cepBepe db, cornacHo Tabnuue pasmelleHus

KOMMNOHEHTOB.

Co3pgaTb KaTanoru gna xpaHeHns aaHHbIx KomrnoHeHTos CMO:

mkdir
mkdir
mkdir
mkdir
mkdir
mkdir
mkdir

-P
-P
P
-P
P
-P
P

/storage/consul
/storage/arangodb
/storage/clickhouse
/storage/postgresql
/storage/rabbitmg
/storage/redis
/storage/victoriametrics

MMnopT KoHTeUHepoB CMO

BHMMaHMe! KomaHabl BbIMOJIHAOTCS OAHOM U3 CepBepoOB rae bbin yctaHoBneH discli.

BbINonHUTHL UMNOPT 06pa3oB KOHTeNHepoB niaTgopmbl kubernetes B container registry:
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discli copy registry.k8s.io/coredns/coredns:v1.11.3 ${registry_address}/coredns:v1.11.3

discli copy registry.k8s.io/kube-proxy:v1.31.4 ${registry_address}/kube-proxy:v1.31.4

discli copy registry.k8s.io/pause:3.10 ${registry_address}/pause:3.10

discli copy registry.k8s.io/kube-apiserver:vl.31.4 \
${registry_address}/kube-apiserver:v1.31.4

discli copy registry.k8s.io/kube-controller-manager:v1.31.4 \
${registry_address}/kube-controller-manager:v1.31.4

discli copy registry.k8s.io/kube-scheduler:v1.31.4 \
${registry_address}/kube-scheduler:v1.31.4

discli copy registry.k8s.io/etcd:3.5.15-0 ${registry_address}/etcd:3.5.15-0

discli copy quay.io/cilium/cilium:v1.16.5 ${registry_address}/cilium/cilium:v1.16.5

discli copy quay.io/cilium/operator-generic:v1.16.5 \
${registry_address}/cilium/operator-generic:v1.16.5

discli copy registry.k8s.io/ingress-nginx/controller:v1l.12.1 \
${registry_address}/ingress-nginx/controller:vl.12.1

discli copy registry.k8s.io/ingress-nginx/kube-webhook-certgen:v1l.5.2 \
${registry_address}/ingress-nginx/kube-webhook-certgen:v1.5.2

discli copy consul:1.8.0 ${registry_address}/consul:1.8.0

BbINONHUTBL UMNOPT 06pa30B KOHTENHEPOB Kcnonb3yemoro CMO B container registry:

discli copy arangodb:3.11.12 ${registry_address}/arangodb:3.11.12

discli copy clickhouse/clickhouse-server:24.8.11 \
${registry_address}/clickhouse/clickhouse-server:24.8.11

discli copy postgres:16.6 ${registry_address}/postgres:16.6

discli copy rabbitmq:4.0.5-management ${registry_address}/rabbitmg:4.0.5-management

discli copy redis:7.4.2 ${registry_address}/redis:7.4.2

discli copy victoriametrics/victoria-metrics:v1.108.1 \
${registry_address}/victoriametrics/victoria-metrics:v1.108.1

BCﬂyqaeeCﬂMHﬂaHMpyeTOHHAMHCTaﬂﬂﬂuMH,MMHOpTMpOBaTbAOHOHHMTeﬂbHHeO6pa3HZ

discli copy ghcr.io/kube-vip/kube-vip:v0.8.9 ${registry_address}/kube-vip/kube-vip:v0.8.9

discli copy ghcr.io/zalando/postgres-operator:v1l.14.0 \
${registry_address}/zalando/postgres-operator:v1.14.0

discli copy ghcr.io/zalando/spilo-17:4.0-p2 ${registry_address}/zalando/spilo-17:4.0-p2

discli copy altinity/clickhouse-operator:0.24.2 \
${registry_address}/altinity/clickhouse-operator:0.24.2

discli copy clickhouse/clickhouse-keeper:24.8.11 \
${registry_address}/clickhouse/clickhouse-keeper:24.8.11

discli copy arangodb/kube-arangodb:1.2.41 ${registry_address}/arangodb/kube-arangodb:1.2.41

discli copy victoriametrics/operator:v0.52.0 \
${registry_address}/victoriametrics/operator:v0.52.0

discli copy victoriametrics/vminsert:v1.108.1-cluster \
${registry_address}/victoriametrics/vminsert:v1l.108.1-cluster

discli copy victoriametrics/vmselect:v1.108.1-cluster \
${registry_address}/victoriametrics/vmselect:v1.108.1-cluster

discli copy victoriametrics/vmstorage:v1.108.1-cluster \
${registry_address}/victoriametrics/vmstorage:v1.108.1-cluster

discli copy quay.io/spotahome/redis-operator:vl.2.4 \
${registry_address}/spotahome/redis-operator:vli.2.4

discli copy rabbitmqoperator/cluster-operator:2.12.1 \
${registry_address}/rabbitmgoperator/cluster-operator:2.12.1

3arpyska helm chart
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BHMMaHMe!KOMaHAbIBHHOHHHDTCEHacepBeperﬂaﬂEh

Ckayatb helm charts:
mkdir -p offline/charts/

helm repo add cilium https://helm.cilium.io/
helm pull cilium/cilium --version 1.16.5 -d offline/charts/

helm repo add ingress-nginx https://kubernetes.github.io/ingress-nginx
helm pull ingress-nginx/ingress-nginx --version 4.12.1 -d offline/charts/

helm repo add monq https://helm.monqg.ru/charts

helm pull monqg/postgresql --version 1.1.0 -d offline/charts/

helm pull mong/clickhouse --version 1.1.0 -d offline/charts/

helm pull monqg/arangodb --version 1.1.0 -d offline/charts/

helm pull mong/victoriametrics --version 1.1.0 -d offline/charts/
helm pull monqg/redis --version 1.1.0 -d offline/charts/

helm pull monqg/rabbitmg --version 1.1.0 -d offline/charts/

helm pull mong/consul --version 1.0.1 -d offline/charts/

B cnyyae ecnm nnaHupyetcs HA MHCTannsums, ckavatb gononHuTenbHble helm charts:

helm repo add postgres-operator-charts \
https://opensource.zalando.com/postgres-operator/charts/postgres-operator
helm pull postgres-operator-charts/postgres-operator --version 1.14.0 -d offline/charts/

helm repo add clickhouse-operator https://docs.altinity.com/clickhouse-operator/
helm pull clickhouse-operator/altinity-clickhouse-operator \
--version 0.24.2 -d offline/charts/

url="https://github.com/arangodb/kube-arangodb/releases/download/1.2.41"
helm pull ${url}/kube-arangodb-1.2.41.tgz -d offline/charts/

helm repo add vm https://victoriametrics.github.io/helm-charts/
helm pull vm/victoria-metrics-operator --version 0.41.0 -d offline/charts/

helm repo add redis-operator https://spotahome.github.io/redis-operator
helm pull redis-operator/redis-operator --version 3.2.9 -d offline/charts/

wget "https://github.com/rabbitmqg/cluster-operator\
/releases/download/v2.12.1/cluster-operator.yml" -P offline/charts
YctaHoBka monqctl u uMnopT koHTeHepos MNMO

BHMMaHMe!KOMaHﬂbIBHHOﬂHﬂDTCﬂHacepBeperﬂaﬁEh

BbInonHWTL ycTaHOBKY mongctl:

wget https://downloads.mong.ru/tools/monqctl/v1.17.2/linux-x64/monqctl.zip
unzip monqgctl.zip

mv monqgctl /usr/local/bin

rm monqgctl.zip

BbINONHUTB BpEMEHHYIO KOHPUIypaLuio KOHTEKCTa mongctl:
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token="< TOKeH OGHOB/IEHUA MOJMIyYEHHLI C calTa. BbMWCbHIBAaeTCs BMecTe C nuueHsunen >"

monqctl config set instance temp --server=http://registry.api.monq.local

mongctl config set credential temp --registry-token=000

mongctl config set releasehub mong-release-hub --token=${token}

monqctl config set context temp --instance=temp --credential=temp \
--releasehub=monqg-release-hub

monqctl config use-context temp

BbInonHMTbL UMNOPT 06pa3oB KOHTEHEPOB Mong B container registry:

monqctl release use-version 8.9.1 --product=installer

monqctl release import-images --registryUri ${registry_address} --registryAuth=None
monqctl release use-version 3.16.1 --product=monqg-registry

monqctl release import-images --registryUri ${registry_address} --registryAuth=None
monqctl release use-version 8.9.1 —-product=monq

monqgctl release import-images --registryUri ${registry_address} --registryAuth=None

BbINONHUTL yaaneHne BpeMeHHoM KoHdurypauum mongctl:

rm ~/.mong/config.yml
rm -rf /tmp/monqctl

NHuymanusauyumsa Control Plane

JlononHuTeNbHbIE BApUAHTbI pa3BepPTbIBAHUS:
« MpunoxeHune. Kubernetes pexxum MultiMaster.

Mepep Havanom paboT HeobxoguMo co3daTh Ha BHewHeM DNS cepBepe 3anuck ans xocta master
Buaa k8s-api.S${infra_domain}, sanuck gomnxHa paspelwaTbcs B IP master cepsepa.

BHuMaHMe! Ecnm He 6b110 HACTPOEHO pa3pelleHne AOMEHHbIX UMeH Ha BbiwecToswem DNS
cepBepe, To 06aBMTb 3aMKCb C YKa3aHWEM JOMEHHOIO UMEHM U ip agpeca cepBepa XOCTUHTa
k8s control-plane B /etc/hosts.

BHuMaHume! KoMaHAbl BbINOAHAKTCSA Ha cepBepe master.

3afaTb Hy)KHOE UMS CepBepa, B Np1MMepe Ucnonb3yeTcs master (MMsi cepBepa LOMKHO KOPPEKTHO
paspeluaTbCsi B ip agpec cepeepa):

hostnamectl set-hostname master

BHHOHHMTbHaCTpOﬁKyCMHXpOHM3auMMBpeMeHM,My6eﬂMTbCﬂHTOBpeMﬂCMHXPOHM3MpOBaHOI

timedatectl status
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B cnyyae ecnv Heobxoaumo m3mMeHuUTb agpeca NTP cepBepoB Hago oTpegakTupoBaTb aia u

BbIMOJHUTL Nepe3anyckK cepsBuca:

nano /etc/systemd/timesyncd.conf

systemctl enable systemd-timesyncd
systemctl restart systemd-timesyncd

OTKAYUTb Swap:

swapoff -a
sed -i '/ swap / s/N/#/' [etc/fstab

3arpy3utb Heobxogumble MOAYNM g pa:

cat <<EOF | tee /etc/modules-load.d/containerd.conf
overlay

br_netfilter

EOF

modprobe br_netfilter

modprobe overlay

[o6aBuTb onuum agpa:

cat <<EOF | tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables = 1
net.ipv4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
fs.inotify.max_user_instances = 524288

EOF

cat <<EOF | tee /etc/sysctl.d/70-disable-ipv6.conf
net.ipv6.conf.all.disable_ipv6e = 1
EOF

sysctl --system

BbinonHUTL KOHGUIypauumto containerd:

containerd config default | sed "
s|SystemdCgroup = false|SystemdCgroup = true|g

s|\ (.*sandbox_image = \)\".*/pause:.x\"|\1\"${registry_address}/pause:3.10\"|g

" > Jetc/containerd/config.toml
systemctl enable containerd
systemctl restart containerd

HacTponTb aBTOg0ONOMHEHNE KOMAHS,:
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mkdir -p /etc/bash_completion.d/

kubectl completion bash > /etc/bash_completion.d/kubectl
crictl completion bash > /etc/bash_completion.d/crictl
helm completion bash > /etc/bash_completion.d/helm

cat > /etc/crictl.yaml << EOF

runtime-endpoint: unix:///run/containerd/containerd.sock
image-endpoint: unix:///run/containerd/containerd.sock
timeout: 2

debug: false

pull-image-on-create: true

EOF

AKTMBMpOBaTbaBTOAOHOHHeHMeKOMaHﬂﬂﬂﬂTeKymeﬁ)ﬂOﬂb3OBaTeﬂm

cat >> ~/.bashrc << EOF

if [ -f /etc/bash_completion ] && ! shopt -oq posix; then
/etc/bash_completion

fi

EOF

MpoBecTn HUYmanusaymio control plane:

k8s_domain="k8s-api.${infra_domain}"

systemctl enable kubelet.service

kubeadm 1init --control-plane-endpoint "${k8s_domain}:6443" \
--skip-phases="addon/kube-proxy" \
--upload-certs \
--pod-network-cidr="10.244.0.0/16" \
--service-cidr="10.16.0.0/16" \
--image-repository="${registry_address}" \
--kubernetes-version 1.31.4

B cnyyae ecnu cetu pod u service nepecekatnTcs € TEKYLMMU CETSIMU €CTb BO3MOXHOCTb 3a4aThb
Apyrvie ceTn, pekoMeHayeTcs NCnonb3oBaTh Npedukc /16.

Mo 3aBepLlUEHMM KOMaHAbI ByAeT BblaHO COObLLEHME C KOMAHZOM KOTOPYH HEOBXOAMMO BbINOJIHUTD
Ha OCTaslbHbIX CepBepax AJs join, ee ciefyeT CKONMPOBATb A5 AaNbHENLLEro UCMONb30BAHNS.

BbinonHuTh KOHGUrypaumio kubectl:

mkdir -p $HOME/.kube
cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
chown $(id -u):$(id -g) $HOME/.kube/config

BMHOHHMTbHaCTpOﬁKMOﬂuMﬁﬂOFMpOBaHMW

kubectl get cm -n kube-system kubelet-config -o json | sed '
s|cluster.local\\n|cluster.local\\ncontainerLogMaxFiles: 2\\n|g
s|cluster.local\\n|cluster.local\\ncontainerLogMaxSize: 10Mi\\n|g
' | kubectl replace -f -

echo "containerLogMaxFiles: 2" >> /var/lib/kubelet/config.yaml
echo "containerLogMaxSize: 10Mi" >> /var/lib/kubelet/config.yaml
systemctl restart kubelet
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B paHHOM npumepe wucnonb3yeTcs cilium B pexume kube-proxy replacement (kubernetes
nHuumanusnposaH 6e3 kube-proxy). cnonbsoBaHue apyrux CNI BO3MOXKHO, HO HE OMUCbIBAETCS B
[aHHOW fokyMeHTaunu. Mpu ncnonb3osaHum gpyrux CNI cnegyeT M3MeHUTb KOMaHay UHULMANM3aLmm
ansa 3anycka kube-proxy.

BbInonHNTb ycTaHOBKY cilium:

api_server_host="k8s-api.${infra_domain}"
api_server_port="6443"

helm upgrade --install cilium ./offline/charts/cilium-1.16.5.tgz \
--namespace kube-system \
--set kubeProxyReplacement=true \
--set k8sServiceHost=${api_server_host} \
--set k8sServicePort=${api_server_port} \
--set operator.replicas=1 \
--set ipam.mode=kubernetes \
--set image.useDigest=false \
--set image.repository="${registry_address}/cilium/cilium" \
--set operator.image.useDigest=false \
--set operator.image.repository="s${registry_address}/cilium/operator" \
--set hubble.enabled=false \
--set 17Proxy=false

Y6egmnTbCs YTO HOZA Nepewwna B cTaTyc Ready:

watch kubectl get node

B cnyyae ecniv HET BO3MOXHOCTM UCMO/b30BaTh KOPNoOpaTuBHbIA DNS, He06X0aMMO BbINOMHUTD
HaCTPOWKy pa3pelleHns AOMEHHbIX UMeH Ha KnacTepHoM dns(coredns) B cocTaBe kubernetes nocne
€ro Huumanusauum, cM. NMpunoxeHune. KnactepHoiin DNS.

BknioueHune Hog B kubernetes

BHuMaHue! Ecin He 6b1710 HACTPOEHO pa3pelleHne JOMEHHbIX MMeH Ha BblwecTosiuiem DNS
cepBepe, TO f06aB1Tb 3aMNUCh C YKa3aHMeM OMEHHOIO MEHU U ip agpeca cepBepa XOCTUHTA
k8s control-plane B /etc/hosts.

BHMMaHMe! KomaHabl BbINOHAOTCS Ha Bcex cepBepax worker/db

3afaTb HY)XHOE UMS cepBepa, B NpUMepe Ucnosb3yetcs worker:

hostnamectl set-hostname worker

BbINOMHUTb HACTPOMKY CUHXPOHM3ALUUN BPEMEHU, N yeanTbCs YTO BPEMS CUHXPOHU3UPOBAHO:

timedatectl status
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B cnyyae ecnv Heobxoaumo m3mMeHuUTb agpeca NTP cepBepoB Hago oTpegakTupoBaTb aia u

BbIMOJHUTL Nepe3anyckK cepsBuca:

nano /etc/systemd/timesyncd.conf

systemctl enable systemd-timesyncd
systemctl restart systemd-timesyncd

OTKAYUTb Swap:

swapoff -a
sed -i '/ swap / s/N/#/' [etc/fstab

3arpy3utb Heobxogumble MOAYNM g pa:

cat <<EOF | tee /etc/modules-load.d/containerd.conf
overlay

br_netfilter

EOF

modprobe br_netfilter

modprobe overlay

[o6aBuTb onuum agpa:

cat <<EOF | tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables = 1
net.ipv4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
fs.inotify.max_user_instances = 524288

EOF

cat <<EOF | tee /etc/sysctl.d/70-disable-ipv6.conf
net.ipv6.conf.all.disable_ipv6e = 1
EOF

sysctl --system

BbinonHUTL KOHGUIypauumto containerd:

containerd config default | sed "
s|SystemdCgroup = false|SystemdCgroup = true|g

s|\ (.*sandbox_image = \)\".*/pause:.x\"|\1\"${registry_address}/pause:3.10\"|g

" > Jetc/containerd/config.toml
systemctl enable containerd
systemctl restart containerd

HacTponTb aBTOg0ONOMHEHNE KOMAHS,:
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mkdir -p /etc/bash_completion.d/

crictl completion bash > /etc/bash_completion.d/crictl
cat > /etc/crictl.yaml << EOF

runtime-endpoint: unix:///run/containerd/containerd.sock
image-endpoint: unix:///run/containerd/containerd.sock
timeout: 2

debug: false

pull-image-on-create: true

EOF

MmnopTrpoBaTb CA cepTudMKaT BbiNyLEHHbIN paHee Ha ware Boinyck CA cepTudukara:

mkdir /usr/share/ca-certificates/mong

cp certs/monqg.ca.crt /usr/share/ca-certificates/mong/monqg.ca.crt
echo "mong/mong.ca.crt" >> /Jetc/ca-certificates.conf
update-ca-certificates

BHuMaHue! Ecin He 6b1710 HACTPOEHO pa3pelleHne JOMEHHbIX UMeH Ha BbiwecTosiuiem DNS
cepBepe, To ,06aBNTb 3aMNKCh C YKAa3aHWEM JOMEHHOIO UMEHU U ip agpeca cepBepa XOCTUHTa
k8s control-plane n container-registry B /etc/hosts.

systemctl enable kubelet

k8s_domain="k8s-api.${infra_domain}"

kubeadm join ${k8s_domain}:6443 --token xxxxxxxxxxxxx —--discovery-token-ca-cert-hash \
Sha256 thkkkkkkkkkkkkk

Ecnu TokeH 6bin yTepsH Uaun CpokK ﬂ,eﬁCTBMﬂ NCTEK, MOXHO NONY4YnUTb HOBbIVI, 0151 3TOro Ha master
cepBepe Haflo BbIMOHUTL KOMaHAy:
kubeadm token create --print-join-command

Y6ennTbCs 4TO HOLbl Mepelunn B cTaTtyc Ready, ansa atoro Ha cepeepe k8s control-plane BbinonHUTL
KOMaHAy:

watch kubectl get node

B TeyeHUN ABYX MUHYT CTaTYC [O/MKEH USMEHUTbLCS.

Ecnv Hopa Tak 1 He nNepeLwuna B CTaTyC rOTOBHOCTK, MpoBepuTb noru kubelet.

Nocnepyowas HaCTpoiiKa Knacrepa

BHMMaHMe!KOMaHﬂbIBHHOHHHDTCHHacepBeperﬂaﬁEh
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Ingress controller

Nginx-ingress-controller oTBeyaerT 3a:

« MapLlpyTU3aLuIio 3arMpoCoB OT KI/MEHTOB K MWKPOCEpPBMCaM, B TOM YUC/Ae Aasi CaMux
MUKPOCEPBUCOB NPV BHYTPEHHEM B3aUMOENCTBUN;

« GanaHCUMPOBKY 3amMpoCOB MeXay MUKPOCepBMCaMM, KOrga 3afeNcTBOBaHbl MEXaHW3Mbl
rOPM30HTaNbHOIO MacWTabupoBaHus;

B paHHOM npumepe 6anaHCMpOBLUUK ByAeT 3anylyeH B eMHCTBEHHOM 3K3eMN/isipe Ha Hoge worker.
B cnyyae HeOBXOAMMOCTY OTKA30yCTONYMBOIO PELIEHUs, METKMA HeobxoaAnMo f06aBNTb METKU Ha
BCE HOZbI NNIaHMpPYyeMble A5 3anycKa ingress-nginx.

[06aBnTb METKy Ha Hogy, AN1A 3anycKa ingress-nginx controller:

server_name=worker
kubectl label node ${server_name} ingress=

3anycTuTb KoHTponnep c nomoubto helm chart:

helm upgrade --install ingress-nginx offline/charts/ingress-nginx-4.12.1.tgz \
--namespace ingress-nginx --create-namespace \
--set controller.kind=DaemonSet \
--set controller.hostPort.enabled=true \
--set controller.nodeSelector.ingress="" \
--set controller.service.enabled=true \
--set controller.config.body-size=50m \
--set controller.config.hsts=false \
--set controller.config.large-client-header-buffers="4 32k" \
--set controller.config.proxy-body-size=50m \
--set controller.config.proxy-buffer-size=128k \
--set controller.config.proxy-buffers="4 256k" \
--set controller.config.proxy-busy-buffers-size=256k \
--set controller.config.proxy-connect-timeout="15" \
--set controller.config.proxy-read-timeout="300" \
--set controller.config.proxy-send-timeout="300" \
--set controller.config.server-name-hash-bucket-size="256" \
--set controller.config.worker-shutdown-timeout=10s \
--set controller.image.registry=${registry_address} \
--set controller.image.digest=null \
--set controller.admissionWebhooks.patch.image.registry=${registry_address} \
--set controller.admissionWebhooks.patch.image.digest=null

MpoBEPUTbL COCTOSIHNE KOHTENHEPOB KOHTpO//IEepa:
watch kubectl get po -n ingress-nginx
MpocTpaHcTBa AN 3aNyCKa KOMMNOHEHTOB

Co3pgaTtb namespace 41 3anycka MHMPaCTPYKTYPHbIX KOMIOHEHTOB 1 Mong:
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kubectl create namespace ${infra_namespace}
kubectl create namespace ${monq_namespace}

Hopbl, NnpegHa3HayeHHble A5 3anycka MUKPOCEpBMCOB Mong fo/MKHbI ObITb OTMEYEHbl METKOM

"worker”.

BHumaHme! laHHY KOMaHay He06X0AMMO MOBTOPUTH /151 BCEX CEPBEPOB C POsibIo wWorker.

kubectl label node worker function=worker

3agaTtb IMMUTBI MO YMONYaHMIo A namespace production

BHMMaHMe!HepeKOMeHﬂyeTCﬂyMeHbmaTbﬂMMMTblHoyMOﬂHaHMD.

cat <<EOF | kubectl create -f -

apiVersion: vl

kind: LimitRange

metadata:

name: limit-range

namespace: ${mong_namespace}

spec:
limits:
- default:
cpu: 2

memory: 2048Mi
defaultRequest:

cpu: 25m

memory: 128Mi
type: Container

EOF

Co3paTb secret copepxawmin CA cepTudmMKaT BbiNyWeHHbIW paHee B pa3pene Bbinyck CA

CepTI/Id)I/IKaTa Onga ero nepencnosib3oBaHMs B OCTaJ/IbHbIX KOMMOHEHTax:

kubectl create
-—from-file=

kubectl create
-—from-file=

secret generic
./certs/mong.ca.

secret generic
./certs/mong.ca.

daiinoBoe xpaHunuiye

-n ${mong_namespace} mong-ca \
key --from-file=./certs/monqg.ca.crt

-n ${monqg_namespace} mong-ca-certificates \
crt

Tpe6yeTc;| ONnAa XpaHeHUA faHHbIX, KOTOPbI€ MO Pa3/indHbIM MPU4YNHAM HE MOTYT 6bITb pa3mMelleHbl B

BA:

* BNOXeHMa npukpennsemble K KE;

« apTedaKTbl NPOEKTOB aBTOTECTUPOBAHMS;

e aBaTapbl B npocbmne noNb30BaTeNA,
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e MarmMHbl CUCTEMHbIX alreHTOB.

Wcnonb3yembiin persistent volume pgomkeH noppepxuBath pexum RWX (readWriteMany), Tak
KaK MOXeT 6biTb OHOBPEMEHHO WCMOJIb30BAH HECKO/IbKUMU cepBucamu/pennmkamm. Cnmcok
COBMECTUMBIX PeLLeHU MOXHO MOCMOTPETb B 0 1LManbHOM JOKYMEHTALMN.

B paHHOWM MHCTpyKUMK ByaeT pacCMOTPEHO pelueHne Ha 6a3e NFS, Tak Kak OHO SIB/ISETCS CaMbIM

PacnpoCTPaHEeHHbIM.

BHumaHume! Ecnn NFS npepocTaBnsieTcst Kak CEpBUC, TO 3aPMKCMPOBATh agpec MOAKAYEHNS U
nepenTun NYHKTY co3ganus PV u PVC.

06wt NOPSAOK YCTAHOBKM U HACTPOMKN:

B gaHHOM npumepe 6ygeT ncnosib3oBaH cepsep db, Ha KOTopoMm paHee 6bi1 ycTaHoBneH NFS B
pa3gene YcTtaHoBKa cepsepa NFS.

Co3zpgatb PV n PVC:
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host_path="/storage/nfs"
nfs_server_address="< 1ip address nfs server >"
nfs_storage_size="20Gi"

cat <<EOF | kubectl create -f -
apiVersion: vl
items:
- apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-monq
annotations:
volume.beta.kubernetes.io/storage-class: nfs
spec:
capacity:

storage: ${nfs_storage_size}
accessModes:

- ReadWriteMany
persistentVolumeReclaimPolicy: Retain
nfs:

server: "${nfs_server_address}"

path: "${host_path}"

- kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-monq
namespace: ${monqg_namespace}
annotations:
volume.beta.kubernetes.io/storage-class: nfs
spec:
accessModes:

- ReadWriteMany
resources:

requests:

storage: ${nfs_storage_size}
kind: List
metadata:
resourceVersion: ""
selfLink: ""
EOF

ABTOopu3auusa B knacrtepe kubernetes

BbinncaTb 1 3adhMKCMpoBaTh TOKEH W agpec nogkntoydeHus K api k8s B authfile.

MpUMeHNTb MaHWdECTbl CEPBUCHOW YYETHOW 3anuncu:

MDL

30



WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1.

2025-05-13

cat <<EOF | kubectl create -f -

apiVersion: vl
items:

- apiVersion: vl
kind: ServiceAccount

metadata:

name: "dinstaller"
namespace: "${mong_namespace}"

secrets:

- name: "installer-token"
- apiVersion: vl

kind: Secret
metadata:

name: "installer-token"
namespace: "${mong_namespace}"

annotations

kubernetes.io/service-account.name:

type: kubernetes.io/service-account-token
- apiVersion: rbac.authorization.k8s.io/v1l

kind: Role
metadata:

name: "installer"
namespace: "${monq_namespacel}"

rules:
- apiGroups:
resources:

[llll]

[ "services", "pods", "configmaps", "secrets'", "serviceaccounts" ]

verbs: ['x']

- apiGroups:
resources:

['apps']
[ "deployments" ]

verbs: ['x']

- apiGroups:
resources:

[Hll]

[ "namespaces", '"persistentvolumeclaims" ]

verbs: ['get']

- apiGroups:
resources:

["networking.k8s.70"]
[ "ingresses" ]

verbs: ['x']

- apiGroups:
resources:

["rbac.authorization.k8s.70"]
[ "roles", "rolebindings" 1]

verbs: ['x']
- apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding

metadata:

name: "installer"
namespace: "${monq_namespace}"

roleRef:

apiGroup: rbac.authorization.k8s.i0

kind: Role

name: "dinstaller"

subjects:

- kind: ServiceAccount
name: "dinstaller"
namespace: "${mong_namespace}"

kind: List
metadata:

resourceVersion: ""

selfLink: ""
EOF

Mony4nTb TOKEH:

installer_token=$(kubectl get secret -n ${monq_namespace} installer-token \

-0 jsonpath='{.data.token}' | base64 --decode)
echo save 1it: ${installer_token}

"installer"
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[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

k8s.host: "k8s-api.in.mong.local',
k8s.port: 6443;
k8s.proto: https;

k8s.users.root_user.token: "<check ${installer_token}>";

Consul

XpaHunuwe koHdurypaumii Mong.

PaccmatpuBaetcs SelfHosted, 3anyck B eguHMyYHOM 3k3emnnspe statefulSet c nomowbto helm chart.
Be3 BbICOKOM AOCTYNMHOCTM.

Mepen Havanom paboT HeobxogmMmMo co3paTth Ha BHewHeM DNS cepBepe 3anucb gns xocta consul
Buaa consul.${infra_domain}, 3anncb gomkHa pa3pelwatbcs B IP cepBepa Ha KOTOPOM
pacnonoxeH consul(e gaHHoOM npumMepe cepeep db).

BHuMaHwue! Ecin He 6b1710 HACTPOEHO pa3pelleHne JOMEHHbIX MMeH Ha BbiwecTosem DNS
cepBepe, To ,06aBNTb 3aMKCb C YKa3aHWEM JOMEHHOIO UMEHM U ip agpeca cepBepa XOCTUHTa
consul B /etc/hosts Ha Bcex cepBepax.

BHHOﬂHMTbHa3HaHeHMGMeTKMHaBH6paHHWOHOAW

server_name="db"
kubectl label no ${server_name} consul=

BbInonHMTBL 3anyck ¢ nomolybio helm chart:

helm install consul offline/charts/consul-1.0.1.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address}

YctponctBo helm chart onucaHo B COOTBETCTBYHOLWEM MPUIOXKEHUU, CM. [punoxeHue.
OnucaHue Tunosoro helm chart.

NHuuymanusmnposaTb consul:

bootstrap_token=$(curl -s -X PUT consul.${infra_domain}:8500/v1l/acl/bootstrap | jq -r '.ID'")
echo "save it: "${bootstrap_token}

OTBeTCOﬂepHMTTOKeHAOCTyHa(ZMaKCMMaﬂbHHMMI1paBaMM,CﬂeﬂyeTeFOCOXpaHMTh

Co3paThb TOKEH areHTa B consul:

MDL 32



WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1. 2025-05-13

agent_token=$(curl -s -X PUT -H "X-Consul-Token: ${bootstrap_token}" \
consul.${infra_domain}:8500/vl/acl/create \
-d '"{"Name": "Agent Token",

"Type": "client",

"Rules":"node \"\" { policy = \"write\" } service \"\" { policy = \"read\" }"}' \
| 39 -r '.ID")

anMeHMTbTOKeHaFeHTaBCOﬂSUh

curl -X PUT -H "X-Consul-Token: ${bootstrap_token}" \
consul.${infra_domain}:8500/vl/agent/token/acl_agent_token \
-d '{ "Token": "'${agent_token}'" }'

BbINOAHUTL NPOBEPKY:

1. CocTosiHMe 3amnycKa KOHTeHepa

watch kubectl get po -n ${infra_namespace} consul-0

2. Jlorv KoHTelHepa

kubectl logs -n ${infra_namespace} consul-0 -f
3. BO3MOXHOCTb MOAKNIOYEHNS C ABTOPU3ALMOHHBIMU JaHHbIMM
[nsa HanonHeHus authfile BbicTaBUTL 3HaYeHUS:

« consul.host: "consul.in.monqg. local";

consul.port: 8500;

consul.proto: http;
« consul.users.root_user.token: "<check ${bootstrap_token}>";

BHMMaHMQ!3HaquMGBbHUGyKa3aHHHXﬂepeMeHHHX3aﬂOﬂHeHblCyHeTOMTEKyMeFOHpMMepa.

CYB/[l, Kew un gucneTyep coobLeHnH

O6uue NonoXeHns:

« B paHHOM OOKyMeHTe paccMaTpuBaeTCs pelleHue No 3amnyCcKy BCeX KOMMOHEHTOB BHYTPU
kubernetes;

+ Bcnyyae Tpebyetcs 3anycTtuTb koMnoHeHT CIO gpyruM MeToaoM, peKoMeH4yeM BOCN0/Ib30BaThCs
odrLManbHON WMHCTPYKUMEeN noCTaBlMKa peweHns. HacTpoiiky Heobxogumo 6ypet
Npor3BecTy kak managed cepBuc;

+ B npepnoXxeHHbIX MpuMMepax B KayecTBe XpaHWIWLLA [aHHbIX A18 KomroHeHTosB CYB/[]
ncnonb3yeTcst NokanbHbI KaTanor (hostPath volume) Ha Hoge. 3ToT cnocob ykasaH ans
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npyMepa, 4To 6bl MPOrpaMMHbIA KOMMIEKC MOXHO 6bl1I0 3anycTUTb BHE 3aBUCUMOCTU OT
Ha/NM4YMs TOro UM MHOTO XpaHWUAULLA, a C/iefysl NOLWAaroBon UHCTPYKUMN. He pekomeHayeTcs
MCMNONb30BaTh AaHHbIN TUMN XpPaHUANLLA AN MPOMBILLIEHHON 3KCNyaTaunn. B cnyyae ecnum
CMNO 6yget 3anyweHo B kubernetes B NpoayKTUBHOM pexmMe, peKOMEHAYETCS NOAKIYaTb
XpaHWUAMLLA B PEKOMEHZYEMOM KOHpUrypaumm: cm gokymMeHTaumnio kubernetes;

+ B paHHOM [JOKYMEHTe He pacCMaTpuUBalOTCs JyyllivMe MPaKTUKW MO 3anyCKy KacTepHbIX
peLleHunn.

« [1n5 yCTaHOBKM 6OMBLUIMHCTBA KOMMOHEHTOB TpebytoTcs ycTaHoBneHHble Helm n Crane cm.
YCTaHOBKa NaKeTOB;

+ B npumepe byaeT paccMoTpeHa yCTaHOBKA KOMMOHEHTOB 6e3 pe3epBYpPOBaHus;

MeTopabl 3anycka HA 1 managed peLieHunin oTpaXkeHbl B MPUTOXKEHUSX.

Bbibop onTUManbHOro pelleHusi Bcerga obycnosneH TpeboBaHUSIMU K OTKA30yCTOMYMBOCTU U
NPON3BOANTENBHOCTU KOHKPETHOW MHCTaNAaUUN. laHHOe pyKOBOACTBO AEMOHCTPUPYET 6a30BbIi
MOAXOA, K 3aMyCKy KacTepa BbICOKOM LOCTYNHOCTY U HacTpoliky Mong ans paboTbl ¢ HUM. B Lensix
MUHUMU3ALUN PYYHOI HAaCTPOIMKIM NCMonb3ytoTcs onepaTopbl k8s oT npounssoauTens CMO.

MHCprKuMH COCTaBJ/IeHa C Y4E€TOM BbIMONHEHNA KOMaHA OT No/fib30oBaTensa root, no3ToMy nepepg
BHﬂOﬂHeHMeMKOMaHﬂHeO6XOAMMOHepeﬁTMHaMCﬂOﬂb3OBaHMErOOtmyCTaHOBMTbﬂepeMeHHHe:

su -
infra_domain=in.monq.local
registry_address=registry.${infra_domain}:5000
infra_namespace=infra
mong_namespace=production

PostgreSQL

ﬂOHOﬂHMTGﬂbHHeBapMaHTbIpa3BepTHBaHMW

« [punoxeHune. HA PostgreSQL.
« MpunoxeHune. Managed services, pa3gen PostgreSQL.

Mepeg Havyanom paboT HeobxoaMMO co3faTh Ha BHelwHeM DNS cepBepe 3anuch ans xocTa postgres
Buga postgresql.s{infra_domain}, 3anucb gomkHa paspewatbcs B IP cepBepa Ha KOTOPOM
pacrnonoxeH postgres(s gaHHoM npumepe cepaep db).

BHuMaHume! KomaHAbl BINOAHAKTCSA Ha cepBepe master.

BHHOﬂHMTbHa3HaHeHMeMeTKMHaBM6paHHWOHOAW

server_name="db"
kubectl label no ${server_name} postgresql=
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BbinonHmMTL 3anyck ¢ nomoupbto helm chart:

helm install postgresql offline/charts/postgresql-1.1.0.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address}

YctpoictBo helm chart onvcaHo B COOTBETCTBYHOLEM MNPUMOXKEHUM, cM. [MpunoxeHue.
OnucaHune Tunosoro helm chart.

Mony4nTb aBTOMATMYECKN CreHeprpoOBaHHbIV Maposb Nonb3oBaTens postgres:

postgres_password=$(kubectl get secrets -n ${infra_namespace} postgresqgl-secret \
-0 jsonpath='{.data.POSTGRES_PASSWORD}' | base64 --decode)
echo "save it: ${postgres_password}"

BbIMoOMIHUTL NpPOBeEpKY:

1. CocTosiHMe 3anycKa KOHTelHepa:

watch kubectl get po -n ${infra_namespace} postgresql-0

2. Jlorv KOHTeHepa:

kubectl logs -n ${infra_namespace} postgresql-0 -f

3. BHHOHHMTb3aHyCKBpeMeHHOFOpOdﬂﬂﬂBHﬂOﬂHeHMﬂHpOBepKw

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"
4, BO3MOMHOCTbHOAKHDHGHMHCaBTOpM3auMOHHHMMAaHHHMM.

kubectl exec -it -n ${mong_namespace} utils \
-- psql -c "SHOW server_version;" \
postgresql://postgres:${postgres_password}@postgresql.${infra_domain}

kubectl delete pod -n ${mong_namespace} utils
[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

« postgresql.host: "postgresql.in.monqg. local';

+ postgresql.port: 5432;

+ postgresql.ssl: false;

+ postgresql.ssl_mode: "Require';

« postgresql.ssl_trust: true;

+ postgresql.users.root_user.name: "postgres';

+ postgresql.users.root_user.password: "< check ${postgres_password}" >.
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BHMMaHMe!3HaquMeBHuEyKa3aHHHXHepeMeHHHXBaHOﬂHeHbIqueTOMTeKymeFOHpMMep&

RabbitMQ

[JlononHuTeNnbHble BapMaHTbl pa3BepTbiBaHUSA:

« MpunoxeHune. HA RabbitMQ.
« MpunoxeHne. Managed services, pasgen RabbitMQ.

Mepeg Havanom paboT HeobxoaMmMo co3paTh Ha BHewHeM DNS cepBepe 3anucb gns xocta consul

Buaa rabbitmg.${infra_domain}, 3anucb gomkHa pa3pelatbcsa B IP cepBepa Ha KOTOPOM

pacnonoxeH rabbitmq(s gaHHoM npumepe cepeep db).

BHMMaHMe!KOMaHﬂbIBHHOﬂHﬂwTCﬂHacepBeperﬂaﬁEK

BHHOHHMTbHa3HaHeHMeMeTKMHaBH6paHHWOHOAw

server_name="db"
kubectl label no ${server_name} rabbitmg=

BbinonHMTL 3anyck ¢ nomoupbto helm chart:

helm install rabbitmq offline/charts/rabbitmg-1.1.0.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address}

YctpoiictBo helm chart onvcaHo B COOTBETCTBYHOLWEM MPUMOKEHUUN, CM.

Onucanue Tunosoro helm chart.

BbINONHUTL NPOBEPKY:

1. CocTosiHMe 3anycKa KOHTelHepa:

watch kubectl get po -n ${infra_namespace} rabbitmqg-0

2. Jlorn KoHTeHepa:

kubectl logs -n ${infra_namespace} rabbitmg-0 -f

CO3HaTbﬂOﬂb3OBaTeﬂﬂCaﬂMMHMCTpaTMBHHMMI1paBaMMZ

MpunoxeHne.
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rabbitmqg_root_password=$(openssl rand -base64 16)
echo "save it: "${rabbitmg_root_password}

curl -X PUT http://guest:guest@rabbitmqg.${infra_domain}:15672/api/users/root \
-d '"{"password": "'${rabbitmg_root_password}'", "tags":"administrator"}'

curl -X PUT http://guest:guest@rabbitmqg.${infra_domain}:15672/api/permissions/%2F/root \
_d l{llconf-iguren : n .*H ’er--iteﬂ : n .*H ’Hr—eadll : n .*ll}l

curl -X DELETE --user root:${rabbitmqg_root_password} \
http://rabbitmg.${infra_domain}:15672/api/users/guest

[Ans HanonHeHus authfile BbICTaBUTb 3HaYEHUS:

 rabbitmg.host: "rabbitmg.in.monqg. local",

 rabbitmq.port: 15672;

« rabbitmg.amqp_port: 5672;

 rabbitmg.amqgp_ssl: false;

« rabbitmgq.proto: "http";

 rabbitmgq.virtual_host: " /";

« rabbitmg.quorum_queues: false;

« rabbitmgq.users.root_user.name: ""root";

« rabbitmq.users.root_user.password: "<check ${rabbitmg_root_password}>".

BHMMaHuMe! 3HayeH e BbllleyKa3aHHbIX MepeMEHHbIX 3aM0IHEHbI C y4eTOM TEKYLLEro npumepa.

Arangodb

ﬂOﬂOﬂHMTeﬂbHHeBapMaHTbIpa3BepTHBaHME

+ MpunoxeHwne. HA Arangodb.
« MpunoxeHune. Managed services, pa3gen Arangodb.

Mepeg Havyanom paboT HeobxoaMMO co3faTh Ha BHelwHeM DNS cepBepe 3anuch ans xocTta postgres
Buga arangodb.S${infra_domain}, 3anucb gomkHa paspewatbcs B IP cepBepa Ha KOTOpOM
pacnonoxeH arangodb(s gaHHoM npumepe cepsep db).

BHuMaHume! KomaHAbl BbINONHAOTCA Ha cepBepe master.

BbINOMHNTb Ha3HAYeHVEe METKM Ha BbIOpaHHY0 HoAy:

server_name="db"
kubectl label no ${server_name} arangodb=

BbInonHMTBL 3anyckK ¢ nomolbio helm chart:
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helm install arangodb offline/charts/arangodb-1.1.0.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address}

YctpoictBo helm chart onucaHo B COOTBETCTBYKOLWEM MPUIOXKEHUU, CM. [punoxeHue.
Onucanue Tunosoro helm chart.

Mony4nTb aBTOMATMYECKN CreHepUPOBaHHbIV Maposb Nob3oBaTens root:

arangodb_password=$(kubectl get secrets -n ${infra_namespace} arangodb-secret \
-0 jsonpath='{.data.ARANGO_ROOT_PASSWORD}' | base64 --decode)
echo "save it: ${arangodb_password}"

BbIMnoMHNUTL NpOBepKYy:

1. CocTosiHMe 3anycKa KOHTelHepa:

watch kubectl get po -n ${infra_namespace} arangodb-0

2. Jlorv KoHTelHepa:

kubectl logs -n ${infra_namespace} arangodb-0 -f

3. BbINOMHWTL 3aMycK BpeMeHHOro pod g5 BbINONHEHNS MPOBEPKMU.

kubectl run utils -n ${mong_namespace} \
-—image="${registry_address}/utils:3.4" —-- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"
4, BO3MOMHOCTbHOAKﬂwHeHMﬂCaBTOpM3auMOHHHMMAaHHHMM.

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -u root:${arangodb_password} \
arangodb.${infra_domain}:8529/_db/_system/_admin/echo \
-d "string" | jq

kubectl delete pod -n ${mong_namespace} utils
[ns HanonHeHus authfile BbicTaBUTL 3HaYEHUS:

« arangodb.host: "arangodb.in.monqg. local";

« arangodb.port: 8529;

« arangodb.proto: "http";

« arangodb.users.root_user.name: ""root";

« arangodb.users.root_user.password: ''< check ${arangodb_password} >'".

BHUMaHMe! 3HaueHe BblleyKa3aHHbIX MepeMEHHbIX 3aM0THEHbI C YH4ETOM TEKYLLEro npuMepa.
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Clickhouse

JlononHnTeNbHblE BAapMaHTbI pa3BepPTbIBAHUSA:

« MpunoxeHune. HA Clickhouse.
+ MpunoxeHue. Managed services, pasgen Clickhouse.

Mepep Havanom paboT HeobxogMMo co3aaTh Ha BHewHeMm DNS cepBepe 3anunch A1a xocTa postgres
Buaa c Lickhouse.${infra_domain}, 3anucb fomkHa pa3pewatbcs B IP cepBepa Ha KOTOPOM
pacnonoxeH clickhouse(e gaHHoM npumepe cepsep db).

BHMMaHMe!KOMaHﬂbIBHHOﬂHﬂmTCﬂHacepBeperﬂaﬁEK

BHHOﬂHMTbHa3HaHeHMQMeTKMHaBM6paHHWOHOAW

server_name="db"
kubectl label no ${server_name} clickhouse=

BbInonHMTBL 3anyck ¢ nomolLybio helm chart:

helm install clickhouse offline/charts/clickhouse-1.1.0.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address}

YctponctBo helm chart onucaHo B COOTBETCTBYHOLWEM MPUIOXKEHUU, CM. [punoxeHue.
OnucaHue Tunosoro helm chart.

MoNy4nTb aBTOMaTUYECKM CTeHEPUPOBAHHbIV Napob Nosb3oBaTens admin:

clickhouse_password=$(kubectl get secrets -n ${infra_namespace} clickhouse-secret \
-0 jsonpath='{.data.CLICKHOUSE_ADMIN_PASSWORD}' | base64 --decode)
echo "save it: ${clickhouse_password}"

BbIMOMHUTL NPOBEPKY:

1. CocTosiHMe 3anycKa KOHTelHepa:

watch kubectl get po -n ${infra_namespace} clickhouse-0

2. Jlorn KoHTeHepa:

kubectl logs -n ${infra_namespace} clickhouse-0 -f

3. BbINoNHWTBL 3anyck BpeMeHHOoro pod Ans BbINOSHEH WS MPOBEPKMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"
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4, BO3MOMHOCTbHOAKHDHGHMHCaBTOpM3auMOHHHMMAaHHHMMI

kubectl exec -it -n ${mong_namespace} utils \
-- curl --get --data-urlencode "query=SELECT version()" \
-u root_user:${clickhouse_password} clickhouse.${infra_domain}:8123

kubectl delete pod -n ${mong_namespace} utils
Ansa HanonHeHus authfile BbicTaBUTb 3HaYeHUSs:

« clickhouse.host: "c'lickhouse.in.monqg. Local";

« clickhouse.port: 8123;

« clickhouse.proto: "http";

o clickhouse.cluster: fa'lse;

« clickhouse.cluster_name: "monq";

+ clickhouse.users.root_user.name: ""root_user'";

« clickhouse.users.root_user.password: "<check ${clickhouse_password}>".

BHUMaHMe! 3HayeHVe BblLeyKa3aHHbIX MepeMEHHbIX 3aMO/IHEHbI C Y4ETOM TEKYLLEero npuMepa

Redis

JononHuTtenbHble BApUaHTbl pa3BepTbiBaHUS:

« MpunoxeHune. HA Redis.
« MpunoxeHwne. Managed services, pasgen Redis.

Mepep Havyanom paboT HeobxoaMMO co3aaTh Ha BHewHeM DNS cepBepe 3anuch ANig XocTa postgres

Buga redis.s${infra_domain}, 3anucb pomkHa paspewaTbcs B IP cepBepa Ha KOTOpPOM

pacnonoxeH redis(B gaHHOM npumepe cepeep db).

BHumaHume! KomaHAbl BbINOMHAOTCA Ha cepBepe master.

BbINOMHNTL HA3HAYEHVE METKM Ha BbIOPaHHYO HOAY:

server_name="db"
kubectl label no ${server_name} redis=

BbinonHuMTb 3anyck ¢ nomoupbto helm chart:

helm install redis offline/charts/redis-1.1.0.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address}
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YcTpoictBo helm chart onvcaHo B COOTBETCTBYHOLWEM MNPUMOXKEHUUN, CM.

OnucaHue Tunosoro helm chart.

Mony4YnTb aBTOMATUYECKMN CreHEPUPOBaHHbIV Naposb nonb3osatens defau'lt:

redis_password=$(kubectl get secrets -n ${infra_namespace} redis-secret \
-0 jsonpath='{.data.REDIS_PASSWORD}' | base64 --decode)
echo "save it: ${redis_password}"

BbIMoOMIHUTL NPOBeEpKY:

1. CocTosiHMe 3anycKa KOHTelHepa:

watch kubectl get po -n ${infra_namespace} redis-0

2. Jlorn KoHTelHepa:

kubectl logs -n ${infra_namespace} redis-0 -f

3. BbInofHWTB 3anyck BpeMeHHOoro pod s BbINOSHEH WS MPOBEPKMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"
4. BO3MOXHOCTb NnoAKMKYeHNA C aBTOPU3aUMOHHbIMU AAIAHHBIMI!

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h redis.${infra_domain} -a "${redis_password}" PING

kubectl delete pod -n ${mong_namespace} utils
[Ans HanonHeHus authfile BbICTaBUTb 3HaYEHUS:

« redis.host: "redis.in.monq. local";

« redis.port: 6379;

« redis.ssl: fa'lse;

« redis.sentinel: false;

« redis.service_name: "mymaster';

« redis.users.root_user.password: ""<check ${redis_password}">.

MpunoxeHwue.

BHMMaHuMe! 3HaveH e BbllleyKa3aHHbIX MepeMeHHbIX 3aM0IHEHbI C y4eTOM TEKYLLLEro npumepa.

VictoriaMetrics

JononHutenbHble BapnaHTbl pa3BepTbiBaHUSA:

« MpunoxeHune. HA VictoriaMetrics.
« MpunoxeHune. Managed services, pa3gen Victoria metrics.

MDL

41



WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1. 2025-05-13

Mepeg Havyanom paboT HeobxoaMMO co3faTh Ha BHelwHeM DNS cepBepe 3anuch ans xocTa postgres
Buga victoriametrics.${infra_domain}, 3anucb gomxHa pa3pewaTtbcs B IP cepBepa Ha
KOTOPOM pacnofioxeH victoriametrics(s gaHHoOM npumepe cepsep db).

BHuMaHume! KomaHAbl BbIMONHAOTCA Ha cepBepe master.

BbINOMHNTb Ha3HAYeHVE METKM Ha BbIOpaHHY0 HoAy:

server_name="db"
kubectl label no ${server_name} victoriametrics=

BbInonHMTL 3anyckK ¢ nomolbio helm chart:

helm install victoriametrics offline/charts/victoriametrics-1.1.0.tgz \
--namespace ${infra_namespace} --create-namespace \
--set application.image.registry=${registry_address}

YctponctBo helm chart onucaHo B COOTBETCTBYKOLWEM MPUIOXKEHUU, CM. [punoxeHue.
Onucanue Tunosoro helm chart.

Mony4ynTb aBTOMATUYECKUN CreHEPUPOBaHHbIV Mapo/b NOAb30BaTENS MON(:

vm_password=$ (kubectl get secrets -n ${infra_namespace} victoriametrics-secret \
-o jsonpath='{.data.VM_AUTH_PASSWORD}' | base64 --decode)
echo "save it: ${vm_password}"

BbINONHUTbL NPOBEPKY

1. CocTosiHMe 3anycKa KOHTeNHepa:

watch kubectl get po -n ${infra_namespace} victoriametrics-0

2. Jlorn KoHTelHepa:

kubectl logs -n ${infra_namespace} victoriametrics-0 -f

3. BbInonHWTB 3anyck BpeMeHHOro pod Ans BbIMOSHEHNS MPOBEPKMU.
kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"
4, BO3MOMHOCTbHOAKHDHGHMHCaBTOpM3auMOHHHMMAaHHHMM.

kubectl exec -it -n ${mong_namespace} utils \
-- curl -u monq:${vm_password} \
victoriametrics.${infra_domain}:8428/prometheus/api/vl/status/tsdb

kubectl delete pod -n ${mong_namespace} utils

Ansa HanonHeHus authfile BbicTaBUTb 3HaYeHUSs:
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victoriametrics.host: "victoriametrics.in.mong. local',

« victoriametrics.port: 8428;

« victoriametrics.proto: "http";

« victoriametrics.auth_type: "BasicAuth";

« victoriametrics.users.root_user.name: "monqg";

« victoriametrics.users.root_user.password: "<check ${vm_password}">.

BHuMaHMe! 3HaveHMne BbllIEYKa3aHHbIX NEPEMEHHbBIX 3alfOJIHEHbI C YH4ETOM TEKYLLETO NpumMepa.

3aknwuyeHue

Pe3yanaT0M BbIMOJIHEHUA VIHCprKLI,I/If/] npegbigywmnx pasgenoB MOXHO CHUTATb:

« Pabouyto nHdpacTpykTypy A4 3anycka Mong;
+ 3anonHeHHbIn authfile(system_auth. json), copepxalymii HaCTPONKK AN NOAKIOYEHMS
KO BCeM KoMmmnoHeHTam CI10.

Mepen nepexofoM K fanbHenlen ycTaHOBKe Heobxoanmo ybeamnTbcs YTO BCe AaHHble BHECEHbI, B
cny4yae OTCYTCTBUS KaKoro Mbo 13 6J10KOB, 3aM0NHUTL AaHHble
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YcTtaHOBKa Monq

YCTaHOBKa BbINO/IHAETCSA C MOMOLLbHO CLIeHapus NOCTaBASEMOrO B BUAE KOHTeHepa, cogepiKallero
BCe HeobxoauMble 6MBNMOTEKN N 3aBUCUMOCTU.

B noctaBke Monq naeT ABa cueHapus:

+ CueHapwii ycTaHoBKM Mong;
+ CueHapuii oumnctkm CMNO oT 06bekTOB Mong.

CNUCOK NnepeMeHHbIX, UCMOJIb3yeMbIX N0 TEKCTY:

« ${global_domain} - ocHOBHOE JOMEHHOE UMS Pa3BEPTHIBAEMOTO MPUIOXKEHUS
« ${registry_address} - apgpec peno3uTopusi KOHTEWHEPOB, €CAN WCNOb3yeTcs
pa3BepPHYTbIN NO AaHHOW MHCTPYKUMK, To http://registry.in.mong.local:5000

MoprotoBKa K yCTaHOBKe

1. NogroTtoBuThk haiin aBTopmsaumm CMNO system_auth.json;
2. MNpoBepuTb, YTO TOYKM MOAKIOYEHUS K KOMMOHeHTaM CIMO [oCTynHblI C TOWM MaWWHbI, rae
byaeT 3anyLeHa yCTaHOBKa;

3. BbibpaTb gOMEHHOE Ms ANd ycTaHOBKM Mong, fanee byaeT o603HavYeHo Kak ${global_domain

I

4. O6becneynTb paspeleHvie goMeHHbix UMeH S{global_domain},api.s${global_domain
}, registry.api.${global_domain} B agpec ingress-controller, ycTaHOBMEHHbIi
B kubernetes. YkazaHHble [QOMEHHble VMMEHa [O/KHbl KOPPEKTHO pa3pewaTbCcsi BHYTPWU
kubernetes 1 ¢ MaLWwVHbI Ha KOTOpPOI ByAET MPOU3BOAUTHCS 3aMYCK CLLEHapWs;

3anycK cueHapus YyCTaHOBKM

B npumepax 3anycka cueHapveB YCTaHOBKM WMCMOJIb3YeTCs MUHUMaNbHbIA HAabop nepemMeHHbIX,
C MOSIHBIM CMUCKOM TMEPEMEHHBIX MOXHO O3HAaKOMUTCS B COOTBETCTBYMLLEM [OKYMEHTE, CM.
MpunoxeHune. CNNCOK N3MEHSIEMbIX MEPEMEHHbIX CLLEHAPUS YCTaHOBLLMKA.
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B paHHOM MprMepe paccMaTpUBAETCS 3aMyCK YCTAHOBKM C MOMOLLbIO KOHTEMHepa, 3anyLWeHHOoro
BHe knactepa kubernetes, s 3anycka ycTaHoBKM BHYTpU KnacTepa kubernetes, cm. MpunoxeHue.
YcTaHoBKa BHYTpu knactepa kubernetes.

CueHapuin YCTaHOBKM 3amnycKaeTcsl 3a npegenamMuv UHGPaACTPYKTYpbl pa3BepTbiBAEMON CUCTEMDI,
Hanpumep ¢ MalNHblI CUCTEMHOIO agMUHUCTpaTopa. HacTpoeH BobiwecToswmin DNS, Bce Tpebyembie
[OMEHHble nMeHa 13 pa3gena (MoaroToBKa CUCTEMHOMO MPOrpamMMHOro obecrneyeHus) KOPPEKTHO
pa3speLatotcs B IP agpeca cOOTBETCTBYIOLNX CEPBUCOB.

Co3patb KaTanor ans aptedakToB yCTaHOBKM, pa3MecTUTb B laHHOM KaTasore authfile.

installer_files="< kaTanor c apTedpakTamMu ycTaHoBWMKa W dainom aBTopusauum CMNO, no ymonyaHwuwo /
opt/mong >"
mkdir -p ${installer_files}

cp “authfile® ${installer_files}/system_auth.json

3anyCcTUTb KOHTEWHEP CO CLieHapUEM YCTaHOBKM:

installer_files='"< kaTanor c apTepakTamum ycTaHoBWMKa u dainom asTopu3sauuu CMO, no ymonyaHuw /
opt/mong >"

global_domain="pgomeHHoe< ums>"

registry_address="agpec< penosuTopusi KoHTelHepoB>"

crictl pull ${registry_address}/installer:8.9.1

ctr -n k8s.i0 run --rm --net-host \
--mount type=bind,src=${installer_files},dst=/opt/monqg,options=rbind:rw \
${registry_address}/installer:8.9.1 mong-installer-temp \
ansible-playbook -e '"global_domain="'${global_domain}'"\
mong/mong.yaml

B cnyyae BO3HMKHOBEHUS OWINOOK OHW ByayT OTpaXkeHbl B palifie errors. json, pacnofioXeHHOM
B KaTanore S{installer_files}.

Mocne yCTaHOBKM CUCTEMA rOTOBA K MCMOMb30BaHWUIO, MHTepdeic goctyneH no agpecy S{
global_domain}.

ABTOpM3aLMNOHHbBIE flaHHbIE MO-YMONYaHUIO:

« nornH: admin@${global_domain}
« naponb: mong_admin

3anycK cueHapusa yaaneHus

B cnyyae, ecniv ycTaHOBKa He 6bl/1a 3aBepLUEHA YCMELLHO, CiefyeT MCMOb30BaTb CLlEHapuil eraser,
C MOMOLLbIO HEro oYuLLaloTCs BCe KOMMOHeHTbl CMO oT 06bekToB Mong.
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BHuMaHne! yp,aneHme OO/MKHO 3anyCKaTbCA C TEMU XKe NepeMEHHbIMU, 4HTO N YCTaHOBKaA

3anycTuTb KOHTEHEP CO CLIEeHApUEM yaaneHus:

installer_files="< kaTanor c apTepakTamu ycCTaHoBWMKA U dainom aBTopusauum CMNO, no ymonyaHwuw /
opt/mong >"

ctr -n k8s.i0o run --rm --net-host \
--mount type=bind,src=${installer_files},dst=/opt/monqg,options=rbind:rw \
${registry_address}/installer:8.9.1 mong-installer-temp \
ansible-playbook -e '"global_domain='${global_domain}'"\
monq/eraser.yaml
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MpunoxeHune. UHCTPYKLUA NO HANMOJIHEHUIO
authfile

Authfile ncnonb3syetcs cueHapuem ycTaHOBKM Mong gns NOAKMYEHUS K MHDPACTPYKTYPHbIM
06beKTaM 1 co3paHus 06bekToB Mong:

+ MaHudectbl kubernetes;
« MNonb3oBaTenu n 6asbl 4aHHbIX;
« poyne 06beKTLI TpebyeMble anst paboTsl Mong.

B authfile nomnmo napameTpoB nogkntoYeHUs!, yKa3biBAaETCS TWIM 3aMyCKa CUCTEMHOMO MPOrPaMMHOTO
obecneyeHus, 3to moxeT 6bITb cluster(ha) mnu standalone, n cooTBeTcTByOWME KAOYM AAs
KOHMMIypauum napamMeTpoB.

BHuMaHuMe! BaXHO KOPPEKTHO 3anofHUTb napaMeTpbl nogkntoyveHus kK CMO, T.K. gns
HEKOTOPbIX KOMMOHEHTOB B3anmMogencTame ¢ HA CMO oTnnyaeTtcsa oT pexxuma standAlone.

B NPUNOXEHHbIX OOKYMEHTaX XpPaHUTCA MOofAeNib [OaHHbIX authfile n onucanune nepemMeHHbIX,
HeO6XOp,I/IMO BHUMATENIbHO N3YYUTb 3TN JOKYMEHTbI Nepea HanoJIHEHUEM.

+ Mpumep daiina system_auth.json;
« OnucaHue nonen ¢aiina aBTopusamm B komnoHeHTax Co.

OnucaHue nonei ¢aiina asTopusauum B KOMNoHeHTax Cro

Kntoy Tun OnwncaHwne

arangodb.host string hostname nnu ip agpec cepsepa arangodb
arangodb.port int nopT cepBepa cepBepa arangodb

arangodb.proto string npoTokon cepsepa cepsepa arangodb (http,https)
arangodb.users.root_user.name string  nms nonb3oBaTtens arangodb
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Kntoy

arangodb.users.root_user.password
clickhouse.host

clickhouse.port

clickhouse.proto

clickhouse.cluster

clickhouse.cluster_name

clickhouse.users.root_user.name
clickhouse.users.root_user.password
consul.host

consul.port

consul.proto
consul.users.root_user.token
k8s.host

k8s.port

k8s.proto
k8s.users.root_user.token
postgresql.host

postgresql.port

postgresql.ssl

postgresql.ssl_mode

postgresql.ssl_trust

Tun

string
string
int

string

bool

string

string
string
string
int

string
string
string
int

string
string
string
int

bool

string

bool

Onucanune

napo/ib nonb3osartens arangodb

hostname unu ip agpec cepeepa clickhouse

nopt cepsepa clickhouse

npoTtokon cepeepa clickhouse (http,https)
MepemeHHas gomkHa bbiTh true ecnun ncnonbsyertcs
cluster pexxum

Mms knactepa B clickhouse. Ecnun He ucnonbayeTcs
KnacTep - 3aaThb 1t060e 3HaUYeHne, HanprMMep mong
nmsa nonb3osaTens clickhouse

naponb nonb3oBatens clickhouse

hostname unwu ip agpec consul

nopt consul

npoTtokon consul (http,https)

TOKeH nonb3oBaTens consul

hostname unwu ip agpec apiserver kubernetes

nopt apiserver kubernetes

npoTokos apiserver kubernetes (http,https)

TOKeH aBTOpM3auuu B apiserver kubernetes

hostname unw ip agpec cepsepa postgresql

nopT cepBepa postgresql

ncnonb3yeTcs nu ssl 4ns NoAKNYEHMIO K cepBepy
postgresql

Pexxnm ssl pns nogknoueHnio K cepsepy postgresql.
MepemMeHHas foMXkHa BbITh 3afaHa eC/IN UCTMOSb3YETCS
ssl. BoamoxHble 3HavyeHus: Allow, Prefer,Require.
Ecnu ssl He ncnonbsyeTcs, ykasaTb JIl060e 13 3HAYEHWUIA

[oBepaThb ssl cepTudunkaty cepeepa postgresql. Ecnm ssl
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Kntoy Tun OnuncaHwne
He ncnonb3yetcs, ykasaTtb false

postgresql.users.root_user.name string  nmsa nonb3oBaTtens postgresql

postgresql.users.root_user.password string nmaponb nonb3oBatens postgresql

rabbitmg.host string  hostname nnw ip agpec cepsepa rabbitmq

rabbitmg.port int nopT cepsepa rabbitmq

rabbitmg.amqp_port int ampgq nopt cepsepa rabbitmq

rabbitmg.amqp_ssl bool  wucnonb3oBath ssl gns amgp

rabbitmg.proto string nmpoTokon api cepeepa rabbitmq (http,https)

rabbitmg.quorum_queues bool  wucnonbsoBaTb M quorum ovyepeam, Heo6xoQUMO
ANs KnacTtepa

rabbitmgq.virtual_host string vhost B rabbitmq, 3agatbe / ecnv He ucnonb3yetcs
KaCTOMHbIA

rabbitmgq.users.root_user.name string nms nonb3oBaTtens rabbitmg

rabbitmg.users.root_user.password string nmaponb nonb3oBatens rabbitmg

redis.host string hostname nnu ip agpec cepsepa redis

redis.port int nopt cepsepa redis

redis.ssl bool wncnonb3osath ssl gna redis

redis.ssl_host bool  onuunoHanbHo, CN B cepTudukate redis

redis.sentinel bool  wucnonbsyetcs nu sentinel

redis.service_name string  nms cepBuca B sentinel. lomkHa 6bITb 3agaHa ecnm
ncnonb3yetcs sentinel. Ecnu He ncnonb3yeTcs,
To 3agaTb mymaster

redis.users.root_user.name string nmsa nonb3oBaTtens redis, ecnu BknoyeH ACL

redis.users.root_user.password string naposnb nonb3oBartens redis

registry.host string hostname nnu ip agpec nmsa nonb3oBaTens

registry.port int nopt docker registry

registry.proto string npoTokon docker registry (http,https)
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Kntoy

registry.auth_type

registry.location

registry.user

registry.password

victoriametrics.host

victoriametrics.port

victoriametrics.proto

victoriametrics.cluster

victoriametrics.cluster_account

victoriametrics.auth_type

victoriametrics.cluster_insert.host

victoriametrics.cluster_insert.port

victoriametrics.cluster_insert.proto

victoriametrics.cluster_select.host

Tun

string

string

string

string

string

int

string

bool

string

string

string

int

string

string

Onucanune

Tvn aBTopm3sauuu B docker registry

(None, BasicAuth, Token)

nyTb B registry no o6pasos Monq (Hanpumep

€C/I1 NepeMeHHas 3agaHa U MeeT 3HavyeHne mong
npwv 3anycke image 6ygeT 3anpoLleH no
myregistry.ru/monqg/myservice:mytag)
onuuoHanbHo. nMs nosb3osatens docker registry
OMNuMOHaNbHO. Naponb nosb3osatens docker registry
hostname nnwu ip agpec cepsepa victoria metrics.
[omxeH 6bITb 3agaH ecnu cluster = false

nopT cepBepa victoria metrics. JomxeH 6bITb 3agaH
ecnu cluster =false

NpoTOKOJ cepBepa victoria metrics (http,https).
[lomxeH 6bITb 3afaH ecnu cluster = false
ncnonb3yeTcs v KnacTep victoria metrics

aKKayHT B KnacTepe victoria metrics. [lofkeH 6bITb
3ajaH ecnn UCNOb3YeTCs KNnacTepHas Bepcus

TUN aBTOpU3aumm B victoria metrics, BOSMOXHble
3HaveHus BasicAuth,None

hostname unu ip agpec cepsepa vminsert. [JomkeH
6bITb 3afaH eCNN UCMOJIb3YETCS KNacTepHas Bepcus
OnNuUUOHaNbHO. MOPT cepBepa vminsert. JomkeH
6bITb 3afaH eC/N UCMOJIb3YETCS KNacTepHas Bepcus
OMNUMOHaNbHO. NPOTOKOJ cepBepa vminsert
(http,https). JomkeH 6bITb 3aaaH ecnu
NCNoNb3yeTcs KNacTepHas Bepcus

onumoHanbHo. hostname unu ip agpec cepeepa
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Kntoy Tun
victoriametrics.cluster_select.port string
victoriametrics.cluster_select.proto string
victoriametrics.users.root_user.name int

victoriametrics.users.root_user.password  string

Onucanune

select. [lomkeH 6bITb 3a4aH ec/iv NCMosb3yeTcs
KnacTepHas Bepcums

nopt cepBepa vmselect. [lomxeH 6bITb 3agaH

€c/I UCNOSb3yeTCs KNnacTepHas Bepcust

npoTtokon cepepa vmselect (http,https). JomkeH
6bITb 3afaH €C/IM UCMOJIb3YETCS KNacTepHasi Bepcusi
nms nonb3oBaTtens victoria metrics, gomKkeH 6bITh
3afaH ecnm auth_type=BasicAuth

naponb Nosb3oBaTens victoria metrics, gomxeH

6bITb 3afaH ecnu auth_type =BasicAuth
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Mpumep daina system_auth.json

{

"arangodb":{"host":"arangodb.in.monqg.local","port":8529,"proto":"http",
"users":{"root_user":{"name" :"root","password":"x*xkkkkxxx%x"}}

1,

"clickhouse":{"host":"clickhouse.in.monq.local","port":8123,"proto":"http",
"cluster":false,'"cluster_name'":'"monq",
"users":{"root_user":{"name":"root_user","password":"xxxxkkk*k*x"}}

1,

"consul":{"host":"consul.in.monq.local","port":8500,"proto":"http",
"users":{"root_user":{"token":"kxkkkkkkx*x"}1}

},

"k8s":{"host":"k8s-api.in.monq.local","port":6443, "proto": "https",
"users":{"root_user":{"token":"xkkxxxkkkxx"}}

1,

"postgresql":{"host":"postgresql.in.monq.local","port":5432,"ss1": false,
"ss1l_mode":"Require","ssl_trust":true,

"users":{"root_user":{"name" :"postgres","password" :"xxxxx*x*xx*x"}}

},

"rabbitmqg":{"amqp_port":5672,"host":"rabbitmqg.in.monq.local","port":15672,
"proto":"http","amgp_ss1":false,"quorum_queues":false,"virtual_host":"/",
"users":{"root_user":{"name":"root","password": " kkkkkkkk*"}}

},

"redis":{"host":"redis.in.monq.local","port":6379,"ssl":false,"sentinel":false,
"service_name'":"mymaster",

"users":{"root_user":{"password": " xkxxxx%"}}

1,

"registry":{"host":"registry.in.monqg.local","port":5000,"proto":"https",
"auth_type'":"None","user":"registry","password":"xxxxxxx*x"

1,

"victoriametrics":{"host":"victoriametrics.in.mong.local","port":8428,"proto":"http",
"cluster":false,"cluster_account":"0","auth_type'":"BasicAuth",
"cluster_insert":{"host":"vminsert.in.monq.local","port":8480,"proto":"http"},
"cluster_select":{"host":"vmselect.in.monqg.local","port":8481,"proto":"http"},
"users":{"root_user":{"name":"monqg","password": " xxxxx"}}

}

}
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NMpunoxeHue. Kubernetes pexxum MultiMaster

BHumaHue! Mepes Havanom paboT MO [aHHON rMaBe MpefBapUTeNbHO [LO/MKHbI ObITh
YCTAaHOBEHbI HEOOXOAMMbIE NaKeThbl, CM. YCTaHOBKa NaKeToOB

nponyKTMBHaﬂCpeﬂa,peKOMeHAyeTCﬂAﬂﬂyCTaHOBOKCBHCOKMMMTpe6OBaHMHMMHO(ﬂKa30yCTOﬁHMBOCTM

Heobxoanmo obs3aTenibHO co3gaTh Ha BHelwHeM DNS cepBepe 3anuch gns xocTta apiserver Buaa k8s
—-api.${infra_domain}, HanepBoHayanbHOM 3Tane 3anncb LO/MKHA pa3peLwaTbcs B IP nepBoro

master cepsepa.

BHuMaHme! KoMaHAbl BbINOHAOTCS Ha BCEX CcepBepax master.

3afaTb HY)XHOe MM$ cepBepa, B Npumepe ncnonbsyetcs master—<n>, rge <n> - NOpPsLKOBbIN

HOMep cepBepa:

hostnamectl set-hostname master-<n>

BHHOHHMTbHaCTpOﬁKyCMHXpOHM3auMMBpeMeHM,My6eﬂMTbCﬂHTOBpeMﬂCMHXPOHM3MpOBaHOI

timedatectl status

B cnyyae ecnmn HeobxoguMmo usMeHUTb agpeca NTP cepBepoB Haflo oTpegakTupoBaTb (ainn u
BbINOJIHUTL Nepe3anyck cepBuca:

nano /etc/systemd/timesyncd.conf

systemctl enable systemd-timesyncd
systemctl restart systemd-timesyncd

OTKIOYNTL Swap:
swapoff -a

sed -i '/ swap / s/7/#/' [etc/fstab

3arpysuTb HeobxofvMble MOZYyNY Aapa:
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cat <<EOF | tee /etc/modules-load.d/containerd.conf
overlay

br_netfilter

EOF

modprobe br_netfilter

modprobe overlay

[o6aBuTb onumm agpa:

cat <<EOF | tee /etc/sysctl.d/99-kubernetes-cri.conf
net.bridge.bridge-nf-call-iptables = 1
net.ipv4.ip_forward = 1
net.bridge.bridge-nf-call-ip6tables = 1
fs.inotify.max_user_instances = 524288

EOF

cat <<EOF | tee /etc/sysctl.d/70-disable-ipv6.conf
net.ipv6.conf.all.disable_ipve = 1
EOF

sysctl --system

BbinonHUTL KOHdUrypauuio containerd:

containerd config default | sed "
s|SystemdCgroup = false|SystemdCgroup = truel|g
s|\ (.*sandbox_image = \)\".*/pause:.x\"|\1\"${registry_address}/pause:3.10\"|g
" > Jetc/containerd/config.toml

systemctl enable containerd

systemctl restart containerd

HacTpounTb aBTOAONO/IHEHNE KOMaHA,:

mkdir -p /etc/bash_completion.d/

kubectl completion bash > /etc/bash_completion.d/kubectl
crictl completion bash > /etc/bash_completion.d/crictl
helm completion bash > /etc/bash_completion.d/helm

cat > /etc/crictl.yaml << EOF

runtime-endpoint: unix:///run/containerd/containerd.sock
image-endpoint: unix:///run/containerd/containerd.sock
timeout: 2

debug: false

pull-image-on-create: true

EOF

AKTUBMPOBaTb aBTOAOMNOJIHEHNE KOMaHS A5 TeKyLLero nonb3oBaTens:

cat >> ~/.bashrc << EOF

if [ -f /etc/bash_completion ] && ! shopt -oq posix; then
/etc/bash_completion

fi

EOF

BHuMaHune! KomaHgb! BbIMOMHAOTCA Ha NepBOM master cepsepe.

MpoBecTu HMLManu3aumio control plane Ha nepsom master:
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k8s_domain="k8s-api.${infra_domain}"

systemctl enable kubelet.service

kubeadm init --control-plane-endpoint "${k8s_domain}:6443" \
--skip-phases="addon/kube-proxy" \
--upload-certs \
--pod-network-cidr="10.244.0.0/16" \
--service-cidr="10.16.0.0/16" \
--image-repository="${registry_address}" \
--kubernetes-version 1.31.4

B cnyyae ecnv ceTu pod u service nepeceKatTcs C TEKYLMMM CETIMU €CTb BO3MOXHOCTb 3aAaThb

Apyrue ceTn, pEKOMeHAYeTCS MCNOJIb30BaTh NpeduKc /16.

Mo 3aBepLueHNN KOMaHAbl 6yaeT BblgaHO COObLEHNE C KOMAHAOM KOTOPY HEO6XO4MMO BbINOHUTb
Ha OCTaNbHbIX CEpBEpax A/ join, ee cnegyeT CKONMPOBATb A8 AaNbHENLWEro UCMOb30BaHNS.

BoinonHuTh KOHGUrypaumio kubectl:

mkdir -p $HOME/.kube
cp -i /etc/kubernetes/admin.conf $HOME/.kube/config
chown $(id -u):$(id -g) $HOME/.kube/config

BbINONHUTB HACTPOMKM ONLMIA NOTMPOBaHUS:

kubectl get cm -n kube-system kubelet-config -o json | sed '
s|cluster.local\\n|cluster.local\\ncontainerLogMaxFiles: 2\\n|g
s|cluster.local\\n|cluster.local\\ncontainerLogMaxSize: 10Mi\\n|g
' | kubectl replace -f -

echo "containerLogMaxFiles: 2" >> /var/lib/kubelet/config.yaml
echo "containerLogMaxSize: 10Mi" >> /var/lib/kubelet/config.yaml
systemctl restart kubelet

B paHHOM npumepe wucnonb3dyetca cilium B pexume kube-proxy replacement (kubernetes
MHMLMann3nposaH 6e3 kube-proxy). Mcnonb3zoBaHune gpyrux CNI BO3MOXHO, HO He ONMUCbIBAETCS B
AaHHOMN OoKyMeHTauuu. Mpu ncnonb3osaHuu gpyrux CNI cnegyeT U3MEHUTb KOMaHAY MHULMANM3aLum

ans 3anycka kube-proxy.

BbinonHMTb ycTaHoBKy cilium:
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api_server_host="k8s-api.${infra_domain}"
api_server_port="6443"

helm upgrade --install cilium ./offline/charts/cilium-1.16.5.tgz \
--namespace kube-system \
--set kubeProxyReplacement=true \
--set k8sServiceHost=${api_server_host} \
--set k8sServicePort=${api_server_port} \
--set operator.replicas=1 \
--set ipam.mode=kubernetes \
--set image.useDigest=false \
--set image.repository="${registry_address}/cilium/cilium" \
--set operator.image.useDigest=false \
--set operator.image.repository="${registry_address}/cilium/operator" \
--set hubble.enabled=false \
--set 17Proxy=false

Y6epgmnTbcs 4TO HOofa Nepewwsa B cTaTyc Ready:

watch kubectl get node

BHuMaHwme! KomaHAbl BbIMOMHAKTCS Ha OCTaBLUIMXCSA master cepBepax.

BbINONHUTBL NOAK/IIOYEHNE B KNacTep OCTaBLUMXCSA master Hof,:

k8s_domain="k8s-api.s{infra_domain}"

systemctl enable kubelet

kubeadm join ${k8s_domain}:6443 --token xxxxxxxkxkxkk*x*x \
--discovery-token-ca-cert-hash sha256:*****x%x%x%x \
—-control-plane --certificate-key **xx*x*x

Y6ennTbcs 4TO HOABI NepeLwnv B cTaTyc Ready:

watch kubectl get node

Mocne BKAKOYEHUS HOA B KNacTep CKONMPoBaTb kKoHdurypaumto kubectl B nokanbHbIvi KaTanor:

mkdir ~/.kube/
cp /etc/kubernetes/admin.conf ~/.kube/config

BbinonHuTb 3anyck kube-vip gns opranmsauuu virtual ip mexgy master Hogamu.

BHuMaHwne! KomaHAbl BbINOMHATCSA Ha BCex master cepsepax.

[lnsa 3TOro Ha Bcex master cepBepax BbIMOJAHUTb KOMaHAbI:

BHuMaHMe! Heobxoanmo 3agath Mst uHTepdenca u IP agpec ncnonblyemblin gas VIP!
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export VIPBupTyanbHbn=< IP apgpec>
export interface=eth0

ctr image pull ${registry_address}/kube-vip/kube-vip:v0.8.9

ctr run --rm --net-host ${registry_address}/kube-vip/kube-vip:v0.8.9 vip /kube-vip \
manifest pod --interface $interface --address $SVIP --controlplane \
--arp --prometheusHTTPServer 127.0.0.1:2112 --leaderElection \
| sed "s|ghcr.io/|${registry_address}/|g" | tee /etc/kubernetes/manifests/kube-vip.yaml

Mocne 3anycka 3amMeHUTb agpec ans DNS 3anucn k8s-api.${infra_domain}, Ha IP agpec
ncnonbsyemblii gns VIP.

Mocne BbINOMHEHUSI ONMMCAHHbIX B pa3fesie KoMaHa HeobXoAMMO NPOAO/IKUTL YCTAaHOBKY C pasgena
BkntoueHune Hop B kubernetes
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NMpunoxxeHue. YctaHoBKaA naketoB Offline

MoproroBKa YCTAaHOBO4YHOIO NaKeTa

BHuMaHue! KomaHabl M3 gaHHOro pasgefia HeobxoanMO BbIMOHUTL Ha CEPBEPE MMEILLEM
AOCTYN B MHTepHeT!

BHuMaHue! na obecneyeHus coBmecTumocTu ¢ Debian 12.10 nogrotoBka yCTaHOBOYHOIO
nakeTa TaK Xe fo/KHa Npon3BoanTbCa Ha Debian 12.10.

MakKeTbl CUCTEMHOrO NPOrpamMMHOro obecneyeHus
MopgrotoBuTb OS ANa CKaYMBaHUS NAKETOB:

su
apt update
apt install -y apt-rdepends gpg curl ca-certificates wget unzip

mkdir -p /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/debian/gpg \

| gpg --dearmor -o /etc/apt/keyrings/docker.gpg

echo \

"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg] \
https://download.docker.com/linux/debian $(lsb_release -cs) stable" \

| tee /etc/apt/sources.list.d/docker.list > /dev/null

curl -fsSL https://pkgs.k8s.io/core:/stable:/v1.31/deb/Release.key | \
gpg —-dearmor -o /usr/share/keyrings/kubernetes-apt-keyring.gpg

echo "deb [signed-by=/usr/share/keyrings/kubernetes-apt-keyring.gpg] \
https://pkgs.k8s.io/core:/stable:/v1.31/deb/ /" \

| tee /etc/apt/sources.list.d/kubernetes.list

apt update

mkdir -p offline/packages/{common,kubernetes,nfs,registry,tools}
chown -R _apt:root offline/packages

CkayaTb 6a30BblI Habop NaKeToB:

cd offline/packages/common

apt download $(apt-rdepends sudo gpg curl dnsutils vim telnet unzip bash-completion \
ca-certificates jq nfs-common mount | grep -v "~ " \
| sed 's/debconf-2.0/debconf/g;/ host/d'); ed -

CkavaTtb Habop naketos nnatdopmbl kubernetes:
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cd offline/packages/kubernetes
apt download containerd.io=1.7.25-1 kubelet=1.31.4-1.1 kubeadm=1.31.4-1.1 \

kubectl1=1.31.4-1.1 \

$S(apt-rdepends conntrack ebtables ethtool +iproute2 iptables kubernetes-cni socat \
util-linux cri-tools | grep -v "» " | sed 's/debconf-2.0/debconf/g;/*host/d') ; ed -

Ckauatb nakeTbl nfs cepsepa:

cd offline/packages/nfs
apt download $(apt-rdepends nfs-kernel-server | grep -v "A " \
| sed 's/debconf-2.0/debconf/g;/*host/d'); ed -

CKaanbapXMBblCyTMﬂMTaMMZ

mkdir offline/tools
cd offline/tools

wget https://get.helm.sh/helm-v3.17.0-1linux-amd64.tar.gz
wget https://downloads.monqg.ru/tools/monqctl/v1.17.2/1linux-x64/monqctl.zip

wget "https://github.com/shdubna/discli/releases/download\
/v0.2.0/discli_Linux_x86_64.tar.gz"

wget "https://github.com/distribution/distribution\
/releases/download/v3.0.0/registry_3.0.0_linux_amd64.tar.gz"

cd -

O6pa3bl KOHTelHepoB nnaTtdopmbl kubernetes

MoprotoBuTh OS ANS CKaYMBaHUsl 06Pa30B:

tar -xf offline/tools/discli_Linux_x86_64.tar.gz -C /usr/local/bin/ discli
mkdir -p offline/images
cd offline/images

CkayaTb 06pa3bl KOHTelHepoB nNnaTdopmbl kuberentes:

discli
discli
discli
discli
discli
discli
discli
discli
discli
discli
discli

pull
pull
pull
pull
pull
pull
pull
pull
pull
pull
pull

registry.
registry.
registry.
registry.
registry.
registry.
registry.

k8s.
k8s.
k8s.

k8s

io/coredns/coredns:v1.11.3 coredns.tar
io/kube-proxy:v1.31.4 kube-proxy.tar
io/pause:3.10 pause.tar

.7o/kube-apiserver:v1.31.4 kube-apiserver.tar
k8s.
k8s.
k8s.

io/kube-controller-manager:v1.31.4 kube-controller-manager.tar
io/kube-scheduler:v1.31.4 kube-scheduler.tar
io/etcd:3.5.15-0 etcd.tar

quay.io/cilium/cilium:v1l.16.5 cilium.tar
quay.io/cilium/operator-generic:v1l.16.5 cilium-operator.tar
registry.k8s.io/ingress-nginx/controller:vl.12.1 ingress-nginx.tar
registry.k8s.io/ingress-nginx/kube-webhook-certgen:v1l.5.2 \
kube-webhook-certgen. tar

CkayaTb 0bpasbl KOHTeNHepoB ncnonbzyemoro CNO:
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discli
discli
discli
discli
discli
discli
discli

cd -

pull consul:1.8.0 consul.tar

pull arangodb:3.11.12 arangodb.tar

pull clickhouse/clickhouse-server:24.8.11 clickhouse.tar

pull postgres:16.6 postgres.tar

pull rabbitmq:4.0.5-management rabbitmq.tar

pull redis:7.4.2 redis.tar

pull victoriametrics/victoria-metrics:v1.108.1 victoria-metrics.tar

B cnyyae ecnu nnaHnpyetcs HA MHCTannaums, CkavyaTb 4ONONHUTENbHbIE 06pa3bl:

cd offline/images

discli
discli
discli
discli
discli
discli
discli
discli
discli
discli
discli
discli

cd -

pull ghcr.io/kube-vip/kube-vip:v0.8.9 kube-vip.tar

pull ghcr.io/zalando/postgres-operator:vl.14.0 postgres-operator.tar
pull ghcr.io/zalando/spilo-17:4.0-p2 spilo.tar

pull altinity/clickhouse-operator:0.24.2 clickhouse-operator.tar
pull clickhouse/clickhouse-keeper:24.8.11 clickhouse-keeper.tar
pull arangodb/kube-arangodb:1.2.41 kube-arangodb.tar

pull victoriametrics/operator:v0.52.0 vmoperator.tar

pull victoriametrics/vminsert:v1.108.1-cluster vminsert.tar

pull victoriametrics/vmselect:v1.108.1-cluster vmselect.tar

pull victoriametrics/vmstorage:v1.108.1-cluster vmstorage.tar

pull quay.io/spotahome/redis-operator:vl.2.4 redis-operator.tar
pull rabbitmqoperator/cluster-operator:2.12.1 rabbitmg-operator.tar

Helm chart gna nnargopmbi kubernetes

MoaroToBuTb OS ANS CKAYMBAHMSA YapPTOB:

tar -xf offline/tools/helm-v3.17.0-1linux-amd64.tar.gz linux-amd64/helm
mv linux-amd64/helm /usr/bin/
rm -r Llinux-amdé64/

CkayvaTb helm charts:

mkdir -p offline/charts/

helm
helm

helm
helm

helm

helm
helm
helm
helm
helm
helm
helm

repo
pull

repo
pull

repo

pull
pull
pull
pull
pull
pull
pull

add cilium https://helm.cilium.io/
cilium/cilium --version 1.16.5 -d offline/charts/

add ingress-nginx https://kubernetes.github.io/ingress-nginx
ingress-nginx/ingress-nginx --version 4.12.1 -d offline/charts/

add mong https://helm.monq.ru/charts

mong/postgresql --version 1.1.0 -d offline/charts/
monq/clickhouse --version 1.1.0 -d offline/charts/
mong/arangodb --version 1.1.0 -d offline/charts/
monqg/victoriametrics --version 1.1.0 -d offline/charts/
monqg/redis --version 1.1.0 -d offline/charts/
monq/rabbitmg --version 1.1.0 -d offline/charts/
mong/consul --version 1.0.1 -d offline/charts/

B cnyyae ecnv nnaHmpyetcsa HA nHcTannsums, ckayaTb gononHuTensHble helm charts:
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helm repo add postgres-operator-charts \
https://opensource.zalando.com/postgres-operator/charts/postgres-operator

helm pull postgres-operator-charts/postgres-operator --version 1.14.0 -d offline/charts/

helm repo add clickhouse-operator https://docs.altinity.com/clickhouse-operator/
helm pull clickhouse-operator/altinity-clickhouse-operator \
--version 0.24.2 -d offline/charts/

url="https://github.com/arangodb/kube-arangodb/releases/download/1.2.41"
helm pull ${url}/kube-arangodb-1.2.41.tgz -d offline/charts/

helm repo add vm https://victoriametrics.github.io/helm-charts/
helm pull vm/victoria-metrics-operator --version 0.41.0 -d offline/charts/

helm repo add redis-operator https://spotahome.github.io/redis-operator
helm pull redis-operator/redis-operator --version 3.2.9 -d offline/charts/

wget "https://github.com/rabbitmqg/cluster-operator\
/releases/download/v2.12.1/cluster-operator.yml" -P offline/charts

O6pa3bl KOHTeliHepoB Monq
MoprotoButs OS AN1s CKAYMBaHUsS 06pa30B:

token="< ToKeH OGHOBMEHUS MONYYEHHbIN C CalWTa. BLINUCHBAETCS BMeCTe C NuueHsuein >

unzip offline/tools/monqgctl.zip
mv monqgctl /usr/local/bin/

monqctl config set instance temp --server=http://registry.api.monq.local
mongctl config set credential temp --registry-token=000

mongctl config set releasehub mong-release-hub --token=${token}

monqctl config set context temp --instance=temp --credential=temp \
--releasehub=monqg-release-hub

monqctl config use-context temp

CkavaTb 0bpasbl Mong:

mkdir -p offline/monqg/{installer,registry,release}

monqctl release version export 8.9.1 --product=installer \
--dest=offline/monqg/installer --full

monqctl release version export 3.16.1 --product=mong-registry \
--dest=offline/monq/registry --full

monqgctl release version export 8.9.1 --product=monq \
--dest=offline/monqg/release --full

C6opKa UTOroBoro apxmea

tar -zcf offline.tar.gz offline/

YcTaHOBKA U3 KaTaJiora

Mepen HavyanoM YCTaHOBKM HEOHXOAMMO nepeHecTn chopMUPOBAHHbBIA apXMB Ha BCce cepBepa U

BbINOJIHUTb €r0 PacraKoBKy:
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su -
tar -xf ./offline.tar.gz
rm ./offline.tar.gz

YcTaHOBKa NnakeToB

BHuMaHMe! KomaHabl U3 aHHOTO pa3gena HeobXoaMMo BbIMOHUTL Ha BCex cepBepax!

BbIMONHUTbL YCTaHOBKY NaKeTOB:

dpkg -i ./offline/packages/common/x*
dpkg -i ./offline/packages/kubernetes/*

tar -xf ./offline/tools/helm-v3.17.0-linux-amd64.tar.gz linux-amd64/helm
mv linux-amd64/helm /usr/local/bin/
rm —-r Llinux—-amdé64/

tar -xf ./offline/tools/discli_Linux_x86_64.tar.gz -C /usr/local/bin/ discli

unzip ./offline/tools/monqgctl.zip
mv monqgctl /usr/local/bin

YctaHoBKa Container registry

Mepepn Havyanom paboT HeobxoaMMO co3aaTh Ha BHelWwHeM DNS cepBepe 3anuch gns xocTa registry
Buga registry.s${infra_domain}, 3anucb gomkHa paspewatbcs B IP cepBepa Ha KOTOpOM
pacnonoxeH arangodb(s gaHHOM npumepe cepep db).

BHuMaHue! Ecin He 6b1710 HACTPOEHO pa3pelleHne AOMEHHbIX MMeH Ha BblwecTosem DNS
cepBepe, To 06aBMTb 3aMKCb C yKa3aHWEM JOMEHHOIO UMEHM U ip agpeca cepBepa XOCTUHTa
container registry B /etc/hosts Ha Bcex cepBepax.

BHuMaHue! KoMmaHabl BbINONHAOTCSA Ha cepBepe db.

BbINONHUTB yCTaHOBKY container registry:

tar -xf ./offline/tools/registry_3.0.0_linux_amd64.tar.gz \
-C /usr/local/bin/ registry

Co3gatb nonb3oBaTens gns registry:

useradd --no-create-home --shell /bin/false registry

Co3paTb KaTanoru ans paboTbl MPUNOXKEHUS:

mkdir -p /storage/registry
chown -R registry /storage/registry
mkdir -p /etc/docker/registry
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CchopMmunpoBaTb KOHPUIrypaLMOHHbIN (ann:

cat <<EOF | tee /etc/docker/registry/config.yaml
version: 0.1
log:
fields:
service: registry
storage:
cache:
blobdescriptor: inmemory
filesystem:
rootdirectory: /storage/registry
delete:
enabled: true
http:
addr: :5000
tls:
certificate: /etc/docker/registry/registry.crt
key: /etc/docker/registry/registry.key
headers:
X-Content-Type-Options: [nosniff]
health:
storagedriver:
enabled: true
interval: 10s
threshold: 3
EOF

Co3pgathb unit gns systemd:
cat <<EOF | tee /etc/systemd/system/registry.service

[Unit]
Description=docker private registry service

[Service]

ExecStart=/usr/local/bin/registry serve /etc/docker/registry/config.yaml

Restart=always
Type=simple
RestartSec=10s
User=registry

[Install]
WantedBy=multi-user.target
EOF

CKonupoBaTb cepTUdMKAT registry BbINyLEHHbIV paHee Ha ware Boinyck CA cepTudmkara:

cp certs/docker-registry/registry.key certs/docker-registry/registry.crt /etc/docker/registry

chown -R registry /etc/docker/registry

BbinonHWTb 3anyck container registry:

systemctl start registry
systemctl enable registry

[Ans HanonHeHus authfile BbICTaBUTb 3HAYEHUS:

« registry.host: "registry.in.monq. local"
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« registry.port: 5000
» registry.proto: "https"
« registry.auth_type: ""None"

BHMMaHme!3HaqumeBuumyKa3aHHuxnepeMeHHux3anonHeHblcyquOMTeKymeroanMepa

YcraHoBKa cepBepa NFS

BHumaHue! KomaHpbl BbINOAHAOTCA Ha cepBepe db.

dpkg -i ./offline/packages/nfs/*

host_path="/storage/nfs"

mkdir -p $host_path

echo "Shost_path *(rw,sync,no_root_squash,no_all_squash,no_subtree_check)" >> \
/etc/exports

systemctl restart nfs-server
systemctl enable nfs-server

Co3gaTtb KaTanoru gnsg xpaHeHuns gaHHbix komnoHeHToB Cl10:

mkdir -p /storage/consul

mkdir -p /storage/arangodb

mkdir -p /storage/clickhouse
mkdir -p /storage/postgresql
mkdir -p /storage/rabbitmq

mkdir -p /storage/redis

mkdir -p /storage/victoriametrics

NmnopT KoHTelHepoB CINO
NmnopTupoBaTb 06pa3bl KOHTENHEPOB ucnonbsyemoro CMO:

discli push ./offline/images/coredns.tar ${registry_address}/coredns:v1.11.3

discli push ./offline/images/kube-proxy.tar ${registry_address}/kube-proxy:v1.31.4

discli push ./offline/images/pause.tar ${registry_address}/pause:3.10

discli push ./offline/images/kube-apiserver.tar ${registry_address}/kube-apiserver:vl.31.4

discli push ./offline/images/kube-controller-manager.tar \
${registry_address}/kube-controller-manager:v1.31.4

discli push ./offline/images/kube-scheduler.tar ${registry_address}/kube-scheduler:v1.31.4

discli push ./offline/images/etcd.tar ${registry_address}/etcd:3.5.15-0

discli push ./offline/images/cilium.tar ${registry_address}/cilium/cilium:v1l.16.5

discli push ./offline/images/cilium-operator.tar \
${registry_address}/cilium/operator-generic:v1l.16.5

discli push ./offline/images/ingress-nginx.tar \
${registry_address}/ingress-nginx/controller:vl.12.1

discli push ./offline/images/kube-webhook-certgen.tar \
${registry_address}/ingress-nginx/kube-webhook-certgen:v1.5.2

discli push ./offline/images/consul.tar ${registry_address}/consul:1.8.0

discli push ./offline/images/arangodb.tar ${registry_address}/arangodb:3.11.12

discli push ./offline/images/clickhouse.tar \
${registry_address}/clickhouse/clickhouse-server:24.8.11

discli push ./offline/images/postgres.tar ${registry_address}/postgres:16.6

discli push ./offline/images/rabbitmq.tar ${registry_address}/rabbitmqg:4.0.5-management

discli push ./offline/images/redis.tar ${registry_address}/redis:7.4.2

discli push ./offline/images/victoria-metrics.tar \
${registry_address}/victoriametrics/victoria-metrics:v1.108.1
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B cnyyae ecnu nnaHunpyetcs HA HCTannaums, MNopTMpoBaTb AONONHUTENbHbIE 06pa3bl:

discli push ./offline/images/kube-vip.tar ${registry_address}/kube-vip/kube-vip:v0.8.9

discli push ./offline/images/postgres-operator.tar \
${registry_address}/zalando/postgres-operator:v1l.14.0

discli push ./offline/images/spilo.tar ${registry_address}/zalando/spilo-17:4.0-p2

discli push ./offline/images/clickhouse-operator.tar \
${registry_address}/altinity/clickhouse-operator:0.24.2

discli push ./offline/images/clickhouse-keeper.tar \
${registry_address}/clickhouse/clickhouse-keeper:24.8.11

discli push ./offline/images/kube-arangodb.tar \
${registry_address}/arangodb/kube-arangodb:1.2.41

discli push ./offline/images/vmoperator.tar \
${registry_address}/victoriametrics/operator:v0.52.0

discli push ./offline/images/vminsert.tar \
${registry_address}/victoriametrics/vminsert:v1l.108.1-cluster

discli push ./offline/images/vmselect.tar \
${registry_address}/victoriametrics/vmselect:v1.108.1-cluster

discli push ./offline/images/vmstorage.tar \
${registry_address}/victoriametrics/vmstorage:v1.108.1-cluster

discli push ./offline/images/redis-operator.tar \
${registry_address}/spotahome/redis-operator:vl.2.4

discli push ./offline/images/rabbitmg-operator.tar \
${registry_address}/rabbitmgoperator/cluster-operator:2.12.1

UmnopT o6pasoB Monq
BbINONHNTL BpeMeHHY0 KOHbUIypaLuuio koHTekcTa mongqctl:

monqctl config set instance temp --server=http://registry.api.monq.local
mongctl config set credential temp --registry-token=000

mongctl config set releasehub mong-release-hub --token=000

monqctl config set context temp --instance=temp --credential=temp \
--releasehub=mong-release-hub

monqctl config use-context temp

BbINONHUTL MMNOPT 06pa3oB KOHTeliHepoB Monq B container registry:

monqctl release use-version 8.9.1 —--product=installer \
--sourceDir=./offline/monqg/installer/

mongctl release import-images --registryUri ${registry_address} \
--registryAuth=None

monqctl release use-version 3.16.1 --product=monqg-registry \
--sourceDir=./offline/monq/registry/

mongctl release import-images --registryUri ${registry_address} \
--registryAuth=None

monqctl release use-version 8.9.1 --product=monqg \
--sourceDir=./offline/monqg/release/

mongctl release import-images --registryUri ${registry_address} \
--registryAuth=None

BHHOHHMTbyﬂaﬂeHMeBpeMeHHOﬁKOH¢MprauMMrn0nqCﬂ:
rm ~/.monq/config.yml

rm -rf /tmp/monqctl

YaanuTb carinbl MCNonb3yeMble Ans YyCTaHOBKMU:
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rm -rf offline/{images,monqg,packages}

MocnepytoLLyto YCTaHOBKY NPOAOMKUTL € pasgena MiHmumnanusauus Control Plane
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MpunoxeHue. HA PostgreSQL

3anyck ¢ nomouibto kubernetes operator postgres-operator ot zalando.. ObecneyeHne BbICOKON

[OCTYMHOCTMU.
BbINOMHUTL YCTAaHOBKY onepaTtopa:

helm install postgres-operator offline/charts/postgres-operator-1.14.0.tgz \
--namespace postgres-operator --create-namespace \
--set image.registry=${registry_address}

Ha Hopax, roe 6ygeT 3anyweH postgresql co3gaTtbh KaTanorv AN XxpaHeHns faHHbIX:

BHuMaHMe! 3Ta onepauus BbINOMHAETCS He Ha cepBepe controlplane, a Ha cepBepe, roe 6ygeT

3anyuieH postgresql.

mkdir -p /storage/postgresql

Cospartb storage-class v pv, Tak Kak csi driver hostPath He nogpepxwnBaeT provisioning:

BHMMaHue! O6paTuTb BHMMAHWE Ha MPUBS3KY PV K HOAE, YKasaHbl MMeHa CepBepoB U3

npumepa.

BHumaHue! B paHHOM npumepe co3gaHue PV BbINOHAETCA B UMKIe, ANS TPeX CEpBEpPOB.

67


https://github.com/zalando/postgres-operator

WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1.

2025-05-13

host_path="/storage/postgresql"
storage_size="30Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.1io/v1l
kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: postgres-pv-w${server_number}
labels:
service: postgres
spec:
capacity:
storage: ${storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- postgres-s{server_number}
EOF
done

BbIMoMIHMTB 3anyCcK Knacrepa:
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storage_size="30Gi"

cat <<EOF | kubectl create -f -
apiVersion: "acid.zalan.do/v1"
kind: postgresql
metadata:
name: mong-pg-cluster
namespace: postgres-operator
spec:
teamId: "mong"
dockerImage: ${registry_address}/zalando/spilo-17:4.0-p2
volume:
size: ${storage_size}
storageClass: local-storage
selector:
matchLabels:
service: postgres
enableShmVolume: true
numberOfInstances: 3
postgresql:
version: "16"
EOF

YBennyeHne Knactepa BbINONHAETCS 4epe3 pepakTupoBaHue CRD postgresql, nmone spec.
numberOfInstances;

Mpv yMeHbLIEHUN KONNYECTBa PerJIMK BCerga yaansetcs nocnegHsas(ctapwuii Homep B statefulSet);
Knactep ocTtaeTcst paboTocnocobHbIM Npu paboTocnocob6HOCTH OAHOWN PENIUKMY;
MopKntoueHne oCyLEeCTBASETCS TONIbKO C onuuen ssl=required;

[lBa cepBurca No3BonaOT obpallatbca NMbo K MacTepy, MM60 K pennkaM, HO B PeXuMme TONIbKO
yTeHUS;

Mony4ynTb aBTOMATUYECKMN CreHePNPOBaHHbIV Mapo/ib Nonb3oBaTensd postgres:

postgres_password=$(kubectl get secret -n postgres-operator \
postgres.monq-pg-cluster.credentials.postgresql.acid.zalan.do \
-0 'jsonpath={.data.password}' | base64 -d)

echo "save it: ${postgres_password}"

BbINOAHUTL NPOBEPKY:

1. CocTosiHWe 3anycKa KOHTENHepOB:

watch kubectl get po -n postgres-operator

2. Jlorv KOHTENHepPOB Ha NpeaMeT OWNHOK:

kubectl logs -n postgres-operator -1 cluster—-name=monq-pg-cluster

3. BbInonHWTBL 3anyck BpeMeHHoro pod ans BbINOMHEHWS NPOBEPKMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"
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4, BO3MOMHOCTbHOAKHDHGHMHCaBTOpM3auMOHHHMMAaHHHMMI

kubectl exec -it -n ${mong_namespace} utils \
-- psql -c "SHOW server_version;" \
postgresql://postgres:s${postgres_password}@mong-pg-cluster.postgres-operator

5. PaCHPOCTpaHeHMe OaHHbIX B Kfactepe, 4TeHne n 3anunchb. Co3paTb TECTOBYHO Ta6nmuy n
BbIMO/THUTL BCTAaBKY:

kubectl exec -it -n ${mong_namespace} utils \
-- psql -c "CREATE TABLE public.test_replication (id int8);
INSERT INTO public.test_replication (id) VALUES(1);" \
postgresql://postgres:${postgres_password}@monq-pg-cluster.postgres-operator

BbIMONHUTB 3aNpoOC AaHHbIX C PENINKN:

kubectl exec -it -n ${mong_namespace} utils \
-- psql -c "SELECT x FROM public.test_replication;" \
postgresql://postgres:${postgres_password}@monq-pg-cluster-repl.postgres-operator
YaanuTb TECTOBbIE AAHHbIE:

kubectl exec -it -n ${mong_namespace} utils \
-— psql -c "DROP TABLE public.test_replication;" \
postgresql://postgres:${postgres_password}@monqg-pg-cluster.postgres-operator

kubectl delete pod -n ${mong_namespace} utils
[ns HanonHeHus authfile BbicTaBUTbL 3HaYeHUS:

+ postgresqgl.host: "monq-pg-cluster.postgres-operator";

+ postgresql.port: 5432;

+ postgresql.ssl: true;

+ postgresql.ssl_mode: "Require'";

+ postgresql.ssl_trust: true;

+ postgresql.users.root_user.name: "postgres';

« postgresql.users.root_user.password: ''< check ${postgres_password}'" >.

BHMMaHme!3HaqumeBuumyKa3aHHuxnepeMeHHux3anonHeHblcyquOMTeKymeroanMepa
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NMpunoxenue. HA RabbitMQ

3anyck c nomowbto kubernetes operator rabbitmg-operator. O6ecnevyeHmne BbICOKON JOCTYNMHOCTMY.
BbINOMHUTL YCTAaHOBKY onepaTtopa:

kubectl create -f offline/charts/cluster-operator.yml

kubectl set -image deployment -n rabbitmg-system rabbitmg-cluster-operator \
operator=${registry_address}/rabbitmgoperator/cluster-operator:2.12.1

Ha Hopax, roe bygeT 3anyweH rabbitmq co3gaTtbh KaTanoru gas xpaHeHUs AaHHbIX:

BHuMaHMe! 3Ta onepauus BbINOMHAETCS He Ha cepBepe controlplane, a Ha cepBepe, roe 6ygeT

3anyweH rabbitmg.

mkdir -p /storage/rabbitmq

Co3paThb storage-class u pv, Tak Kak csi driver hostPath He noapepxwnBaeT provisioning:

BHumMaHune! O6paTuTb BHMMaHWE Ha MPUBS3KY PV K HOAE, YKa3aHbl MMeHa CEpBEPOB U3

npumepa.

BHumaHue! B paHHOM Npumepe co3gaHune PV BbINOMHAETCA B UMKIe, AN TPEX CEPBEPOB.
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host_path="/storage/rabbitmq"
storage_size="2Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.1io/v1l
kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: rabbitmg-pv-w${server_number}
labels:
service: rabbitmq
spec:
capacity:
storage: ${storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- rabbitmg-${server_number}
EOF
done

BbIMoMIHMTB 3anyCcK Knacrepa:
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storage_size="2Gi"

cat <<EOF | kubectl apply -f -
apiVersion: rabbitmqg.com/vlbetal
kind: RabbitmqCluster
metadata:
name: mong-rabbitmq
namespace: rabbitmg-system
spec:
replicas: 3
image: ${registry_address}/rabbitmg:4.0.5-management
resources:
requests:
cpu: 500m
memory: 200Mi
Timits:
cpu: 1
memory: 800Mi
rabbitmgq:
additionalConfig: |
vm_memory_high_watermark.relative = 0.9
persistence:
storageClassName: local-storage
storage: "S${storage_size}"
EOF

KnaCTep OoCTaeTcAd pa6OTOCI'IOCO6HbIM npun OTKa3e O,CI,HOI71 HOAbl N3 TPEX;
HOHyHMTbaBTOMaTquCKMCFeHepMpOBaHHHeAaHHHeaBTOpM3auMW

rabbit_username=$ (kubectl get secrets -n rabbitmg-system \

mong-rabbitmg-default-user -o jsonpath='{.data.username}' | base64 -d)
rabbit_password=$(kubectl get secrets -n rabbitmg-system \
mong-rabbitmg-default-user -o jsonpath='{.data.password}' | base64 -d)

echo '"save username: S${rabbit_usernamel}"
echo "save password: ${rabbit_password}"

BbINONHUTL NPOBEPKY:

1. CocTosiHMe 3anycKa KOHTENHepPOB:

watch kubectl get po -n rabbitmg-system

2. Jlorv KOHTENHEPOB Ha NpeaMET OWNHOoK:

kubectl logs -n rabbitmg-system -1 app.kubernetes.io/name=mong-rabbitmq

3. BbInofHWTBL 3anyck BpeMeHHOoro pod ans BbINOSHEH WS MPOBEPKMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"

4. BO3MOMHOCTbHOHKHDHGHMHCaBTOpM3auMOHHHMMﬂaHHHMMZ

kubectl exec -it -n ${mong_namespace} utils \
-— curl -u ${rabbit_username}:${rabbit_password} \
mong-rabbitmq.rabbitmg-system:15672/api/overview | jq
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5. PacnpocTpaHeHue gaHHbIX B Knactepe: Co3aatbh odepefb C TUMOM quorum:

kubectl exec -it -n ${mong_namespace} utils \
--— curl -X PUT -u ${rabbit_username}:${rabbit_password} \
-H "Content-Type: application/json" \
"mong-rabbitmqg.rabbitmg-system:15672/api/queues/%2F/test_replication" \
-d '{"auto_delete":false,"durable":true,"arguments": {"x-queue-type": "quorum"}}'

MpoBepnTb HaNN4YMe odepean Ha BCEX PErINKaXx:

rabbit_ips=$(kubectl get po -n rabbitmg-system -1 app.kubernetes.io/name=mong-rabbitmqg \
-o=jsonpath="'{.items[*].status.podIP}"')

for rabbit_ip in ${rabbit_ips}; do
kubectl exec -it -n ${mong_namespace} utils \
-- curl -u ${rabbit_username}:${rabbit_password} \
"${rabbit_ip}:15672/api/queues/%2F" | jq
done
yﬂaﬂMTbT@CTOBHeﬂaHHHeZ

kubectl exec -it -n ${mong_namespace} utils \
-— curl -X DELETE -u ${rabbit_username}:${rabbit_password} \
""mong-rabbitmqg.rabbitmg-system:15672/api/queues/%2F/test_replication" -v
kubectl delete pod -n ${mong_namespace} utils

[ns HanonHeHus authfile BbicTaBUTL 3HAYEHMS:

« rabbitmg.host: "mong-rabbitmqg.rabbitmg-system";

+ rabbitmgq.port: 15672;

 rabbitmg.amqgp_port: 5672;

« rabbitmqg.amqp_ssl: fa'lse;

« rabbitmgq.proto: "http";

+ rabbitmg.quorum_queues: true;

« rabbitmgq.virtual_host: " /";

+ rabbitmq.users.root_user.name: ""<check ${rabbit_username}>";

« rabbitmg.users.root_user.password: "<check ${rabbit_password}>".

BHMMaHme!3HaqumeBmumyKa3aHHuxnepeMeHHuxaanonHeHblcyquOMTeKymeroanMepa
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3anyck c nomowpto kubernetes operator kube-arangodb. ObecneyeHune BbICOKOW JOCTYNMHOCTMY.

MoxeT 6bITb 3aMyLLEH B ABYX PEXMMAX:

« cluster - knacTepHas KoHduMrypaums master-master ¢ LWapANPOBaHNEM JaHHbIX;
« activeFailover - master-slave.

B MHCTpYKLMM paccmaTpuBaeTcs TonbKo activefailover, T.k. Mong He paboTaeT ¢ WapuanpoBaHMEM

JaHHbIX.
BbIMno/fIHMTL YCTaHOBKY ornepaTopa:

helm install kube-arango offline/charts/kube-arangodb-1.2.41.tgz \
--set "operator.features.storage=true" \
--set "operator.replicaCount=1" \
--create-namespace \
--namespace arangodb-operator \
--set operator.image=${registry_address}/arangodb/kube-arangodb:1.2.41

Onuus operator.features.storage=true ucnonblyercs B c/iyyae eciv HeT 6bICTPOro
storage. B 3ToM cniyyae bygeT NogHAT cepBUC arango-storage Ha Kaxgon Hope.

Ha3HauuTb cepBepa Ha KoTopbix bygeT 3anyweHa arangodb B pexume HA. [ins npumepa 6yayT
ncnonb3oBaHbl cepepa arangodb-1, arangodb-2, arangodb-3. [laHHble cepBepa AOMKHbI
6bITb yXKe HaCTPOeHbI M BKOYeHbI B knacTep kubernetes.

BbICTaBUTb METKM Ha HOAbI:

kubectl label node arangodb-1 arangodb-2 arangodb-3 arangodb=

[Ans 3anycka arango-storage He06X0AMMO CO34aTh pecypc:
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host_path="/storage/arangodb"

cat <<EOF | kubectl create -f -
apiVersion: "storage.arangodb.com/vlalpha"
kind: "ArangolLocalStorage"
metadata:
name: "arangodb-storage"
spec:
storageClass:
name: arango-storage
localPath:
- ${host_path}
nodeSelector:
arangodb: "'
EOF

BbinonHuTh 3anyck B ActiveFailover pexume:

arango_storage_size="3Gi"
agent_storage_size="1Gi"

cat <<EOF | kubectl create -f -
apiVersion: '"database.arangodb.com/v1"
kind: "ArangoDeployment"
metadata:
name: "mong-arangodb-cluster"
namespace: arangodb-operator
spec:
mode: ActiveFailover
environment: Production
disableIPv6: true
tls:
caSecretName: None
agents:
count: 3
resources:
requests:
storage: ${agent_storage_size}
storageClassName: arango-storage
nodeSelector:
arangodb: "
single:
count: 3
resources:
requests:
storage: ${arango_storage_size}
storageClassName: arango-storage
nodeSelector:
arangodb: ""

image: "${registry_address}/arangodb:3.11.12"

EOF

MpoBepuTb COCTOSIHME KlacTepa (3anycK 3aHNUMaeT HEKOTOPOE Bpems):

watch kubectl get po -n arangodb-operator

KnacTep octaeTcs paboTocnocobHbiM ecnv ocTynHbl: 1 single n 2 agent.

CMeHNnTb naposb nosb3oBaTend C agMUHUCTPATUBHbIMU NpaBaMu:
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arangodb_password=$(openssl rand -base64 16)
echo "save it: "${arangodb_password}

arangodb_svc_ip=$(kubectl get svc -n arangodb-operator mong-arangodb-cluster-ea \
-o=jsonpath='{.spec.clusterIP}"')

curl -X PATCH -H "Content-Type: application/json" -u "root:" \

http://${arangodb_svc_ip}:8529/_api/user/root -d \
"{\"passwd\":\"${arangodb_password}\"}"

[ns onpepeneHns TOYKM MNOAKNOYEHNS U3BHE K Web uHTepdelicy Hy)KHO y3HaTb agpec nopTa 'y
cepsucamong-arangodb-cluster-ea. [locne NOAKNIOUYNTLCS K KNacTepy Yepes ip agpec Hoabl
C HalAeHHbIM MOpTOM, 6osiee NoapPO6HO CM foKyMeHTaL s arangodb.

BbINONHUTbL NPOBEPKY:

1. CocTosiHMe 3anycKa KOHTENHEPOB:

watch kubectl get po -n arangodb-operator

2. Jlorv KOHTeNHePOB Ha NpegMeT oWnboK:

kubectl logs -n arangodb-operator -1 arango_deployment=mong-arangodb-cluster

3. BbINONHMWTb 3aMyCK BpeMeHHOro pod A/ BbINOIHEHWS MPOBEPKMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"

N

. BO3MOHHOCTbHOAKHDHGHMHCaBTopM3auMOHHHMMAaHHHMMZ

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -u root:${arangodb_password} \
mong-arangodb-cluster.arangodb-operator:8529/_db/_system/_admin/echo \
-d "string" | jq
5. Cratyc knactepa:

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X GET -u root:${arangodb_password} \
mong-arangodb-cluster.arangodb-operator:8529/_db/_system/_admin/cluster/health | jq

kubectl delete pod -n ${mong_namespace} utils
[nsa HanonHeHus authfile BbicTaBUTL 3HaYeHUSA:

« arangodb.host: "mong-arangodb-cluster.arangodb-operator";

« arangodb.port: 8529;

« arangodb.proto: "http";

« arangodb.users.root_user.name: "root";

« arangodb.users.root_user.password: ''< check ${arangodb_password} >'".
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BHuMaHme! 3HavyeHmne BbllIEYKa3aHHbIX NEPEMEHHbBIX 3alOJIHEHbI C YH4E€TOM TEKYLLETO NpuMepa.

BHumaHwme! Ecnn 3anyckatb ArangoDB ¢ nomollblo JaHHOro onepaTtopa, YCTaHOBLUMK JO/MKEH
6bITb 3aMyLLeH BHYTpY KnacTepa k8s.
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NMpunoxeHue. HA Clickhouse

3anyck ¢ nomouwbto kubernetes operator clickhouse-operator ot altinity. ObecneyeHne BbICOKOWA
pocTynHocTu. Ana paboTbl B pexume knactepa clickhouse Tpebyet Hanuune zookeper. B gaHHOM
npumepe byaeT ncnonb3osaH clickhouse-keeper.

BbINo/IHMTL YCTaHOBKY ornepaTopa:

helm install altinity-clickhouse-operator \
offline/charts/altinity-clickhouse-operator-0.24.2.tgz \
--namespace clickhouse-operator --create-namespace \
--set operator.image.repository=${registry_address}/altinity/clickhouse-operator \
--set metrics.enabled=false

Ha Hopax, roe 6ygeT 3anyweH clickhouse-keeper co3paTtbh KaTanoru aas XxpaHeHUs [AaHHbIX:

BHumaHMe! 3Ta onepauus BbINOMHAETCS He Ha cepBepe controlplane, a Ha cepBepe, roe 6ygeT

3anyueH clickhouse-keeper.

mkdir -p /storage/chk

Co3patb PV clickhouse-keeper:
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chk_storage_size="5Gi"
host_path="/storage/chk"

for server_number 1in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl

kind: PersistentVolume

metadata:
name: chk-pv-w${server_number}
labels:
service: chk
spec:
capacity:

storage: ${chk_storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- clickhouse-${server_number}
EOF
done

BboinonHuTb 3anyck clickhouse-keeper:
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chk_storage_size="5G1i"

cat <<EOF | kubectl create -f -
apiVersion: "clickhouse-keeper.altinity.com/v1"
kind: "ClickHouseKeeperInstallation"
metadata:
name: mong-chk
namespace: clickhouse-operator
spec:
defaults:
templates:
podTemplate: chk:24.8.11
dataVolumeClaimTemplate: default
configuration:
clusters:
- name: monqchk
layout:
replicasCount: 3
settings:
logger/level: warning
templates:
podTemplates:
- name: chk:24.8.11
spec:
affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:

- labelSelector:

matchExpressions:

—_ key: llappll

operator: In

values:
- clickhouse-keeper
topologyKey: "kubernetes.io/hostname"
containers:

- name: clickhouse-keeper
imagePullPolicy: IfNotPresent
image: "${registry_address}/clickhouse/clickhouse-keeper:24.8.11"

volumeClaimTemplates:
- name: default
spec:
storageClassName: local-storage
accessModes:
- ReadWriteOnce
resources:

requests:
storage: ${chk_storage_size}

selector:

matchLabels:
service: chk

EOF

Ha Hopax, roe 6yget 3anyweH clickhouse co3gaTb KaTanoru 4is xpaHeHUs AaHHbIX

BHuMaHMe! 3Ta onepauus BbiNoHseTCs He Ha cepBepe controlplane, a Ha cepBepe, rae byaeT

3anyweH clickhouse.

mkdir -p /storage/clickhouse
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Co3paTb storage-class (1 pv B cnyyae ¢ hostPath Tk 370T csi driver He nopaepXuBaet provisioning)

host_path="/storage/clickhouse"
ch_storage_size="30Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: clickhouse-pv-w${server_number}
labels:
service: clickhouse
spec:
capacity:
storage: ${ch_storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- clickhouse-${server_number}
EOF
done

BbINONHUTB 3anycK Knacrepa.

BHuMmaHue! 3anomMHNUTb Napossb clickhouse, gns nocnepytowero HanonHeHus authfile.
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ch_storage_size="5Gi"

clickhouse_password=$(openssl rand -base64 16)

clickhouse_password_hash=$(echo -n "${clickhouse_password}" | sha256sum | sed s/\ .*$//g)
echo save it: ${clickhouse_password}

cat <<EOF | kubectl create -f -
apiVersion: "clickhouse.altinity.com/v1"
kind: "ClickHouseInstallation"
metadata:
name: "mong-clickhouse"
namespace: clickhouse-operator
spec:
defaults:
templates:
dataVolumeClaimTemplate: default
podTemplate: clickhouse:24.8.11
configuration:
users:
admin/access_management: "1"
admin/password_sha256_hex: ${clickhouse_password_hash}
admin/profile: default
admin/quota: default
admin/networks/ip: "0.0.0.0/0"
settings:
logger/level: warning
opentelemetry_span_log: _removed_
processors_profile_log: _removed_
profiles:
default/log_queries: "0"
files:
config.d/disable_metric_log.xml: |
<clickhouse>
<asynchronous_metric_log remove="1" />
<metric_log remove="1" />
</clickhouse>
zookeeper:
nodes:
- host: keeper-mong-chk
port: 2181
clusters:
- name: monqch
layout:
shardsCount: 1
replicasCount: 3
templates:
volumeClaimTemplates:
- name: default

spec:
storageClassName: local-storage
accessModes:
- ReadWriteOnce
resources:
requests:
storage: ${ch_storage_size}
selector:
matchLabels:
service: clickhouse
podTemplates:
- name: clickhouse:24.8.11
spec:

containers:
- name: clickhouse-pod
image: ${registry_address}/clickhouse/clickhouse-server:24.8.11
EOF

MDL 83



WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1. 2025-05-13

KnacTep octaeTcs paboTocnocobHbiM npu ogHon Hoge clickhouse n aByx clickhouse-keeper.

BbINOMIHNUTL NPOBeEpKY:

1. CocTosiHUE 3anyCcKa KOHTENHEPOB:

watch kubectl get po -n clickhouse-operator

2. Jlorv KOHTeNHepPOB Ha NpegMeT oWnboK:

kubectl logs -n clickhouse-operator -1 clickhouse.altinity.com/chi=mong-clickhouse

3. BbInonHWTBL 3anyck BpeMeHHOoro pod ans BbINOSHEH WS MPOBEPKMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"

4. BO3MOXHOCTb MOJKNOYEHUS C aBTOPU3ALMOHHbBIMU JAaHHbIMU.

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -d "SELECT version()" -u admin:${clickhouse_password} \
clickhouse-mong-clickhouse.clickhouse-operator:8123

5. Hanuuve pennvk B knacTepe.

kubectl exec -it -n ${mong_namespace} utils \
-— curl =X POST -u admin:${clickhouse_password} \
-d "select host_name from system.clusters where cluster = 'mongch'" \
clickhouse-mong-clickhouse.clickhouse-operator:8123

6. PacnpoctpaHeHne gaHHbIX B KnacTepe, YTeHune u 3anucb. Co3pgaThb TeCTOBYHO Ta6nmuy Ha
nepBon pensinke n BbIMNOJIHNTb BCTAaBKY:

query="CREATE DATABASE test_replication ON CLUSTER monqgch;"
kubectl exec -it -n ${mong_namespace} utils \
-— curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-0.clickhouse-operator:8123

query="CREATE TABLE test_replication.test ON CLUSTER monqch

(\"_id\" Inte4, \ _date\  Date)

ENGINE = ReplicatedMergeTree('/clickhouse/tables/{shard}/test_replication/test',

'"{replica}"')

PARTITION BY _date ORDER BY (_date)

SETTINGS enable_mixed_granularity_parts = 1, index_granularity = 8192;"

kubectl exec -it -n ${mong_namespace} utils \
-— curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-0.clickhouse-operator:8123

query="INSERT INTO test_replication.test (\ _id\" , \ _date\’ ) VALUES(1, now());"
kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-0.clickhouse-operator:8123
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BbINOAHWUTB 3aNpoC fAaHHbIX C APYTMX PENJINK:

query="SELECT * FROM test_replication.test;"

kubectl exec -it -n ${mong_namespace} utils \
-— curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-mongqch-0-1.clickhouse-operator:8123

kubectl exec -it -n ${mong_namespace} utils \
-- curl -X POST -d "${query}" -u admin:${clickhouse_password} \
chi-mong-clickhouse-monqch-0-2.clickhouse-operator:8123

YaanuTb TECTOBbIE AAHHbIE:

query="DROP DATABASE test_replication ON CLUSTER mongch SYNC;"
kubectl exec -it -n ${mong_namespace} utils \
-— curl -X POST -d "${query}" -u admin:${clickhouse_password} \
clickhouse-monq-clickhouse.clickhouse-operator:8123

kubectl delete pod -n ${mong_namespace} utils

[ns HanonHeHus authfile BbicTaBUTL 3HAYeHUS:

« clickhouse.host: "c'lickhouse-mong-clickhouse.clickhouse-operator";
« clickhouse.port: 8123;

« clickhouse.proto: "http";

+ clickhouse.cluster: true;

« clickhouse.cluster_name: "monqgch";

« clickhouse.users.root_user.name: "admin'’;

« clickhouse.users.root_user.password: ""<check ${clickhouse_password}>".

BHuMaHue! 3HavyeHue BbileyKa3aHHbIX MEPEMEHHbIX 3aMO/THEHbI C YYETOM TEKYLLEro NpuMepa.
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3anyck ¢ nomouwbto kubernetes operator redis-operator ot spotahome.. O6becneyeHne BbICOKON

[OCTYMHOCTMU.
BbINOMHUTL YCTAaHOBKY onepaTtopa:

helm install redis-operator offline/charts/redis-operator-3.2.9.tgz \
--namespace redis-operator --create-namespace \
--set image.repository=${registry_address}/spotahome/redis-operator

Ha Hopax, roe 6yget 3anyuweH redis co3gaTb KaTanoru gas XpaHeHUs AaHHbIX

BHuMaHwMe! 3Ta onepauus BbINOJIHAETCSA He Ha cepBepe controlplane, a Ha cepBepe, roe 6ygeT

3anyuieH redis.

mkdir -p /storage/redis

Co3patb storage-class u pv, Tak Kak csi driver hostPath He nogaepxunBaeT provisioning.

BHMMaHue! O6paTuTb BHUMAHWE Ha MPUBSA3KY PV K HOAE, YKasaHbl MMeHa CepBepoB U3

npumMepa.

BHumaHume! B gaHHOM npumepe co3gaHne PV BbINONHSAETCA B LUKAe, AN TPeX CepBepoB.

86


https://github.com/spotahome/redis-operator

WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1.

2025-05-13

host_path="/storage/redis"
storage_size="5Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.1io/v1l
kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: redis-pv-w${server_number}
labels:
service: redis
spec:
capacity:
storage: ${storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- redis-${server_number}
EOF
done

Co3paTb CeKpeT C AaHHbIMU OANA aBTOPU3aunn:

redis_password=$(openssl rand -base64 16)
echo "save it: "${redis_password}

kubectl create secret generic mong-redis-auth \
-n redis-operator --from-literal=password="${redis_password}"

BbIMnofIHMTB 3anycK Knacrepa:
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storage_size="5Gi"

cat <<EOF | kubectl create -f -
apiVersion: databases.spotahome.com/v1
kind: RedisFailover
metadata:
name: mong-redis
namespace: redis-operator
spec:
auth:
secretPath: mong-redis-auth
sentinel:
image: ${registry_address}/redis:7.4.2
replicas: 3
redis:
image: ${registry_address}/redis:7.4.2
replicas: 3
storage:
keepAfterDeletion: true
persistentVolumeClaim:
metadata:
name: redisfailover-persistent-keep-data
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: ${storage_size}
selector:
matchLabels:
service: redis
storageClassName: local-storage
EOF

O6HapyxeHue master redis ocyliecTBnsieTcs ¢ nomoLypto sentinel.
MopkntouyeHne BO3MOXHO TONIbKO 13 k8S TaK KaK CEpBUC MacTepa He JOCTYMNEH BHe KnacTepa.
Knactep octaetcst paboToCcnocobHbIM Npu ABYX PabOTOCNOCOOHbIX IK3EMMNISPaX.
BbINoMIHNUTL NpOBeEpKY:

1. CocTosiHMe 3amnycKa KOHTENHEPOB:

watch kubectl get po -n redis-operator

2. Jlorv KOHTEHEPOB Ha NpegMeT oWmn6oK:

kubectl logs -n redis-operator -1 app.kubernetes.io/name=monqg-redis

3. BHHOHHMTb3aHyCKBpeMeHHOFOpOdﬂﬂﬂBHﬂOﬂHeHMﬂHPOBepKw

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c -- "trap : TERM INT; sleep infinity & wait"
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4. BO3MOXHOCTb NOAKNKYEHNA C aBTOPU3aLNOHHBIMU OaHHbBIMU N PaCNpPOCTPaHEHWE faHHbIX B
Knacrepe:

3anucaTtb 3HayYeHue:

master=$(kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h rfs-mong-redis.redis-operator -p 26379 --raw -d ' -p ' \
SENTINEL get-master-addr-by-name mymaster)

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h ${master} -a "${redis_password}" \
SET replicationTest "Works"

anonHMTbnepeKnmqumernaﬁermnpquTaTb3Haqume

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h rfs-mong-redis.redis-operator -p 26379 \
SENTINEL FAILOVER mymaster

master=$(kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h rfs-mong-redis.redis-operator -p 26379 --raw -d ' -p ' \
SENTINEL get-master-addr-by-name mymaster)

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h ${master} -a "${redis_password}" \
GET replicationTest

YaanuTb TeCTOBblE laHHble:

kubectl exec -it -n ${mong_namespace} utils \
-- redis-cli -h ${master} -a "${redis_password}" \
DEL replicationTest

kubectl delete pod -n ${mong_namespace} utils

Ansa HanonHeHus authfile BbiIcTaBUTb 3HaYeHMSs:

« redis.host: "rfs-mong-redis.redis-operator";

« redis.port: 26379;

« redis.ssl: false

« redis.sentinel: true;

« redis.service_name: "mymaster";

« redis.users.root_user.password: ""<check ${redis_password}">.

BHMMaHme!3HaqumeBuumyKa3aHHuxnepeMeHHuxaanonHeHblcyquOMTeKymeroanMepa
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3anyck ¢ nomouwpto kubernetes operator victoria-metrics-operator.. ObecneyeHne BbICOKOWA

OOCTYNHOCTW.

MoxeT 6bITb 3anyuleH B ABYX peXXnmax:

« npsmoe obpaueHne B vminsert u vmselect (B faHHOM peXume 3anpocbl Ha YTEHUE U
BCTaBKY LOJDKHbI OCYLLECTBAATHCS K PasHbIM XOCTaM, OTCYTCTBYET aBTOPU3aLMs, LOMKHbI
6bITb MCMOMb30BaHbl KNacTepHsble url);

« obpalleHMe K KOMMOHeHTaM 4epe3 vmauth (B fgaHHOM cnyyae eCTb BO3MOXHOCTb
YCTaHOBKWU aBTOpM3aLuu, obpalleHne oCyLeCcTBASETCS K OBHOMY XOCTY, HO MPUCYTCTBYET

[OMOJTHUTENbHbINV y3en).

0Ob6a pexrmMa NoaaepXMBAKTCS B Mong. B nowaroBoin MHCTPYKLUN BYAET pacCMOTPEH PEXMUM C
npsimbiM obpatgeHmemM k vminsertnvmselect.

BbINOMHUTL YCTAaHOBKY onepaTtopa:

helm install vmoperator offline/charts/victoria-metrics-operator-0.41.0.tgz \
-n victoria --create-namespace \
--set image.repository=${registry_address}/victoriametrics/operator

Ha Hopgax, roe 6ygeT 3anylueHa victoriametrics co3gaTb KaTanoru 4nas XxpaHeHns gaHHbIX

BHMMaHwMe! 3Ta onepauus BbINOHAETCA He Ha cepBepe controlplane, a Ha cepBepe, rge bygeT

3anyuweHa victoriametrics.

mkdir -p /storage/victoriametrics

Co3paTb storage-class(v pv B cnyyae ¢ hostPath Tk 3T0T csi driver He nogaepxuBaet provisioning):

BHMMaHue! O6paTuTb BHMMAHWE Ha MPUBS3KY PV K HOAE, yKasaHbl MMeHa CepBepoB U3

npumepa, 3aMeHNTb Ha CBOW.
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host_path="/storage/victoriametrics"
storage_size="30Gi"

cat <<EOF | kubectl apply -f -
apiVersion: storage.k8s.1io/v1l
kind: StorageClass
metadata:

name: local-storage
provisioner: kubernetes.io/no-provisioner
volumeBindingMode: WaitForFirstConsumer
EOF

for server_number in {1..3}; do
cat <<EOF | kubectl create -f -
apiVersion: vl
kind: PersistentVolume
metadata:
name: victoria-pv-w${server_number}
labels:
service: victoria
spec:
capacity:
storage: ${storage_size}
volumeMode: Filesystem
accessModes:
- ReadWriteOnce
persistentVolumeReclaimPolicy: Delete
storageClassName: local-storage
local:
path: ${host_path}
nodeAffinity:
required:
nodeSelectorTerms:
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- victoria-${server_number}
EOF
done

3aAaTbaBTOpM3auMOHHHeAaHHHeHOﬂb3OBaTeﬂﬂ

vm_user="monq"
vm_password=$ (openssl rand -base64 16)
echo "save it: "${vm_password}

cat <<EOF | kubectl create -f -
apiVersion: vl
kind: Secret
type: Opaque
metadata:
name: victoria-metrics-auth
namespace: victoria
data:
VM_AUTH_USER: $(echo -n $vm_user | base64)

VM_AUTH_PASSWORD: $(echo -n $vm_password | base64)

EOF

3aﬂaTbﬂepeMeHHMGBaﬂyCK&
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storage_size="30Gi"
I IFS=''" read -r -d '' vm_env <<EOF
extraArgs:
httpAuth.username: "%{VM_AUTH_USER}"
httpAuth.password: "%{VM_AUTH_PASSWORD}"
extraEnvs:
- name: VM_AUTH_USER
valueFrom:
secretKeyRef:
name: victoria-metrics-auth
key: VM_AUTH_USER
- name: VM_AUTH_PASSWORD
valueFrom:
secretKeyRef:
name: victoria-metrics-auth
key: VM_AUTH_PASSWORD
EOF
! IFS='"' read -r -d '' vm_affinity <<EOF
podAntiAffinity:

requiredDuringSchedulingIgnoredDuringExecution:

- labelSelector:
matchExpressions:
- key: "app.kubernetes.io/name"
operator: In
values:
EOF

BbINOMHNTbL 3anycK Knactepa:
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cat <<EOF | kubectl create -f -
apiVersion: operator.victoriametrics.com/vlbetal
kind: VMCluster
metadata:
name: mong
namespace: victoria
spec:
retentionPeriod: "1"
replicationFactor: 3
clusterVersion: v1.108.1-cluster
vmstorage:
image:
repository: ${registry_address}/victoriametrics/vmstorage
replicaCount: 3
storageDataPath: "/vm-data"
affinity:
s{vm_affinity}
- "vmstorage"
topologyKey: '"kubernetes.io/hostname"
storage:
volumeClaimTemplate:
spec:
storageClassName: local-storage
selector:
matchLabels:
service: victoria
resources:
requests:
storage: ${storage_size}
resources:
Timits:
cpu: mqn
memory: 2048Mi
vmselect:
image:
repository: ${registry_address}/victoriametrics/vmselect
${vm_env}
replicaCount: 2
cacheMountPath: "/select-cache"
affinity:
S{vm_affinity}

- "vmselect"
topologyKey: "kubernetes.io/hostname"
vminsert:
image:
repository: ${registry_address}/victoriametrics/vminsert
s{vm_env}
replicaCount: 2
affinity:
S{vm_affinity}
- "vminsert"

topologyKey: "kubernetes.io/hostname"
EOF

BypeT co3maHo no pgBa 3k3emnasipa vminsert, vmselect u Tpu vmstorage. Bce KOMMOHEHTI
He3aBMCKMbI, NMPU BCTaBKe Ha Ntob6oi U3 vminsert MPoMCXOAMT 3anncCb B Kakablil GOCTYMHbIN

vmstorage.

[Ans obecneyeHns KOHCMCTEHTHOCTM AaHHbIX HeOBXOAMMO BKtoYaTh replicationFactor=N, koTopblii
3acTaBnsieT vminsert npons3soanTb BCTaBKY MUHMMYM Ha N 3k3emnnapos vmstorage. [pu 3Tom
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KOMYECTBO 3K3eMnasipoB vmstrorage fomkHO 6biTb >=N+1, TakuM 06pa3oM KnacTep OCTaHeTCs B
paboTe npu N gOCTyMNHbIX 3K3eMnaspax vmStorage.

Mocne 3anycka 6yayT co3gaHbl cepBUChl A5t 0bpalleHns kK vminsert n vmselect.
Mpy HEOHXOAMMOCTU AOCTYNA U3BHE NX MOXHO ONy6/IMKOBaTb Yepes ingress unu loadBalancer.

BbINONHUTBL NPOBEPKY:

1. CocTosiHUE 3anyCcKa KOHTENHEPOB:

watch kubectl get po -n victoria

2. Jlorv KOHTENHePOB Ha NpegMeT oWnboK:

kubectl logs -n victoria -1 app.kubernetes.io/instance=monq

3. BbInofHWTBL 3anyck BpeMeHHOoro pod s BbINOSIHEH WS MPOBEPKMU.

kubectl run utils -n ${mong_namespace} \
--image="${registry_address}/utils:3.4" -- \
/bin/bash -c —- "trap : TERM INT; sleep infinity & wait"

4. BO3MOXHOCTb MOAKNOYEHUS U pacnpoCcTpaHeHUe JaHHbIX B KnacTepe. BbINofHWTL 3anuch
BaHHbIX:

kubectl exec -it -n ${mong_namespace} utils \
-— curl -d 'metric_name{foo="bar"} 123' -u ${vm_user}:${vm_password} \
-X POST vminsert-mong.victoria:8480/insert/0/prometheus/api/vl/import/prometheus -v

MpoBepuTb kKON-BO datapoints 3anncaHHbIX B Kaxkablll vmstorage:

vmstorage_ips=$(kubectl get po -n victoria -1 app.kubernetes.io/name=vmstorage \
-o=jsonpath="'{.items[*].status.podIP}")
for vmstorage_ip in ${vmstorage_ips}; do
curl -s ${vmstorage_ip}:8482/metrics | grep 'vm_rows_added_to_storage_total'
done

BbINONHMTB 3aNpoChl Ha YTeHUe ¢ vmselect:

kubectl delete pod -n ${mong_namespace} utils

[ns HanonHeHus authfile BbicTaBUTL 3HaYeHUS:

victoriametrics.cluster: true;

victoriametrics.cluster_account: "0";

victoriametrics.auth_type: "BasicAuth';

victoriametrics.cluster_insert.host: ""vminsert-monqg.victoria";
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victoriametrics.cluster_insert.port: 8480;
victoriametrics.cluster_insert.proto: "http";
victoriametrics.cluster_select.host: "vmselect-monq.victoria'";
victoriametrics.cluster_select.port: 8481;
victoriametrics.cluster_select.proto: "http",;
victoriametrics.users.root_user.name: "<check ${vm_user}">;
victoriametrics.users.root_user.password: '"<check ${vm_password}'">.

BHuMaHMe! 3HavyeHme BbllLeyKa3aHHbIX NepeMeHHbIX 3afMOo/IHEHbI C y4eTOM TeKYLLEero npunmepa.
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NMpunoxxeHune. Managed services

B 4aHHOM NPUIOXKEHUMN OTPAXEH CMUCOK TPebOBaHUIN 415 NCMOMb30BaHNS BHELUHUX CEPBUCOB AJ15
Mong.

Kubernetes

[MpoBepuTb BOSMOXHOCTb:

« CO3JaHUs pone;

*+ CO3[aHMNSA CEPBUCHbIX aKKAYHTOB;

« Ha3HayeHue PO/ CEPBUCHOMY aKKayHTY;

+ 3anycK MaHUGecToB B paMKax namespace;

o Ha/IN4Me UAN BO3MOXHOCTb MOAK/IOYEHUS B KNACTEP MOCTOSIHHBbIX XPaHUMULL B pexume
readWriteMany.

Ecnn npepocTaBneHHOe B KayecTBe CepBUCA PelleHMe YAOB/IEeTBOPSIET BbllUeyKa3aHHbIM
TpeboBaHUSAM, MOXXHO MepenTn K HaCTPONKe KnacTepa C noc/iegyrowmm HanonHeHnem authfile, B
NPOTUBHOM C/lyyae cnepyeT Bocnonb3oBaTbes ”"SelfHosted” pewernem.

PostgreSQL

Cn1COK N3BECTHbIX OFrPaHNYeHN:
+ Yandex Managed Service for PostgreSQL He nogaep>xmBaeT co3gaHue posieit ¢ nomolybio SQL.
MpoBepuTb BO3MOXHOCTb:

+ Co3paHus nonb3oBaTenel M Ha3HavyeHWe poneli 3TumM nonb3osatensam: CREATEDB, CREATEROLE
yepes SQL 3anpocsl Kk B/. B gaHHOM cnyyae ykaszaH MUHUMasbHbIM Habop npaBs, Tpebyembiin
ANs YCTaHOBKW. B KOMMNIEKTe CO CLeHapueM YyCTaHOBKM €CTb BO3MOXHOCTb 04MCTKM CMO oT
obbekToB Mongq (64, nonb3oBatenu utn). Ans ero pabotel TpebyeTtcs pons SUPERUSER, 6e3
Heé oumncTka B/l oT Nonb3oBaTenen n ponen CamMoCTOSITENIbHO HE BO3MOXHa, NoTpebyeTcs
NpVBNEKaTb aflMMHUCTPATOPOB;
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+ MopgkntoueHus k nopty CYB[, ¢ pabounx Hog,.

Ecnu npepocTaBneHHOe B KAYeCTBe CEPBUCA PelleHMEe YAOBJIETBOPSIET BbllUeyKa3aHHbIM
TpeboBaHUSAM, MOXXHO NePENnTU K HanosiHeHuto authfile, B npoTMBHOM cnyvae cnegyeT BOCNOb30BaThCS
"SelfHosted” peweHunem.

RabbitMQ

BbINOMHUTL NPOBEPKU:

« MpoBepuTb 4OCTYNHOCTb 3k3emnaspa CMNO no 3agaHHOMY MOPTY;

« MpoBeEpPUTb BO3MOXHOCTb ABTOPM3aLMX U BbIMOMHEHUSI OCHOBHbIX Onepauuii: “co3gaHue
noJsib3oBaTens ¢ ponbto Administrator, cozgaHue oyepeaein”;

 MopgkntoyeHus k nopty RabbitMQ ¢ paboynx Hog.

Ecnv npepocTaBneHHOe B KayecTBe CepBMCA pelieHMe YAOBNETBOPSIET BblleyKa3aHHbIM
TpeboBaHMSIM, MOXXHO NeperTU K HanosHeHuto authfile, B NpoTUBHOM ciy4ae cnegyeT BOCNO/1b30BaTbCS
”SelfHosted” pelweHuewm.

ArangoDB

HPOBepI/ITb BO3MOXHOCTb:

« Co3paHus nonb3oBaTesen c ypoHeM npaB Administrative gns 6g _system;
+ MopkntoyeHus k nopty CYB[, ¢ pabounx Hog,

Ecnu npepocTaBneHHOE B KAyeCcTBe CEPBUCA PeLlleHMEe YAOB/IETBOPSIET BbllUeyKa3aHHbIM
TpeboBaHUsAM, MOXHO NepenTU K HanosiHeHuto authfile, B npoTMBHOM cnydae cnegyeT BOCNONb30BaTbCA
"SelfHosted” peweHunem.

Clickhouse

Clickhouse kak cepsuc.

MpoBepuTb BO3MOXHOCTb CO3faHUS poJieil, Npodunsiein, KBOT 1 MOJIb30BaTeNleN CO CefyLWnmMm
napameTpamu:

+ Ha3HavyeHuve nonb3oBaTento NpaB access_management;

« Ha3HayeHwue npas gns ponu: SELECT, INSERT, ALTER, CREATE TABLE, CREATE
VIEW, CREATE DICTIONARY, CREATE TEMPORARY TABLE, DROP TABLE, DROP
VIEW, DROP, TRUNCATE, OPTIMIZE, SHOW, CLUSTER, KILL QUERY;
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+ HasHauyeHune orpaHuyeHuniiHa ponb: max_memory_usage_for_user, max_memory_usage_for_all
, max_execution_time, timeout_before_checking_execution_speed;
« Co3paHue KBOTbl U Ha3HavyeHUsl e€ Ha ponb: FOR INTERVAL 60 MINUTE MAX queries
0, errors 0, result_rows 0, read_rows 0, execution_time 0;
« Co3paHuve nosib3oBaTeNiei U Ha3HaYeHUe PO C BblLeYKAa3aHHbIMU NapaMeTpamu,;
+ MpoBepuTb BO3MOXHOCTb NofkatoyeHms k nopTy CYB/ ¢ pabouunx Hog,

Ecnu npepocTaBneHHOe B KAYeCTBe CEPBUCA PeLleHMEe YAOB/IETBOPSIET BbllUeyKa3aHHbIM
TpeboBaHUsAM, MOXHO NepPenTU K HanosiHeHuto authfile, B npoTMBHOM cnyvae cnegyeT BOCNONb30BaTbCA
"SelfHosted” peweHunem.

Redis

BbINONHUTbL NPpOBEpKU:

« [poBepuTb gocTynHOCTb 3k3emnaspa CMO no 3agaHHOMY NOpPTY. [1poOBEPUTL BO3MOXHOCTb
aBTOPM3aLUN U BbINOMHEHMS OCHOBHbIX KOMaHf;

« HA-Cluster. MpoeepuTb goctynHocTb Sentinel, ybegntbcs 4yto Sentinel oTpaet cnucok
3K3eMNaspoB c ponsimu master, slave. MpoBepnTL BO3MOXHOCTb NOAK/IKOYEHUS K IK3eMMNIsipam
redis;

+ MopkntoyeHus k nopty Redis n Sentinel, ecnu ncnonbsyetcs, c pabounx Hog,.

Ecnn npepoctaBneHHOoe B KayecTBe CepBMCA pelleHVe YAOBMETBOPSIET BbllleyKa3aHHbIM
TpeboBaHUsIM, MOXXHO NepeilTy K HanonHeHuto authfile, B npoTMBHOM cyyae cnepyeT BOCNonb30BaThCs
”SelfHosted” pelweHuewm.

Victoria metrics

I'IposepvlTb BO3MOXHOCTb:

+ 3anucu n yTeHus B 64;

+ MopgkntoueHus k nopty CYB[ ¢ pabounx Hop, VictoriaMetrics, 3anyweHHas B pexnume HA moxeT
MMeTb fBe KOHUrypauum ¢ OTAeNbHbIMYU TOYKaMU Ha 3anuck YTeHue (select u insert) unm 3a
eauHbIM banaHcmpoBwMkoM (vmauth). Bo Bcex cnyvasx cnegyet y6eamTbCcs B 4OCTYMHOCTY
NHTEpPdENCOB 1 BO3IMOXHOCTU 3aNNCK YTEHUS.

Ecnn npepocTaBneHHoe B KayecTBe CepBMCa pelleHVe YAOBMETBOPSIET BbllleyKa3aHHbIM
TpeboBaHUsM, MOXXHO NepeiTn K HanonHeHuto authfile, B npoTMBHOM cyyae cnegyeT BOCNonb30BaThCs
”SelfHosted” pelieHunem.
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MpunoxxeHune. Onucanme Tunosoro helm chart

B LenaxynpoLlieHuns 3anycka n yHudurkaLmmm onepawmnin npoLecc 3anycka CMCTEMHOIO MPOrpaMMHOro
obecneyeHuns peannsoBaH c nomolybto helm.

MpumMep ycTaHoBkM postgres c nomolbto helm chart:

registry_address="< agpec peno3nTopuss KOHTEWHEPOB, €C/U UCMNONb3yeTCs Pa3BEPHYTHI MO [AaHHOW
MHCTPYKUuK, TOo http://registry.in.monqg.local:5000 >"
infra_namespace="1infra"

helm install postgresql offline/charts/postgresql-1.1.0.tgz \
--namespace ${infra_namespace} --create-namespace \

--set application.image.registry=${registry_address} \

--set application.ssl.enable=false

Cnuncok Hanbonee BaXKHbIX apryMeHTOB:

« ——set application.image.registry=${registry_address} - BbINOAHWUTb
YCTaHOBKY 13 NOKanbHOro registry;

« ——set application.ssl.enable=false -BkntounTs ssl B npunoxeHunu;

+ ——set application.ssl.generateCert=false-creHepnpoBaTb HOBbIV cepTUdUKAT
cnomolbto CAns application.ssl.ca.secret;

« ——set application.ssl.cert.secret.name - wuMsa cekpeTa coaepxallero
cepTudmKaT, KN4 1 KOPHEBON cepTUdUKar,

« ——set application.ssl.cert.secret.certName-knoucogepxalmin cepTucdmnkar;

« ——set application.ssl.cert.secret.keyName - kN4 cogepxaluii NPUBATHbIN
K/tOY;

« ——set application.ssl.ca.secret.name=mong—-ca - UMs CEeKpeTa CoAepIKaLlero
cywecTytowmin CA ceptudukar;

« ——set application.ssl.ca.secret.namespace=production - namespace
cekpeTa;

« ——set application.ssl.ca.secret.certName=monq.ca.crt.pem - kw4 ¢
OTKPbITOM YacTblto cepTUdUKaTa;

« ——set application.ssl.ca.secret.keyName=monq.ca.key.pem - ka4 ¢
3aKPbITON YacTblo cepTuduKaTa;
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+ ——set volume.localVolume.enable=true - npu 3anycke npunoxeHus co3gaTtb
NOKanbHOEe XpaHWAuLLe, K KOTOPOMY B NOCeACTBUN ByaeT NPYMOHTMPOBAH PVC;

+ ——set monitoring.enable=false - 3anycTuTb KOMMNOHEHTbl Ans cbopa MeTpPUK C
MPUNOXKEHNS.

Cnuncok Bcex BO3MOXHbIX nepeMeHHbIX MOXHO NOJNTY4YUTb KOMaHp,OVII

helm show values offline/charts/postgresql-1.1.0.tgz

Ecnn nnaHupyeTtcs ncnonb3osaTb SSL, TO HYXKHO y4ecTb crefyloLle MOMEHTbI NPV HaMoMHEHUN
authfile nnpoBegeHun npoBepok:

B consul MmeHsieTcs nopT ¢ 8500 Ha 8501 M MPOTOKON COOTBETCTBEHHO;

B clickhouse meHsieTca nopT ¢ 8123 Ha 8443 1 NPOTOKON COOTBETCTBEHHO;

B rabbitmq meHstoTCs NopTbl: € 5672, 15672 Ha 5671 1 15671 1 NPOTOKON COOTBETCTBEHHO;
+ ONsi OCTasIbHbIX NMPOrpaMM MEHSIeTCst MPOTOKO/, CM COOTBETCTBYHOLIME 3HAYEHUS KItOYel B
authfile.
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MpunoxeHune. YCTaHOBKA BHYTPU KNlacTepa
kubernetes

Ecnm komnoHeHTbl CMO AoOCTyMHbI TONbKO M3HYTpU KnacTepa kubernetes, Hanpumep npwu
pa3BepTbiBaHUM onepaTopamu, TO YCTaHOBKa JO/MKHA 6biTb 3anyLeHa BHYTPY Cpefbl, 3 KOTOPOiA

€CTb JOCTYN Ko BceM KomnoHeHTam C[10.

3TO He coBCeM CTaH,lJ,apTHbII;’I CLl,eHale\/’I M ero MOXHO BbINMONTHNTDL Cegyrwnm o6pa30M:

3anyck cueHapus yCTaHOBKU

3anycTuTb pod € yCTaHOBLLMKOM BHYTpY KnacTepa:

monqg_namespace="production"
registry_address="< agpec peno3uTopus KOHTEWHEpPOB, €CNU UCMONb3YyeTCH Pa3BepPHYTHIN MO AAHHOM

MHCTpYKUuMn, To registry.in.monq.local:5000 >"

cat <<EOF | kubectl create -f -
apiVersion: vl
kind: Pod
metadata:
name: installer
namespace: ${monq_namespace}
labels:
app: installer
spec:
containers:
- name: tinstaller
image: ${registry_address}/installer:8.9.1
command: [ "/bin/bash", "-c", "--" ]
args: [ "trap : TERM INT; sleep infinity & wait" ]
resources:
Timits:
cpu: 500m
memory: 1024Mi
requests:
cpu: 25m
memory: 128Mi
imagePullSecrets:
- name: regsecret-monq
EOF

CKonunpoBaTb BHYTPb KOHTeNHepa aiifl c aBTOpU3aLMOHHbIMU AAaHHbIMU:
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kubectl exec -n ${mong_namespace} -ti installer -- mkdir -p /opt/monq/
kubectl -n ${mong_namespace} cp /tmp/system_auth.json installer:/opt/monqg/

3anycTuTb yCTaHOBKY:

global_domain="pomeHHOe< uMsA ycTaHoBKu>"

kubectl exec -n ${mong_namespace} -ti installer -- ansible-playbook \
-e "global_domain="'${global_domain}'" mong/mong.yaml

NocmoTpeTb OLLIVI6KI/I, €C/1 TaKOBble BO3SHUKNN:

kubectl exec -n ${mong_namespace} -ti installer -- cat /opt/mong/errors.json

CKonupoBaTb apTedaKTbl Ha SIOKaIbHYO MaLUVHY:

kubectl -n ${mong_namespace} cp installer:/opt/mong /tmp/mong

Mocne OKOHYaHUS YCTAaHOBKW yaanuTh pod:
kubectl delete po -n ${mong_namespace} installer

Mocne yCTaHOBKM CUCTEMa rOTOBA K MCMNONb30BaHWUIO, MHTepdeic gocTyneH no agpecy S{
global_domain}.

ABTOpM3auMOHHHeﬂaHHbE[K}yMOﬂHaHMDZ

« noruH: admin@s${global_domain}
« naponb: mong_admin

3anyck cueHapus yaaneHus

B cnyyae, eciv ycTaHOBKa He 6bl/1a 3aBepLUEHA YCMELLHO, ClefyeT MCMOb30BaTh CLieHapuil eraser,
C NMOMOLLbIO HEro OYULLAITCS BCe KOMMOHeHTbI CMO oT 06bekToB Mong.

3anycTuTb pod € YCTaHOBLMKOM BHYTPY KnacTepa:
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monqg_namespace="production"
registry_address="< agpec peno3uTopus KOHTEWHEPOB, €CNU UCMONb3YyeTCA Pa3BepPHYTHIN MO AAHHON
MHCTPYKUUKU, TO registry.in.mong.local:5000 >"

cat <<EOF | kubectl create -f -
apiVersion: vl
kind: Pod
metadata:
name: installer
namespace: ${monq_namespace}
labels:
app: installer
spec:
containers:
- name: tinstaller
image: ${registry_address}/installer:8.9.1

command: [ "/bin/bash", "-c", "--" ]
args: [ "trap : TERM INT; sleep infinity & wait" ]
resources:
Timits:
cpu: 500m
memory: 1024Mi
requests:
cpu: 25m

memory: 128Mi
imagePullSecrets:
- hame: regsecret—monq
EOF
CKonunpoBaTb BHYTPb KOHTeNHepa (aiifl ¢ aBTOpM3aLMOHHbIMU AAaHHbIMU:

kubectl exec -n ${mong_namespace} -ti installer -- mkdir -p /opt/monq/
kubectl -n ${mong_namespace} cp /tmp/system_auth.json installer:/opt/monqg/

BHuMaHMe! YganeHuve goO/MKHO 3anyCKaTbCs C TEMU XKe NepeMeHHbIMU, YTO 1 YCTaHOBKA

3anycTuTb CLEHapUI yaaneHus:

global_domain="pgomMeHHOE< uMs ycTaHOBKMW>"

kubectl exec -n ${mong_namespace} -ti installer -- ansible-playbook \
-e "global_domain="'${global_domain}'" monqg/eraser.yaml
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MpunoxxeHne. CNUCOK NU3MeHSIeMbIX NePeMeHHbIX
cueHapusa yCTaHOBLYUKa

B 60/1bLUMHCTBE C/ly4aeB U3MEHSIeTCS TOIbKO NepeMeHHas global_domain, HoO MOryT BO3HUKHYTb
CUTyaLmu, Koraa TpebyeTcs [OMNOMHUTENbHAS HAaCTPOKa YCTAaHOBKMN.

+ global_domain - gpoMeHHOE NMs YCTaHOBKU, 06513aTeNlbHasi K Ha3HAYeHW10;

+ api_domain - goMeH ans BHyTpeHHero api, no ymonyanuto: api.{{ global_domain }};

« registry_domain - foMeH gns peecTpa MUKpPOCEPBUCOB, N0 yMon4YaHuw: registry.api.{{

global_domain }3};

« modules - cnncok Mogynen ans yCTaHOBKM, Mo yMonyaHuto: registry,pl,cl, fm,sm,mcs
,plugins;

« prechecks - ¢nar 3anycka npegBapuTe/ibHbIX MPOBEPOK, MO yMOIHaHuo: true;

« mong_namespace - kubernetes namespace B KoTopblii byaeT npov3BefeHa ycTaHOBKa Mong,
no ymonyaHuo: production;

« pvc_name-ums pvcBnamespace {{ monq_namespace }},KoTopbii bygeT MCnosb3oBaTh
MUKpocepBUcbl Mong, No ymMofi4YaHuio: pvc-mong;

« files_dir - kaTanor c reHepupyembiMu chaniamu, no ymonyaHut: /opt/mong;

« system_auth_file - ums dainna B nanke {{ files_dir }} ¢ koToporo 6yayT cyuMTaHbl
yYeTHble JaHHbIE 4151 MOAKTIOYEHUS K CEpPBMCAM, MO yMONYaHuto: system_auth. json;

« node_selector - node selector gnsa 3anycka deployment Monq, faHHasi nepemMeHHasi 3agaeTcs
OTAENbHO OT OCTasbHbIX NEPEMEHHbIX AOMONHUTENbHbIM apryMeHTOM —€e, 1 0653aTenbHO B
L,BOVHbBIX KaBblYKax, no ymonyanuto: "{\"node_selector\":{\"foo\":\"bar\"}}"

« ingress_class - ingress class, no ymonyaHuto: nginx;

« defaultLocale - nokanb no ymonyaHuo, o ymonyaHuw: ru-RU;

« admin_password - naponb none3oatenss admin@{{ global_domain }} B Monqg, no
yMonyaHuo: mong_admin;

+ create_registry_secret - ¢nar cozgaHus cekpeta.dockerconfigs namespace {{ mong_namespace

13}, noymonyaHuto: true;

« generate_self_signed_cert - nar reHepaunu camonognucHeix ceptudurkaToB ans Mong, no

ymon4yaHuto: true;
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« registry_secret_name - ums cekpeta .dockerconfig B namespace {{ monq_namespace }1},

Mo yMonyaHuto: regsecret-mong;
+ create_management_users - ¢nar co3gaHus management nonb3osaTtenei, N0 yMONYaHNUIO:

true;
« no_log - dnar oTKIIOYAOWNA paclIMPEHHOE /IOTMPOBAHWE BO BPEMS YCTAaHOBKW, MO

ymonyanuto: false.
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NMpunoxeHne. CNUCOK UCNOJIb3yeMbIX NOPTOB U

NPOTOKOJI0B
be3 HA

SRC DST

All Servers Ntp server

All Servers DNS server

All k8s nodes K8s Control plane

K8s Control plane
All k8s nodes

All k8s nodes

All k8s nodes

All k8s nodes

All k8s nodes

All Servers

K8s worker

K8s worker
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC

All k8s nodes
All k8s nodes
All k8s nodes
All k8s nodes
All k8s nodes
DB Server
K8s worker
DB Server
DB Server
DB Server
K8s worker
DB Server
DB Server
DB Server
DB Server

DB Server

Proto Port
ubpP 123

UbP 53

TCP 6443
TCP 10250
UDP 8472
TCP 4240
ICMP

UDP 8285
TCP 5000
TCP 80,443
TCP 111,2049
UDP  111,2049
TCP 8500
TCP 80,443
TCP 5432
TCP 8123
TCP 8529
TCP 8428
TCP 6379
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Description

CUHXPOHU3aLMS BPEMEHMN HA XOCTaxX
PaspelueHne gOMEHHbIX UMEH Ha XOCTax
Kubernetes API server

Kubelet API

Cilium/Flannel VXLAN overlay

Cilium health checks

Cilium health checks

Flannel

container registry
ingress-nginx-controller

NFS PV

NFS PV

Consul HTTP Api
ingress-nginx-controller

Postgresql

Clickhouse HTTP interface
ArangoDB HTTP Api

Victoria metrics HTTP Api

Redis
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SRC DST Proto Port Description

Administrator PC DB Server TCP 15672 RabbitMQ HTTP Api

Administrator PC K8s Control plane TCP 6443 Kubernetes APl server

CHA

SRC DST Proto Port Description

All Servers Ntp server UbP 123 CMHXpOHM3aUMa BpeMEHN Ha XOCTax
All Servers DNS server UbP 53 Pa3pelueHne fOMEHHbIX UMEH Ha XOCTax
All k8s nodes K8s Control plane TCP 6443 Kubernetes APl server

All k8s nodes K8s Control planeVIP TCP 6443 Kubernetes APl server

K8s Control plane  K8s Control plane TCP  2379-2380 Etcd server client API

K8s Control plane  All k8s nodes TCP 10250 Kubelet API

All k8s nodes All k8s nodes UDP 8472 Cilium/Flannel VXLAN overlay
All k8s nodes All k8s nodes TCP 4240 Cilium health checks

All k8s nodes All k8s nodes ICMP Cilium health checks

All k8s nodes All k8s nodes UDP 8285 Flannel

All k8s nodes DB Server TCP 5000 container registry

All Servers K8s worker TCP 80,443 ingress-nginx-controller

All Servers Ingress VIP TCP 80,443 ingress-nginx-controller

K8s worker DB Server TCP 111,2049 NFS PV

K8s worker DB Server UDP  111,2049 NFS PV

Administrator PC DB Server TCP 8500 Consul HTTP Api
Administrator PC ~ K8s worker TCP 80,443 ingress-nginx-controller
Administrator PC DB Server TCP 5432 Postgresql

Administrator PC DB Server TCP 8123 Clickhouse HTTP interface
Administrator PC DB Server TCP 8529 ArangoDB HTTP Api
Administrator PC DB Server TCP 8480 VM insert HTTP Api
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SRC

Administrator PC
Administrator PC
Administrator PC
Administrator PC

Mpu 3anycke CYB/[] BHe k8s(p0N0NHUTENbHO)

SRC

K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
K8s worker
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC
Administrator PC

Administrator PC

DST Proto Port

DB Server TCP 8481
DB Server TCP 6379
DB Server TCP 15672
K8s Control plane TCP 6443
DST Proto
Postgresql Server TCP
Clickhouse Server TCP
Arangodb Server TCP
VictoriaMetrics Standalone Server TCP
VM Insert Server TCP
VM Select Server TCP
Redis Server TCP
Redis Sentinel Server TCP
Rabbitmq Server TCP
Rabbitmq Server TCP
Postgresql Server TCP
Clickhouse Server TCP
Arangodb Server TCP
VictoriaMetrics Standalone Server TCP
VM Insert Server TCP
VM Select Server TCP
Redis Server TCP
Redis Sentinel Server TCP
Rabbitmq Server TCP

Description

VM Select HTTP Api

Redis

RabbitMQ HTTP Api

Kubernetes API server

Port

5432
8123
8529
8428
8480
8481
6379
26379
15672
5672
5432
8123
8529
8428
8480
8481
6379
26379
15672

Description

Postgresql

Clickhouse HTTP interface
ArangoDB HTTP Api
Victoria metrics HTTP Api
VM insert HTTP Api

VM select HTTP Api

Redis

Redis Sentinel

RabbitMQ HTTP Api
RabbitMQ AMQP
Postgresql

Clickhouse HTTP interface
ArangoDB HTTP Api
Victoria metrics HTTP Api
VM insert HTTP Api

VM select HTTP Api

Redis

Redis Sentinel

RabbitMQ HTTP Api
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SRC DST Proto Port Description

Administrator PC  Rabbitmq Server TCP 5672  RabbitMQ AMQP
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NMpunoxeHue. KnacrepHoinn DNS

B cnyyae OTCyTCTBMSI BO3MOXHOCTU KOHUrypauum BHewHero dns cepBepa gas paspelleHus
Heobxogumbix DNS MMeH MMeeTcsi BO3MOXHOCTb HacTpoillkm DNS cepBepa BHyTpW KiacTepa

kubernetes - coredns.

BHMMaHue! BHeceHMe n3MeHeHUI B KOHGUrypauuto coredns MOXeT MOBJieYb 3a CO6OM
ownbkun npu obHoBneHUN kubernetes. Heo6xo0aMMO y4MTbIBaTb BHECEHHbIE U3MEHEHUS MpPU
obHoBneHun kubernetes Mbl He peKOMeHOyeM WCMO/b30BaTb AAHHbIA MOAXOM, OAHAKO B

HEKOTOPbIX C/Ty4asaX OH MOXET 6bITb eANHCTBEHHDbIM.

PaspelleHre peann3oBaHO C Yy4YeTOM pa3BEPTbIBAHWUS COMMACHO MOLWAroBON WHCTPYKUWUW, BCe
KOMMOHEHTbI pa3BepHyTbl B kubernetes. Mpy ncnonb3oBaHWM MHOW KOHMUIypaumm pasMeLleHns
KoMnoHeHToB CIMO, Heob6Xxo4MMO BHECTU COOTBETCBYIOLLEE M3MEHEHNUS. [logaep)KMBaeMble oMLK

KOHMIypauum onucanbl B ohuLanbHON JOKyMeHTauum coredns.

BHumaHume! Ecnu pa3eepTbiBaHMe komnoHeHToB CIMNO npounsBoamnTcsa B kubernetes ¢ nomouybto
OonepaTopoB, TO B KayeCTBe TOYEK MOAK/II0YEHNS YKa3biBAOTCS COOTBETCTBYHOLLME CEPBUCDHI

kubernetes.

Co3pgaTb configmap coredns—custom:
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infra_domain="1in.monq.local"

infra_namespace="1infra"

k8s_api_ip="<ip appec kubernetes api server>"

registry_ip="<ip appec cepBepa Ha KOTOpPOM pa3MeweH container registry>"
global_domain="<monq domain name>"
svc_domain="${infra_namespace}.svc.cluster.local"

cat <<EOF | kubectl create -f -
apiVersion: vl
kind: ConfigMap
metadata:
name: coredns-custom
namespace: kube-system
data:
mong.server: |
${infra_domain}:53 {
file /etc/coredns/custom/${infra_domain}.db
kubernetes cluster.local {
noendpoints
namespaces default ${infra_namespace}
}
cache 30

}
${global_domain}:53 {
file /etc/coredns/custom/${global_domain}.db
kubernetes cluster.local {
noendpoints
namespaces default ${infra_namespace}

}
cache 30

}

${infra_domain}.db: |
${infra_domain}. IN SOA nsl.${infra_domain}. info.${infra_domain}. (
2023052200 7200 3600 1209600 3600)

${infra_domain}. IN NS nsl.${infra_domain}.

555 apps 555

arangodb.${infra_domain}. IN CNAME arangodb.${svc_domain}.
clickhouse.${infra_domain}. IN CNAME clickhouse.${svc_domain}.
postgresql.${infra_domain}. IN CNAME postgresql.${svc_domain}.
rabbitmqg.s${infra_domain}. IN CNAME rabbitmg.${svc_domain}.
redis.s${infra_domain}. IN CNAME redis.${svc_domain}.
consul.${infra_domain}. IN CNAME consul.${svc_domain}.
victoriametrics.${infra_domain}. IN CNAME victoriametrics.${svc_domain}.
registry.s${infra_domain}. IN A ${registry_ip}
k8s-api.${infra_domain}. IN A ${k8s_api_1ip}

${global_domain}.db: |
${global_domain}. 1IN SOA nsl.s${global_domain}. info.s${global_domain}. (
2023052200 7200 3600 1209600 3600)

${global_domain}. IN NS nsl.s${global_domain}.

555 APPS 555

${global_domain}. IN CNAME ingress-nginx-controller.ingress-nginx.svc.cluster.local.
555 CNAME ;553

api.${global_domain}. IN CNAME  ${global_domain}.

*x.api.${global_domain}. IN CNAME  ${global_domain}.

EOF

[ob6aBuTb coredns—-custom B OCHOBHY KOHdUrypauuto coredns:
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kubectl get cm -n kube-system coredns -o=jsonpath='{.data.Corefile}' > Corefile
echo "import /etc/coredns/custom/*.server" >> Corefile

kubectl create cm -n kube-system coredns --from-file=./Corefile -o yaml --dry-run=client \
| kubectl replace -f -

kubectl get deploy -n kube-system coredns -o json \

| jg '.spec.template.spec.volumes |= . + [{"configMap":{"defaultMode":420,
"name" :"coredns-custom", "optional":true},"name":"custom-config-volume"}]' \

| jg '.spec.template.spec.containers[0].volumeMounts |= .

+ [{"mountPath":"/etc/coredns/custom",
"name":"custom-config-volume","readOnly":true}]"' \

| kubectl replace -f -

kubectl rollout restart -n kube-system deploy coredns
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NMpunoxxeHne. CobcTBeHHbIe cepTudukaTol SSL

Cnu1coK nepemMeHHbIX, UCMOJIb3YeMbIX MO TEKCTY:

${global_domain} - ocHOBHOE JOMEHHOE UMS PAa3BEPTHIBAEMOTO MPUIOXKEHNS

${infra_domain} - dns3oHa ans MHGpPaCTPyKTYpPHbIX KOMNOHEHTOB

${mong_namespace} - kubernetes namespace g 3anycka mong

${infra_namespace} - kubernetes namespace pns 3anycka WHQPACTPYKTYPHbIX
KOMMOHEHTOB

« ${ca_cert_name} - uma daiina ceptudunkara CA

« ${ca_key_name} - umsa dainna kntoya ceptudmkaTta CA

[laHHbIV pa3gen onucbiBaeT cieaytolme CMTyauum:

Co6cTBeHHbIN CA, reHepauus cepTUGUKaATOB B YCTaHOBLLMKe

B Hanuumm Tonbko cobcTBeHHbIM CA cepTudUKaT, B COCTaBe OTKPLITOrO M 3aKPbLITOrO Kitoua.
[JaHHbIM CA fomKHbI 6bITb MOAMNMNCaHbI CEPTUPUKATbI 415 OPraHU3aL MK 3aLULLEHHOTO B3aUMOAENCTBUS
mMexgy komnoHeHTamu MMO n CMO, KNeHToOM U NHTepdencoMm mong, a Tak e BHyTpeHHero API
Npv MEXMUKPOCEPBMCHOM B3aVMOAENCTBUN.

CepTudukatol pgns container registry u HenocpepacTBeHHO Mong 6yayT CreHepupoBaHbl K
noanucaHbl BPYYHYHO C noMoLbho openssl, a ceptudukatol gns CMO BbiNycKatoTCA NPy NPUMEHEHWN
helm chart.

Mpepnonaraetcsi, 4to CA cepTndUKaTbl pa3MeLLeHbl B KaTanore certs:

mkdir -p certs
cp ${ca_cert_name} ${ca_key_name} certs/

ﬂ,OGaBMTb CepTl/Id)VIKaT B CMNCOK A0OBEpPEHHbIX Ha XOCTe, AaHHYIO onepaunto HY>XHO BbINO/THUTb Ha
BCeX cepBepax:

mkdir -p /usr/share/ca-certificates/mong

cp certs/${ca_cert_name} /usr/share/ca-certificates/monqg/${ca_cert_name}

echo "monq/${ca_cert_name}" >> /etc/ca-certificates.conf
update-ca-certificates
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CreHepupoBaTb cepTudukata gns container registry:

mkdir certs/docker-registry
openssl req -new -nodes -out certs/docker-registry/registry.csr \

-keyout certs/docker-registry/registry.key -subj "/CN=registry.${infra_domain}"
openssl x509 -req -in certs/docker-registry/registry.csr -days 3650 \

-extfile <(printf "subjectAltName=DNS:registry.${infra_domain}") \

-CA certs/${ca_cert_name} -CAkey certs/${ca_key_name} -CAcreateserial \

-out certs/docker-registry/registry.crt

®annel certs/docker-registry/registry.key wu certs/docker-registry
/registry.crt Heobxogumo nepeHecTn Ha cepBep db, gns mocnepyrowert HacTPOMKHM

container registry

Co3paTtb cekpeT cogepxawmin CA cepTudUKaTtbl 418 BO3MOXHOMO UCMOMb30BAHNS B OCTAJIbHbIX

KOMMOHEHTax:

kubectl create secret generic -n ${monq_namespace} mong-ca-exist \
-—from-file=./certs/${ca_key_name} --from-file=./certs/${ca_cert_name}

Co3patb cekpeT copepxalumii CA cepTudmKaT as yCTaHOBKM AOBEPUS K BbIMUCAHHbIM cepTudmKaTam:

kubectl create secret generic -n ${monq_namespace} mong-ca-certificates \
-—from-file=./certs/${ca_cert_name}

Mpwu pa3sepTbiBaHum CMO c nomouybto helm chart yctaHoBUTb ciegytoLyme 3Ha4YeHUs TepeMeHHbIX:

« ——set application.ssl.enable=true - BKNUYNTb Ssl B npunoxxeHnu;

« ——set application.ssl.generateCert=true -creHepnpoBaTb HOBbI cepTUdMKaT
cnomouwbto CAus application.ssl.ca.secret;

« ——set application.ssl.ca.secret.name=mong-ca-exist - ums cekpeta k8s
cogepxaluero cyuiectyrowmin CA ceptudmkar,;

« ——set application.ssl.ca.secret.namespace=production-namespace k8sB
KOTOPOM CO3[aH CEKpET;

« ——set application.ssl.ca.secret.certName=${ca_cert_name} - Koy
CeKpeTa C OTKPbITOW YacTbio cepTudmKaTa;

« ——set application.ssl.ca.secret.keyName=${ca_key_name} - knoy cekpeTta
C 3aKpbITON YacTblo cepTUdnKaTa;

CreHepupoBaTb cepTUdUKaTbI U CEKPETbI ANs nHTepdencos Mong:
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global_domain="< oCHOBHOe [OMEHHOe WMS pa3BepThiBAEMOro npuaoxeHus >'"
domain_list="${global_domain} api.${global_domain} registry.api.${global_domain}"

for domain in ${domain_list}; do
mkdir certs/${domain}
openssl req -new -nodes -out certs/${domain}/${domain}.csr \
-keyout certs/${domain}/${domain}.key -subj "/CN=${domain}"

openssl x509 -req -in certs/${domain}/${domain}.csr -days 3650 \
-extfile <(printf "subjectAltName=DNS:${domain}") \
-CA certs/${ca_cert_name} -CAkey certs/${ca_key_name} -CAcreateserial \
-out certs/${domain}/${domain}.crt

kubectl create secret tls -n ${mong_namespace} ${domain}-tls \
--cert=certs/${domain}/${domain}.crt --key=certs/${domain}/${domain}.key
done

BbinonHATb 3anycCcK cueHapua yCTaHOBKK C YCTAHOBJ/IEHHbIM d}ﬂarOM reHepaunn camonognmcHbIX

cepTudukaToB ana Monq B 3HaveHun false:

generate_self_signed_cert=false

Co6cTBeHHbIN CA, cepTudMKaTbl CreHEPUPOBaHbI 3apaHee

B Hanuumm oTKpbITas Yactb cobcTBeHHOro CA ceptudukata. JaHHbiM CA nognvcaHbl MeLwmnecs

cepTuduKaTbl gas OpraHM3auumn 3alULWEHHOTO B3aMMOOEWCTBUS Mexay KomnoHeHTamu MMMO

1 CMO, KNMEHTOM 1 MHTepdencoM mong, a TaK e BHyTpeHHero APl Npu MeXMUKPOCEPBUCHOM

B3auUMOJENcTBUu.

B cocTaBe:

exist.ca.crt-oTkpbiTas YacTb cepTnudumkata CA

registry.${infra_domain} - oTKpbiTas 1 3aKkpbiTas 4acTb ceptTuduKaTa gnsa container
registry

consul.${infra_domain} - oTKpbiTasi 1 3aKpbITas YacTb cepTucdmrkaTta gns consul
postgresql.S${infra_domain} - oTKpbiTas M 3akpbiTas 4YacTb cepTudukata Ans
postgresql

arangodb.${infra_domain} - oTkpbiTas u 3aKkpbiTast YacTb cepTuduKaTa ans arangodb
clickhouse.${infra_domain} - oTKpbiTas U 3akpbiTas 4YacTb cepTuduKaTa Ans
clickhouse

redis.${infra_domain} - oTKpbiTas 1 3akpbiTast 4acTb cepTudmrKaTa ang redis
rabbitmg.${infra_domain} - oTkpbiTas u 3aKpbiTas YacTb cepTudmKaTa ans rabbitmg
victoriametrics.${infra_domain} - oTkpbiTas u 3aKpbiTas 4acTb cepTUdMKaTta ans
victoriametrics

${global_domain} - oTKpbiTas 1 3aKpbiTas YacTb cepTUdMKaTa 41 OCHOBHOIO AOMEHA
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« api.S${global_domain} - oTKpbITas 1 3aKpbiTast YacTb cepTUdMKaTa AN BHYTPEHHErO
AOMEHa

« registry.api.${global_domain} - oTKkpbiTas u 3akpbiTas 4YacTb cepTuduKaTa ans
peecTpa MUKPOCEPBHCOB

Mpepnonaraetcs, Y4TO Bce CepTUdMKATbl pasMelleHbl B KaTanore certs, B COOTBETCTBYHOLLMX
KaTaJsiorax no MMeHu CepBu1Ca, C y4eTOM 3TOr0 HanuncaHbl fasibHelLw e KOMaHAbI.

[o6aBnTb cepTUdUKAT B CNMCOK JOBEPEHHBIX HA XOCTE, AAaHHY0 OMNepaL Mo HYXXHO BbIMOMHUTb Ha

BCEX cepBepax:

mkdir -p /usr/share/ca-certificates/mong

cp certs/${ca_cert_name} /usr/share/ca-certificates/monq/${ca_cert_name}
echo "monq/${ca_cert_name}" >> /etc/ca-certificates.conf
update-ca-certificates

dannbl certs/docker-registry/registry.key un certs/docker-registry/
registry.crt Heobxognmo nepeHectn Ha cepBep db, ans nocnepytoLlet HacTporikn container
registry

Co3patb cekpeT copepxalumii CA cepTudmKaT as yCTaHOBKM AOBEPUS K BbIMUCAHHbIM cepTudmKaTam:

kubectl create secret generic -n ${monq_namespace} mong-ca-certificates \
--from-file=./certs/${ca_cert_name}

Co3paTb cekpeTbl U3 cepTudukatos gas Cro:

+ Cekpet gnsa consul.${infra_domain}:

cp ./certs/${ca_cert_name} ./certs/consul/ca.crt
kubectl create secret generic -n ${infra_namespace} consul-certificates \
-—from-file=./certs/consul/

+ Cekpet gns postgresql.S${infra_domain}:

kubectl create secret generic -n ${infra_namespace} postgresql-certificates \
--from-file=./certs/postgresql/

« Cekpet gnsa arangodb.${infra_domain}:

cat certs/arangodb/arangodb.crt certs/arangodb/arangodb.key > \
certs/arangodb/arangodb.pem

kubectl create secret generic -n ${infra_namespace} arangodb-certificates \
--from-file=certs/arangodb/arangodb.pem

« Cekpet ana clickhouse.${infra_domain}:

cp ./certs/${ca_cert_name} ./certs/clickhouse/ca.crt
kubectl create secret generic -n ${infra_namespace} clickhouse-certificates \
-—-from-file=./certs/clickhouse/

MDL 116



WHCcTpyKuma no yctaHoBke Mong. Bepcus 8.9.1. 2025-05-13

« Cekpertgnsa redis.${infra_domain}:

cp ./certs/${ca_cert_name} ./certs/redis/ca.crt
kubectl create secret generic -n ${infra_namespace} redis-certificates \
—-—from-file=./certs/redis/

« Cekpet gnsa rabbitmg.${infra_domain}:

cp ./certs/${ca_cert_name} ./certs/rabbitmqg/ca.crt
kubectl create secret generic -n ${infra_namespace} rabbitmg-certificates \
——from-file=./certs/rabbitmq/

« Cekpergnavictoriametrics.${infra_domain}:

kubectl create secret generic -n ${infra_namespace} victoriametrics-certificates \
-—from-file=./certs/victoriametrics/

Mpwu pa3sepTbiBaHum CMO c nomouybto helm chart yctaHoBUTb CiegytoLme 3Ha4YeHUs TepeMeHHbIX:

« ——set application.ssl.enable=true - BKNOUYNTb Ssl B npunoxeHnu;

« ——set application.ssl.generateCert=false-creHepnpoBaTb HOBbIV cCEPTUDUKAT
cnomouwbto CAus application.ssl.ca.secret;

« ——set application.ssl.cert.secret.name - ums cekpeTta cogepxallero Habop
cepTudurKaToB;

« ——set application.ssl.cert.secret.certName-kntoucoaepxawmin cepTudnkar,;

« ——set application.ssl.cert.secret.keyName - knoy cogepxalmii NPUBATHbIA
K/toY;

« ——set application.ssl.cert.secret.keyName - kntoy cogepxalwmin ceptudunkar
CA;

[ ns HEKOTOPbIX MporpamMmm cepTUdUKaTbl B CEKPeTax MOryT CKOMOBUHMPOBAHbI AW B KOHUrypaLuum
3agencTBoBaH ceptudukat CA, B TaKOM ciy4ae Habop mepeMeHHbIX MOXEeT OTANYaTbCs, nepeq
yctaHoBkol helm chart cnegyet yTouyHWTb Habop MepeMeHHbIX, A/ 3TOr0 Hafo BbIMOAHUTL
KOMaHAy:

helm show values offline/charts/< Ha3BaHue 4yapTa >

Co3paTb cekpeTbl ¢ cepTudmkaTamm ¢ Tunom tls gna nHtepdencos Mong:

global_domain="< oCHOBHOe [OMEHHOEe WMsi pa3BepTbHIBAEMOro npuioxeHus >"
domain_list="${global_domain} api.${global_domain} registry.api.${global_domain}"

for domain in ${domain_list}; do
kubectl create secret tls -n ${monq_namespace} ${domain}-tls \
--cert=certs/${domain}/${domain}.crt --key=certs/${domain}/${domain}.key
done
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BbIMONHATL 3aMycK cUeHapusi YCTaHOBKM C YCTAHOBNEHHbIM h/laroM reHepauum caMonoanucHbIx
cepTudukaToB ana Monq B 3HaveHun false:

generate_self_signed_cert=false
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